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Preface

karmano hy api boddhavyam boddhavyam ca vikarmanah
akarmanas ca boddhavyam gahana karmano gatih
The intricacies of action are very hard to understand. Therefore one should know
properly what action is, what forbidden action is, and what inaction is.
The Bhagvad Gita (4.17)
This book is the outcome of the research contribution of Hanane Fathi towards
her Ph.D. studies jointly with Shyam S. Chakraborty and Ramjee Prasad as supervisors. To the best of the authors’ knowledge, this is a first book on voice
over Internet protocol (VoIP) covering such a broad perspective as illustrated in
Figure P.1.
This book is a new, forward-looking resource that explores the present and
future trends of VoIP in the wireless heterogeneous networks. This book also
provides the discovery path that these network infrastructures are following from
a perspective of synergies with the present systems and how they will pave the
way for future systems.
This book is intended for everyone in the field of wireless information and
multimedia communications. It provides different levels of material suitable for
managers, researchers, network providers, and graduate students. We hope that
all readers will experience the benefits and power of this knowledge.
We have tried our best to make each chapter comprehensive and we cannot
claim that this book is without errors. Any remarks to improve the text and correct
the errors would be highly appreciated.
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Figure P.1: Illustration of the coverage of the book. The number in branches
denotes the chapter of the book
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Chapter 1
Introduction
Internet technology has been one of the major developments in the area of communications. It has reshaped the way people communicate, the way people gather
information, the way people connect globally to the outside world. The other major development in communications has been mobile communication which has
been experiencing a similar success with exponential growth in number of users
and traffic volume. The wide use of the Internet and the success of mobile communications systems leads to another major development: the mobile access to the
Internet and the plethora of multimedia services it offers. Enabling wireless Internet has been, for some years in Japan and recently in Europe, one of the innovative
services offered by mobile communications operators. It was in this perspective
that general packet radio service (GPRS) system has been developed as the packetswitched extension of global system for mobile communications (GSM), in order
to facilitate wireless access to IP-based services. Nowadays, the convergence
reaches another dimension. Users connect to several wireless systems such as
the GPRS, the universal mobile telecommunication system (UMTS), and wireless
local area networks (WLANs) and demand ubiquitous mobile services including
real-time services, and high data rate applications. Permanent coverage with satisfactory quality cannot be achieved through one of these technologies alone, so it is
necessary for a mobile station to use various access networks to maintain continuous connectivity to the Internet and the services. It is therefore natural to forecast
the convergence of these existing systems towards an IP-based wireless heterogeneous network. However, the convergence should be more seamless, handovers
from one access network to another should not require a major user interaction or
result in an interruption in for instance the provisioning of an ongoing multimedia
service.
One could envision to use high bandwidth data networks such as WLANs
whenever they are available and to switch to a public network such as GPRS/UMTS
with a lower bandwidth when there is no WLAN coverage. To do so, WLAN and
1
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cellular networks should interwork in order to provide ubiquitous data services.
The interworking also allows the user equipment to switch from one network to
another in order to get a larger range of services or a better level of service quality.
This permits the user to exploit the diversity of access networks and air interface
capabilities. The 2.5/3G networks provide a wide coverage and support services
requiring moderate data rates, while WLANs provide services requiring high data
rates in hot spots. WLAN can then be used to complement 2.5/3G systems in hot
spots. These access systems can inter-network together and combine their strengths
and capabilities in order to form a wide-area network and provide services with
low speed in most areas to high speeds in strategic locations. However in this new
heterogeneous system, the user still expects to seamlessly roam while using any type
of multimedia or real-time services. The service providers should then put focus
on applications independent of access infrastructures and on supporting seamless
user experience between any kinds of networks (cellular, WLAN, WiMax etc.).
On the other hand, it is important to note that the envisioned convergence
of different systems is preceded by the convergence of different types of traffic,
specifically voice traffic and data traffic. Voice and data traffic are usually treated
separately in both 2G and 2.5G wireless networks. Voice traffic is assigned to a
circuit-switched network infrastructure in e.g. GSM or to a public-switched telephone network, while data traffic is sent to a packet-switched architecture, over
the Internet and possibly through the GPRS or 3G infrastructures as well. With
advances in packet switching technology and especially with the development of
voice over Internet protocol (VoIP), both speech and data traffic are carried by the
same IP-based packet-switched infrastructure. On the Internet, Skype, on the first
applications providing voice over IP have challenged the use of fixed phone lines,
especially for long distance calls. In 3G systems and beyond, the convergence of
voice and data is facilitated by the introduction of the IP multimedia subsystem
(IMS), which is adopted by the 3G partnership project (3GPP) since the UMTS
Release 5 [1] and by 3GPP2 for CDMA2000 and can be accessed by WLAN,
WiMax in order to support packet-based multimedia services such as VoIP. However, conversational multimedia over wireless faces some challenges due to the
inherent properties of the wireless access network, and we try to address some of
the challenges in this book. The requirements of low jitter, of consistent and low
end-to-end delay and of limited packet loss essential to good quality and intelligible VoIP communications are difficult to achieve in a time-varying environment
due to channel errors and traffic congestion and hard to guarantee across different systems. Several approaches are possible depending on whether the focus is
on the speech transmission or on the control mechanisms supporting the speech
session. For the speech transmission, robust and adaptive speech coding schemes,
error correcting codes, differentiated and integrated services methods, packet loss
concealment, are among the many techniques developed to provide intelligible
2
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wireless speech to the end user. These aspects are not covered in this book. The
control mechanisms are of more interest as they are the pillars that establish, terminate, enable and guarantee a satisfactory, duly charger and secure multimedia
session. However their performance over wireless links may have disastrous impact on the session and on the user experience. This book focus primarily on the
control mechanisms over wireless networks and their impact on the VoIP session.

1.1

Quality of Experience: Signalling, Mobility
and Security

As mentioned above, there are several distinctive features that make the support
of real-time services in wireless heterogenous networks highly challenging.
One of them addressed here is the set of “control/overhead” mechanisms that
support the VoIP session without being explicitly involved in the media session.
Careful attention should be given to the extra delays introduced by the security and
the signalling protocols to set up an authorized VoIP session and to the disruption
time related to the mobility protocol involved during the session. Even if these
“control” protocols do not explicitly affect the coded speech, they do affect the
user satisfaction: as illustrated conceptually in Figure 1.1, the user has first to wait
for the authentication to proceed in order to be granted access to the network, then
the signalling procedure has to complete the session establishment before the VoIP
communication can actually start. The user actually expects all these procedures
to happen within tens of seconds as in traditional voice communications which
is highly challenging in a time-varying and error-prone environment. There is
therefore a need to investigate the user’s “quality of experience” in a real-time
session regarding the three following aspects:
• The security factor: This factor is embedded in every system to guarantee
privacy and confidentiality for the users and to protect the system against
malicious intrusions. Depending on the quality of the wireless link, guaranteeing security can affect the performance of real-time applications and
this can be assessed in terms of e.g. authentication delay and encryption
time, computational cost at the user equipment and intermediate nodes. It
is important to couple the delay analysis with the evaluation of the security levels for the different protocols in order to identify trade-offs between
security and delay.
• The signalling factor: Real-time multimedia applications such as VoIP require signalling before the session starts. The signalling protocol enables
the endpoints to negotiate the media parameters to be used during the session and establishes the session. The session can be set up using different
3
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Figure 1.1: VoIP session

protocols such as the session initiation protocol (SIP) [2] or H.323 [3]. The
choice of the signalling protocol and the quality of the wireless link can
increase the session setup delay significantly.
• The mobility factor: Mobility can affect the voice session to some extent:
disruption of the session, or loss of the connection. Mobile users require
seamless but also secure handovers in order to get real-time services with
good quality and appropriate charging. Therefore, the handover should be
fast (guaranteeing minimum delay) and authenticated in order to support
real-time legitimate services, independently of the quality of the wireless
link.
4
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The support of real-time applications in heterogeneous networks, and especially of voice over IP services has received increasing attention in the recent
years, but it is nevertheless believed that it is a field where open issues outnumber
by far the solved and closed problems in research, development and deployment.

1.2

Challenges due to the Wireless Link

The challenges of establishing VoIP calls over wireless links are related to the
uncertain quality of the link [4–6], the scarcity of the wireless medium, and the
reliability of the communication [7–12, 25]. The overall performance of VoIP
applications in wireless networks relies heavily on the promptness of the security,
signaling and mobility procedures. The time efficiency of such procedures depends on the design of the protocol itself and the way it copes with the varying
quality of the wireless link. Unlike its wireline counterpart, the wireless access
network is prone to errors due to fading, shadowing and even intermittent disconnections. This may result in a frame error rate (FER) as high as 10%. Such
high FER may affect the performance of security, signalling, and mobility procedures to various degrees. The performance of control protocols depends on their
robustness to errors and specifically on their retransmission strategies. Different
retransmission schemes and different ways of modelling the air interface are to be
considered in order to assess the impact of the FER on performance.
Stochastic channel error models are widely used for performance evaluations
of wireless protocols. The models presented in this book allow us to abstract
for the lower layers and extract only the relevant information for higher layer
processing and analysis, specifically the frame error rate experienced at the link
layer and its correlation degree. This type of approach permits to obtain an analysis that abstracts from the specifications provided by the physical layer (modulation and coding schemes, signal processing and so on). The analysis could thus
be easily performed for heterogeneous wireless networks by selecting the appropriate data rate used on control plane, the inter-frame time or time to transmit
interval, the FER range, the fading margin,1 the level of correlation in the error
process, the link layer retransmission protocols that reflect and capture the channel behavior of the wireless networks of interests (i.e. WLAN, WiMax, GPRS,
UMTS, CDMA2000).
For the modelling of the wireless link, the errors can be considered independent from each other, but most real communication channels exhibit burstiness. One important aspect within this book is the use of both sophisticated error

1 Note

that the fading margin depends also on the modulation and coding scheme.
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processes and random error processes to model the FER in the channel and to
evaluate the authentication delay, the session setup delay and the handover delay
in different error situations.
These metrics are of very high importance in the context of real-time services
in heterogeneous networks: whatever the access network the terminal connects
to, the session cannot be established before the security and signaling have been
performed. The user therefore has to wait for the authentication and session setup
and expects to wait as much as previously experienced with speech services in
e.g. circuit-switched GSM/GPRS. If mobility is taken into account, then the mobile node has moreover to register its current point of attachment by performing
mobility procedures specific to the mobility protocol used.
The main objectives of this book are to give analytical tools and an understanding of how to evaluate the delays involved in control protocols (e.g. the security,
the signalling and the mobility procedures) and how much they are affected by
channel errors under various conditions that reflect the underlying system used
and to propose optimization techniques for these delays under different FER
conditions.
We address the different procedures in the chronological order of the events in
the establishment and maintenance of VoIP sessions: first the link layer authentication, then the session setup, and finally the disruption of the speech session due
to mobility, and secure mobility.

1.2.1 Link Layer Authentication Delay in WLAN 802.11b
The problem of authentication delay in WLAN is motivated by the nature of the
wireless communication environment which has some characteristics fundamentally different from the wired one that affect the security policy. These characteristics include the absence of physical boundaries (walls, doors ...), the broadcast
and open nature of the medium, the bandwidth constraints, the limited computational power of the device, and the device theft [13, 14]. Therefore different
requirements and specific security protocols are needed to achieve an access as
secure as for wired networks. On the other hand, these security protocols have
a potentially strong impact on the performance of the network and the services
(e.g. end-to-end latency and throughput). This is mainly because of the wireless
environment and its error-prone nature. In such an environment security can especially affect the QoS of VoIP that has stringent requirements in terms of delay
and jitter [4–6]. Achieving confidentiality and integrity protection involves extra
headers and higher processing time which result in higher end-to-end delay. Also
performing authentication increases the waiting time for the user to get connectivity and disrupts the VoIP session. There is a lack of quantitative results demonstrating the impact of security on VoIP quality of experience in combination with
6
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a wireless environment. The link layer authentication delay is of direct impact on
the VoIP user satisfaction as the user has to wait for the authentication to proceed
in order to get granted the access to the network and to establish the VoIP session.
Furthermore, the authentication delay may also disrupt or augment the disruption
on an ongoing session if a handover happens.
Security of WLAN 802.11b and of VoIP have been studied separately: WLAN
security is investigated in [15–17] and in the IEEE 802.11i [18] group and VoIP
security exclusively is studied in [19, 20]. The combination of VoIP over WLAN
and the impact on VoIP performance of the different link layer authentication
protocols have received less attention. Whenever a security implementation is
considered, its impact on the performance should also be investigated to assess
the cost of the enhanced security. In VoIP over WLAN and over other wireless
networks as well, there is a need to identify the trade-offs between security and
QoS as we did in [21].

1.2.2 Session Setup Delay in IP Multimedia Subsystem
An important aspect of VoIP services over wireless systems is signalling [4–6,
22, 23]. Two different signalling schemes have evolved for VoIP services. The
first one is H.323, specified by the International Telecommunication Union standardization group (ITU-T), for the implementation of multimedia services over
packet-based networks. The other one, adopted in the IP-multimedia subsystem
domain, is the session initiation protocol (SIP) developed by the Internet Engineering Task Force (IETF). “SIP is an application-layer control protocol that can
establish, modify and terminate multimedia sessions or calls” as given in [2].
VoIP quality has been extensively studied in [24, 25] and is widely used with
Skype and other applications, but the session setup time for VoIP has been relatively less investigated. However it is important to note that the session setup time
has a direct impact on user satisfaction: the user is used to waiting for a maximum of 11s as specified in [26] and expects to experience the same delay even if
the underlying technology is different. Therefore the session setup delay should
be optimized even on a wireless link experiencing high error rates [27, 28]. The
time-efficient robustness of signalling protocols is an important issue addressed in
this book.

1.2.3 Handover Delay at the Network Layer
Guaranteeing host mobility with QoS is one of the main challenges in the next
generation of wireless systems. As the environment taken into account in this book
is heterogeneous networks, we focus on mobility at a convergent layer: the networklayer with the mobile Internet protocols (MIP).
7
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During the handover process of any MIP-based protocol, the mobile node cannot receive IP packets on its new point of attachment until the handover ends.
This can result in disruption of the ongoing media session and the dissatisfaction
of the user. The support of VoIP services in mobile systems requires low handover latency to achieve seamless handovers. Therefore, it is relevant to examine
the disruption time or handover delay due to the mobility protocols in a wireless
environment [31–34].

1.2.4 Secure Handover at the Network Layer
From another perspective, the handover procedure needs to be protected regarding
integrity and confidentiality – otherwise the packets may be rerouted to a malicious node and the legitimate handover may not be performed. The security procedure should ensure this with the lowest effect possible on the handover delay to
provide good quality real-time services.
Mobility and security management have therefore received a lot of attention
within the IETF. To overcome security issues and face the upcoming deployment
of IPv6, IETF have recently proposed the mobile IPv6 RFC 3775 [29] specifying among other features the security mechanisms. Additionally, an Internet
draft [30] has appeared addressing specifically some security threats of the route
optimization implemented in MIPv6. One security hole mentioned but not addressed in [29] is the vulnerability against attackers able to eavesdrop the paths
between the home network and the corresponding node, and between the mobile
node and the corresponding node.
Another security problem generally encountered in mobile systems is leakage
of stored secrets. Cryptographic authentication relies on the possession of a key
by the party to be authenticated. Such keys are often stored using special devices
such as tamper-resistant cryptographic servers or in smart card. However this
does not prevent leakage of stored secrets if the device is lost or stolen. Leakage
of secret-keys or private-keys is a serious flaw in the system, and unfortunately the
potential of such risk is not negligible due to computer viruses, bugs in programs
or mis-configuration of the system, and loss of portable device. A security architecture that can prevent on-path attacks and leakage of stored secrets is essential
to achieve secure handovers for VoIP [35]. The delay introduced by a security
protocol achieving such goals should also be carefully considered.

1.3

Book Outline

The book starts with the background on the systems considered, on VoIP and with
the analytical models used through the book. Then from chapter 5 onwards, the
8
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book is organized following the sequence of the procedures taking place when a
user wants to start a VoIP session. The outline is as follows:
Chapter 2 serves as a background for introducing the access networks considered
and discussing their integration to form a heterogeneous network. It also
Chapter 3 gives a comprehensive overview of the real-time service investigated
in this book: we discuss VoIP, its requirements, and the supporting signalling protocols.
Chapter 4 introduces the analytical error models used for the delay analysis
performed in the subsequent chapters. It describes the probabilistic delay
analysis for a random error process and a correlated error process.
Chapter 5 shows the impact of security (and specifically link layer authentication), on the VoIP service. The security analysis of the link layer authentication schemes in 802.11b is performed along with the delay analysis over
a random error channel. The numerical results obtained are compared to
measurements results achieved in a low FER situation.
Chapter 6 presents the analysis and evaluation of the SIP session setup delay
over random and correlated error models. SIP is compared with its competitor H.323 in term of session setup delay. The session setup delay is
optimized using various techniques: compressed SIP messages, an adaptive
retransmission timer, and link-layer retransmission strategies.
Chapter 7 presents with network layer mobility and mobile IP-based protocols.
The handover delay is evaluated using two analytical methods. The first
model takes into account the delay increase between the different entities
involved in the handover. The second model considers the impact of the
wireless link quality (i.e. the FER) on the handoff delay. We compare their
performance and robustness to channel errors under various conditions. We
propose to use an adaptive retransmission timer in order to optimize the
handover delay.
Chapter 8 couples mobility management with security. We identify mobile IPv6
security vulnerabilities and propose a new security architecture that addresses these vulnerabilities and prevents leakage of stored secrets. The security and delay analysis are performed for the proposed architecture. We
give the proportion of the handover delay due to the security procedure, the
encryption, the queuing and the mobile IPv6 procedure in order to identify
the dominant factors.
The last chapter gives the overall conclusions and directions for future
developments.
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Chapter 2
IP-Based Wireless Heterogeneous
Networks
2.1

Introduction

The primary mode of voice communication for a long time has been with 8 KHz
band limited analog speech signals over circuit switched path. With advances in
digitization of analog information, digital transmission and digital switching, and
advances in computer technology, fully digital end-to-end voice communication
over 64 kbps circuit switched path was possible. Such networks commonly known
as public switched telephone networks (PSTN), and used ‘out-of-band’ signalling,
commonly known as signalling system 7 (SS7).
Data communication in the beginning had a more over local area networks
(LAN), connecting terminals to a central computer. While the wide area PSTN
networks are circuit switched, the LAN-s that carried inherently digital bursty
data, evolved with a packet switched character. Wide area data communication
needs primarily for text and fax, was achieved by modulating the digital data
over the analog waveform band-limited to 8 kHz, and transmitted and switched
over the same PSTN network. The resulting digital channel speed was obviously
very slow- from 300 bps onwards. As the possibility of multiplexing and high
speed switching of digital data steams were realisably, convergence of networks
were first envisaged in the conceptualization of circuit switched Integrated Services Digital Networks or ISDN (also known as narrowband-ISDN). N-ISDN was
designed to carry real-time and conversational services, but the digital channels
are naturally capable also to carry non-conversational and non-real-times data
services. The need for a wide area packet data network (PDN) was specifically
addressed by the International Standardization Organization (ISO) by coming
up with a seven layer Open System Interconnection (OSI) model. This model
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can be applied to both circuit-switched packet data networks (CSPDN) or packet
switched packet data networks (PSPDN). The seven layer ISO/OSI model as
shown in Figure 2.1 provides the concept of peer-to-peer communication between
protocol layers. This is facilitated by encapsulating a protocol entity or protocol
data unit (PDU) of a higher layer by a header and a trailer of a lower and then
passing on to the next lower layer. Actual communication between systems happens only over the physical layer (commonly known as the PHY). The present day
Internet was initiated through an initiation by the United States Department of
Defence Advanced Research Projects Agency (ARPA) of a wide area packet
switched data network ARPANET. Internet is described next.

2.1.1 The Internet
The present Internet is a collection of sub-networks coupled by the ‘glue’ of the
Internet Protocol (IP) suite at the network layer. The concept of layering and encapsulation of the ISO/OSI model is also present in the Internet, with a 5-layer
protocol architecture. The lower four layers (PHY, data-link, network and transport layers) of the Internet corresponds approximately to that of the ISO/OSI reference model. The fifth (application) layer of the Internet corresponds to the upper
three (session, presentation application) layers of the ISO/OSI reference model.
However notice that, the Internet Engineering Task Force (IETF) has explicitly
mentioned that, the IP protocol suite and architecture is not meant to be strictly
ISO/OSI compliant.
At the heart of the Internet is the TCP/IP protocol suite, operational at the
network and transport layers. The IP suite of protocols provides both routing information for the packets over the collection of sub-networks and also addressing
for both source and destination hosts. The IP layer sits on top a variety of link
layer protocols. The traditional link layer protocols form IP based landline networks were packet point-to-point protocol (PPP) or serial-line Internet protocol
(SLIP). However, IP has been gradually introduced over a number LAN-s and
related protocols for example, the IEEE 802.3, IEEE802.11, ATM, frame relay,
GSM GPRS, CDMA, UMTS Wimax etc.
The present version of IP is IPv4, described in IETF RFC 791, and its architecture is shown in Figure 2.2. IPv4 has an address space of 32 bits. This address
space was initially thought to be sufficient and the hosts were assigned in a structured ‘class-full’ addressing, being overseen by the Internet Assigned Numbers
Authority (IANA). However, as the number of hosts has grown practically exponentially, the possibility of depletion of the address space became imminent. A
solution that came handy in this respect is the network address translation table
(NAT), which allows a number of IP addresses to be dynamically allocated over a
much larger number of hosts.
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At the transport layer, primarily two protocols are used. The transport control
protocol (TCP) is a connection oriented protocol operating end-to-end between
two hosts. It hides the network specific details of the lower layers to the application layer. It uses an automatic repeat request protocol to provide an acknowledged mode reliable and ordered end-to-end data delivery between two hosts over
the sub-networks. Other important features of the TCP are provisions of flow and
congestion control of packet streams. One important deficiency of TCP however,
is the long delay incurred by some of the packets as a penalty for higher reliability.
Most real-time services including the voice do not need very high reliability, but
rather timely delivery of packets. The user datagram protocol (UDP, RFC 768) is
designed for this purpose. UDP provides a very simple connection-less interface
between the application layer and the network (IP) layer. The primary functionality that UDP provides is to understand the correctness of a data packet with a
16-bit checksum. Real time services for example, voice commonly uses the realtime transport protocol (RTP), which provides a standardized packet format for
delivering audio and video over the Internet. Such services then use UDP before
handing over to the IP layer.

2.1.2 Heterogeneous Network Convergence
With digitization, a variety of electronic services which are inherently analog can
be formatted, stored, transmitted or retrieved primarily the same way as digital
information. Thus, it is logical to conceptualism convergence of networks, that
is, the same network is used to transport a variety of services. The analog and
even the digital PSTN networks to some extent served this concept- primarily in
the analog domain. Such a convergence was however explicitly defined in the
development of N-ISDN at the circuit switched level, and B-ISDN at the packet
switched level. One noticeable feature that has been carried forward in the sequence of PSTN to N-ISDN to B-ISDN is that, the end-to-end networking is
homogeneous. To carry out the homogeneity, mobile ATM was studied extensively during Nineties. However in practice, a number of different networking
technologies particularly for access networks have been evolving. Consequently,
the network convergence is needed over heterogeneous access networks interconnected by a core network, and not over an end-to-end homogeneous network. One
of the biggest successes of the Internet is to provide this convergence by having these access networks at the link level and a unifying network layer protocol,
i.e., IP on top of these sub-networks. A penalty for this convergence is of course
the complex protocol layering and over head that must be added to each chunk
of user data. This overhead may not be very obvious when the data blocks are
relatively bigger. However, they can be significant the user data blocks are small
but frequent, as in conversational speech services.
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Notice also that, Internet was originally designed to serve non-real-time traffic,
and not real-time traffic, for example, voice or streaming services. These services
need end-to-end delay guarantee, which is best served by a circuit switched network. To facilitate these services over the packet switched domain, that is, to
satisfy their quality of services (QoS) requirements, the networks need firstly to
have relatively higher capability in terms of speed, and secondly need to have
certain special provisions for the real-time traffic. At present, both these conditions are being fulfilled vary satisfactorily, paving the possibility of a fully packet
switched heterogeneous convergent network.
IPv6 and Next Generation Networks
Limitations of IPv4, particularly the restricted 32-bit address space has spurred
the development of the next generation Internet protocol suite (IPng) primarily
from 1994. The IPng is more commonly known after its version, IPv6, and its
structure is shown in Figure 2.3. It is being crafted keeping the experiences on
IPv4 in mind. The most important feature of IPv6 is the 128 bit address space,
which will probably not be exhausted in the foreseeable future. Further notice
that, IPv4 was not designed with mobility in mind. Neither has it had provisions
for security from the beginning. Both these features needed to be added in some
what patch-work way as the need for mobility and security evolved. The IPv6
evolves with provisions for both security and mobility right from the beginning.
These features will be discussed in greater detail in the following pages.

2.1.3 Wireless Heterogeneous Networks
Users demand now ubiquitous mobile services including real-time and high data
rate applications. This ubiquitous connectivity may not be provided by only one
technology, it may be necessary for a mobile station to use various access networks to maintain continuous connectivity to the different services. This naturally
leads the network towards an IP-based wireless heterogeneous network.
The solution could be to use high bandwidth data networks such as wireless
local area networks (WLAN) and wireless metropolitan area network (WMAN)
whenever they are available and to switch to a cellular network such as universal
mobile telecommunication system (UMTS) with a lower bandwidth or high speed
packet access (HSPA) systems when there is no WLAN/WMAN coverage.
To do so WLAN, WMAN and cellular networks should be able to interwork
in order to provide connectivity to a large range of services with the best level
of quality available. While 3G (UMTS, HSPA and CDMA2000) networks provide large coverage and moderate data rates, WLANs provide high data rates (up
to 54 Mbps) over a small area. Therefore, WLAN can be used to complement
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3G networks in crowded hot spots areas (airports, shopping malls, hotels and so
on). WMANs (IEEE 802.16-based networks, WiMAX) can provide broadband
wireless access with high data rates (up to 100–130 Mbps) for connecting home
networks and WLANs to the wired Internet. By inter-networking together, these
different systems combine their strengths to form a wide-area wireless heterogeneous network that provides services ranging from real-time to best effort traffic
in almost any location.
Providing packet-switched real-time and multimedia services in such a heterogeneous network has been facilitated by the development of the IP multimedia
subsystem (IMS). The IMS is independent of the access network and can therefore serve as an interworking platform between various networks.
An overview of the WLAN, WMAN and 3GPP cellular systems is given in
sections 2.2–2.4 along with a discussion on the different interworking strategies
in section 2.5. We introduce the IMS in section 2.6.

2.2

IEEE 802.11 Wireless Local Area Networks

IEEE 802.11 WLAN (also known as WiFi) is a standard family for wireless systems operating in the industrial, scientific, and medical (ISM) band. It focuses
on the medium access control (MAC) and the physical layer (PHY) protocols for
access point based networks and ad hoc networks. The wireless LAN standard
IEEE 802.11 defines two basic modes of operation resulting in two types of networks: the infra-structure network and the ad hoc network. The infrastructure network is meant to extend the range of the wired LAN to wireless cells using a distribution system (DS). The distribution system consists of a wired LAN (often ethernet) and the access points. A laptop can move from cell to cell while keeping access to resources on the wired LAN. A cell is the area covered by an access point,
it is called a basic service set (BSS). The collection of all cells of an infrastructure
network is called an extended service set (ESS) as illustrated in Figure 2.1.
The ad hoc network mode is meant to easily interconnect devices (e.g. laptops)
that are in the same area (e.g. a meeting room). No access to a wired LAN is
foreseen. The interconnected stations in ad hoc mode form an independent basic
service set (IBSS). In the structure of the 802.11, the MAC layer that is briefly
presented in this section controls the functionality and duty of every station.

2.2.1 MAC Layer Protocols
The MAC layer is responsible for the channel allocation procedures, the protocol
data unit addressing, the frame formatting, the error checking, the fragmentation and the reassembly. The medium can alternate between: contention period
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Figure 2.1: 802.11: infrastructure and ad hoc networks

and contention free period. In contention mode, all stations are required to contend for access to the channel for each packet transmitted. During the contention
free period, the access point controls the medium and assigns access times to the
stations.
IEEE 802.11 supports three coordination function schemes, which can be summarized as follows:
• Distributed coordination function (DCF), which is based on a carrier sense
multiple access with collision avoidance (CSMA/CA) protocol. A station
that wants to transmit senses the medium for a certain period called distributed inter frame space (DIFS). If the medium is busy (i.e. some other
station is transmitting), the station defers its transmission to a later time. If
the medium is sensed free for a DIFS period, the station is allowed to transmit. The receiving station checks the cyclic redundancy code (CRC) of the
received packet and sends an acknowledgment packet (ACK) if the packet
is not corrupted. Receipt of the acknowledgment indicates to the transmitter that no collision occurred. If the sender does not receive the acknowledgment then it retransmits the frame until it receives an acknowledgment
and discards the frame after a given number of retransmissions. This is a
quite effective access control but there is always a chance of stations simultaneously sensing the medium as being free and transmitting at the same
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time, causing a collision. Moreover another phenomenon can occur which
is called the hidden node problem: two transmitters that are not within each
other’s sensing range sends data to the same receiver resulting in a collision
at the receiver. To prevent this, an optional procedure based on request-tosend/clear-to-send (RTS/CTS) operation can be used.
• DCF with handshaking RTS/CTS procedure. A station wanting to transmit
a packet transmits first a short control packet called RTS, if the medium
is free the destination station sends back a response control packet called
CTS. All stations overhearing either the RTS or the CTS or both messages
cannot transmit during a certain given time set by the transmitting station
in these control packets. Hence this mechanism reduces the probability of a
data packet collision at the receiver.
• Point coordination function (PCF) involves a point coordinator (e.g. Access Point) that has priority control of the medium. The point coordinator
performs poll-and-response protocol to allow the polled stations to transmit
without contending for the channel. That is, when the PCF is active, the
access point allows only a single station in each cell to have priority access
to the medium at a time. The communication takes place on a time-division
basis.

2.2.2 Physical Layer
The 802.11 standard family includes various physical layer specifications defined
in a number of amendments: 802.11a, 802.11b, 802.11g, and 802.11n (that is still
under standardization).
As far as the physical layer of the “original” IEEE 802.11 [1] is concerned,
three different basic transmission techniques offering 1 and 2Mbps data rate are
defined as follows [1]:
• Diffuse InfraRed (IR).
• 2.4 GHz ISM band frequency-hopping spread-spectrum (FHSS) which implies the change of carrier frequency after a short while.
• 2.4 GHz ISM band direct sequence spread spectrum (DSSS) which consists
of spreading the transmit signal by multiplying it with a signal having a
much larger bandwidth.
For the IEEE 802.11b PHY, a high rate mode extension has been introduced
enabling 5.5 and 11 Mbps. The physical layer uses the complementary code keying as its modulation scheme that defines a subset of codewords as valid codewords based on the complementary property of the code sequences.
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Two amendments IEEE 802.11a and IEEE 802.11g have been developed providing up to 54 Mbps respectively in the 5 GHz unlicensed national information
infrastructure band and in the 2.4 GHz ISM band. Both use orthogonal frequency division multiplexing (OFDM) that divides the information into N parallel
streams which are transmitted by N subcarriers. This increases the symbol duration by N and the subcarriers are orthogonal so that the receiver can separate the
signals carried by the subcarriers. 802.11a uses 48 subcarriers of the 64 subcarriers generated.
IEEE 802.11n amendment plans to add multiple-input-multiple-output antenna techniques to exploit spatial diversity in order to reach a data rate of
270 Mbps.

2.3

IEEE 802.16 Wireless Metropolitan
Area Networks

IEEE 802.16 standard [2] (also known as Worldwide Interoperability for Microwave Access WiMAX) defines the air interface specifications for broadband
access in wireless metropolitan area networks (WMAN). It includes the medium
access control layer and multiple physical layer specifications of fixed broadband
wireless access systems supporting multiple services. This standard is evolving
towards supporting nomadic and mobiles users in the IEEE 802.16e [3].

2.3.1 MAC Layer Protocols
The 802.16 standard specifies two modes for sharing the wireless medium: pointto-multipoint (PMP) and mesh (optional). In the PMP mode, the communication
takes place in a cellular-like fashion: a base station (BS) coordinates all the communications from and to subscriber station (SS) within the same antenna sector
and generally in a broadcast manner for the downlink traffic. In the mesh mode,
the nodes are organized in an ad hoc fashion, allowing SSs to communicate directly and via multiple hops.
In both modes, transmissions are partitioned into frames of 0.5, 1 or 2 ms. The
802.16 MAC is connection-oriented which allows for bandwidth request: in the
PMP mode, at the beginning of each frame, a map message determining the length
of uplink and downlink subframes permits each SS to know when and how long it
can receive from the BS and transmit data to the BS. Additionally, in uplink, the
SS can request bandwidth in two modes: contention mode and polling (contention
free) mode. In contention mode, the SS requests for bandwidth to the BS during
a pre-set contention period and a backoff mechanism permits to solve contention
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between multiple SS requesting bandwidth. In polling mode, the BS polls each
SS that responds with a bandwidth request.
In the mesh mode, the traffic can additionally be routed through other SSs and
directly between two SSs. The mesh nodes connected directly to the backhaul
are called mesh BS. The communication scheduling can be distributed equally
among the stations. All stations should coordinate transmissions with their neighborhood (i.e. nodes directly connected and nodes being two hop away) by broadcasting their schedules (available resources, requests and grants) in order to avoid
collisions.

2.3.2 Physical Layer
The physical layer of the IEEE 802.16 [2] operates in the 10–66 GHz band or
in the 2–11 GHz band and supports data rates up to 130 Mbps depending on the
bandwidth operations, modulation and coding. In the 10–66 GHz band, the transmission between BS and SS should be in near line-of-sight while in the 2–11 GHz
band, this transmission can be in non-line-of-sight.
The downlink and uplink transmissions can be duplexed in frequency division
duplex where both transmissions take place simultaneously on different frequencies; and in time division duplex. SSs can operate in full duplex (i.e. transmitting
and receiving simultaneously) or in half duplex (i.e. transmitting and receiving at
different times).
The 802.16 physical layer specifies various air interfaces:
• For single carrier, time division multiple access (TDMA) is used for uplink
transmissions.
• For multiple carriers, OFDM can be used with TDMA for uplink.
• For multiple carriers, OFDMA is also specified for uplink where a set of
subcarriers is assigned to each user.

2.4

3GPP Cellular Systems

The 3G partnership projects (3GPP) have proposed the integration of packetbased services within the 2.5G and 3G telecommunication systems. It is in charge
of the standardization of the general packet radio service (GPRS), universal mobile telecommunication system (UMTS), high speed packet access (HSPA) and
the long-term evolution (LTE) system. GPRS is developed to provide a packetswitched extension to the global system for mobile communications (GSM) in
order to provide the access to IP-based services. The packet-switched domain
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uses packet-mode techniques to transfer high-speed/low-speed data and signalling. UMTS delivers low-cost, high-capacity mobile communications offering
data rates as high as 10 Mbps with global roaming. Although GPRS and UMTS
are two different systems, we give here a high-level common description of their
functionalities as 3GPP systems.

2.4.1 Air Interface Capabilities
GPRS-Enhanced Data Rates for GSM Evolution (EDGE)
GPRS and Enhanced Data rates for GSM Evolution (EDGE) are the evolution of
GSM that adds a packet-switched domain to the network architecture. It marks the
beginning of wireless voice services supported in this domain. The fundamental
enhancement of EDGE resides in the increase of the data rate to 384 kbps by
using a particular modulation format combined with coding and benefiting from
adaptive techniques.
The transmission time interval (TTI) is the inter-arrival time of transport block
sets. Radio blocks are transmitted over four consecutive bursts on one timeslot
using a 20 ms TTI, which results into a 150 ms round trip time to the BS.
EDGE has been designed to coexist with legacy frequency planning.
UMTS and High Speed Packet Access (HSPA)
The UMTS uses wide-band code division multiple access (WCDMA) [4]. The 3G
WCDMA system provides the following data rates:
• 144 kbps for vehicular communications
• 384 kbps for pedestrian communications
• 2 Mbps for indoor office use
High Speed Packet Access (HSPA) is the major addition in UMTS Release 5
in 3GPP. It is designed to enhance the downlink and uplink transmission capacity. High Speed Downlink Packet Access (HSDPA) aims at increasing user peak
data rates to obtain higher throughput and at reducing delays, and improving the
spectral efficiency of asymmetrical downlink and bursty packet data services. In
HSPA, the theoretical peak data rate for downlink is 14 Mbps while for uplink it
is 5.8 Mbps.
The transmission time interval (TTI) is always set as multiple of a radio frame
duration (i.e. 10 ms). For UMTS/WCDMA air interface, the value of TTI can
either be 10, 20, 40 or 80 ms. For HSPA, the TTI is set to 2 ms which reduces the
round-trip time.
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HSPA provides up to five times more system capacity in the downlink and up
to twice as much system capacity in the uplink.
Long-Term Evolution: LTE
The 3GPP is currently defining the “long term evolution” (LTE, Release 8) that
will ensure its feasibility and competitiveness over coming 10 years or beyond
[5, 6]. The overall target of LTE is to reduce operator and end-user cost and to
improve service provisioning. The targets include:
• Increased spectrum flexibility of using between 1.25 to 20 MHz of spectrum
• Co-existence with legacy standards
• Instantaneous downlink and uplink peak data rates of up to 100 and 50 Mbps
for every 20 MHz of spectrum
• 5 ms of user-plane latency in unloaded conditions (single user with single
data stream) for small IP packets
• Capacity of at least 200 users per 5 MHz cell
The air interface of LTE is being referred to as the evolved UMTS terrestrial radio
access, or E-UTRA. The E-UTRA system is currently assumed to use OFDMA
(orthogonal frequency division multiple access) in the downlink and single carrier
FDMA is the uplink. Use of MIMO with up to four antennas is also possible.

2.4.2 3GPP Architecture
The Figure 2.2 shows the 3GPP architecture and its various elements. The 3GPP
architecture illustrated in Figure 2.2 consists of the user equipment (UE), the radio
access network (RAN) and the core network (CN) that is responsible for switching/routing calls and data connections to external networks.
The user equipment consists of two parts:
• Mobile equipment (ME) is the radio terminal used in communication
through the Uu interface.
• UMTS subscriber identity module (USIM) is a smartcard that contains the
subscriber identity necessary for authentication.
The new subsystem controlling the wideband radio access has different names,
depending on the type of radio technology used. In the case of UMTS with wideband code division multiple access (WCDMA), the name UMTS terrestrial radio
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Figure 2.2: GPRS/UMTS architecture
access network (UTRAN) is used. The UTRAN is divided into radio network
subsystems (RNS). Each RNS consists of:
• Node B, referred to as base station, converts the data flow between the Iub
and Uu interfaces and participates in the radio resource management.
• Radio network controller (RNC) controls the radio resources among several
Node Bs.
The CN covers circuit-switched (CS) and packet-switched (PS) domain.
For the CS domain the main elements are described below:
• MSC/VLR consists of the mobile switching center (MSC) and the database/
visiting location register (VLR) that serves the UE in its current location for
CS services.
• GMSC (gateway MSC) is the switch at the point where UMTS is connected
to external CS networks.
For the PS domain that provides connections for packet data services, the main
elements are made up with:
• Serving GPRS support node (SGSN) functionality is similar to that of
MSC/VLR used for PS services. It is also the entity responsible for fulfilling the QoS profile request of the mobile station.
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• Gateway GPRS support node (GGSN) functionality is close to that of
GMSC for PS services.
Home location register (HLR) is the common database for both domains, located
in the user’s home system that stores the master copy of the user’s service profile,
which contains information required for the establishment of the communication.
The authentication center (AuC) is also a database generating the authentication
vectors that contain the security parameters used by the VLR and SGSN for security purposes and roaming.

2.4.3 Quality of Service
There are four QoS classes defined in 3GPP:
• Conversational: this class involves person-to-person communications in
real time such as speech, video conferencing and interactive games. So it
requires low delay, low jitter for speech, and additional synchronization of
different media streams for video-conferencing and interactive games.
• Streaming: this class consists of real-time applications that do not require
human interaction such as live MP3 listening and video on demand. It requires low jitter and media synchronization, but not low delay.
• Interactive: this class involves humans and machines that request data from
another device. It requires acceptable delay and data integrity.
• Background: this class covers all applications that do not demand an immediate reception such as emails. It only requires data integrity.
The basis of QoS control protocols in 3GPP is the selection of bearers/tunnels
with the appropriate characteristics. Each tunnel is characterized by a collection of
quality factors such as traffic class, maximum bit rate, guaranteed bit rate, delivery
order, etc.

2.4.4 User and Control Planes
The protocol layer is split into two planes:
• User plane, which is used to transfer user data.
• Control plane, which is used to ensure the correct system functionality by
transferring necessary control information between elements in the system.
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Figure 2.3: GPRS/UMTS user plane for PS domain

User Plane: The various protocols and interfaces, used in the part of the
UMTS network that deals with PS traffic, are shown in Figure 2.3. Figure 2.3
also shows how the parts of the network entities from Figure 2.2 relate to the
different protocols and interfaces. From the terminal to the RNC, IP packets are
carried out in packet data convergence protocol (PDCP) packets. PDCP provides
acknowledged, unacknowledged, or transparent transfer services (i.e. there is no
error correction applied). PDCP also performs compression/decompression such
as compressing UDP/IP headers.
IP packets are tunnelled from the RNC to the SGSN using a tunnelling protocol called GPRS tunnelling protocol (GTP). Another GTP tunnel then runs from
the SGSN to the GGSN allowing a hierarchical mobility and lawful interception at the SGSN. The packets are wrapped with an outer header GTP/UDP/IP
of 48 bytes.
Control Plane: The control plane consists of protocols for control and support
of the user plane functions. It controls the access connection (e.g. GPRS attach
and detach) to the core network and the establishment of the connection (e.g. activation of packet data protocol (PDP) context). The control plane includes the
application protocol that is used for setting up bearers.
The signalling between the MS and the SGSN is made up of GPRS mobility
management (GMM) protocols to support GPRS attach/detach and session management to support functionalities such as PDP context activation.
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The GTP-Control protocol tunnels signalling messages between SGSNs and
GGSNs and also carries the messages to set up and delete PDP contexts which
contain the addresses of the communication endpoints and the quality of service
(QoS) class used.
The setup, modification and termination of GTP tunnels from SGSNs to
GGSNs are performed by GTP-C. The GTP tunnels from RNCs to SGSNs are
set up by part of another protocol: the radio access network application part
(RANAP) that is a signalling protocol in Iu interface responsible for setting up
bearers to the UE, for managing RNC relocation procedures and for transporting
mobility management information between the CN and the RNC. GTP-C is not
the only signalling protocol used in UMTS/GPRS core network. The GSNs use
signalling system number 7 (SS7) to exchange information with CS nodes such as
HLR, MSC/VLR, authentication center. SS7 has been extended for use in mobile
networks with a message called mobile application part (MAP).

2.4.5 3GPP Security
Security encompasses a set of countermeasures guaranteeing basic properties.
These security properties are the confidentiality which is the property that is violated whenever information is disclosed to unauthorized users; the integrity which
is violated whenever information is altered in an unauthorized way; the availability which is the property of a system that always honors any legitimate requests by authorized principals; and authentication which establishes whether any
given user is or is not legitimate and therefore authorized to perform the action
it requests. Thorough definitions of these properties can be found in Chapter 5
(section 5.2).
In UMTS [7], these properties are mapped into:
• Mutual authentication between the user and the network is achieved by
the authentication and key agreement (AKA) protocol based on a secret
key shared between the AuC and the USIM. The home AuC permits secure
roaming of the user by sending authentication vectors to the current serving
SGSN in the visited network upon request. Note that the visited network
is in this case an entity trusted by the home network. The authentication
vectors contain secret information that allows the mutual authentication between the user and the visited network and the establishment of integrity
and encryption keys between the serving RNC and the USIM.
• Signalling and data integrity and origin authentication are protected by
an integrity algorithm securely negotiated and an integrity key shared between the USIM and the serving network, allowing the generation of a message authentication code (see section 5.3) appended to all messages.
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• User traffic and sensitive signalling traffic confidentiality are provided
by an encryption algorithm negotiated and an encryption key established
during the mutual authentication between the serving network and the
USIM.
• UE identification is achieved by the serving network requesting the mobile
station to send its international mobile equipment identity (IMEI), safely
stored on the UE. This is used to deny access to stolen UEs.
• User identity confidentiality is performed by USIM sending to the serving
network a temporary international mobile subscriber identity (IMSI).
• User to USIM authentication provides that only users sharing a secret
personal identity number with the USIM can get access to the USIM and
activate it.
The security of the MAP and IP communications taking place between network elements is provided by MAPSec or IPSec [8]. To guarantee confidentiality
and integrity, both protocols establish security associations using the internet key
exchange (IKE) protocol [9] and require a central security unit: the key administration center for MAPSec and the security gateway for IPSec.

2.5

Integration of WLAN, WMAN
and GPRS/UMTS

There are mainly three approaches to the integration for WLAN with WMAN and
cellular systems:
• No Coupling: the UMTS, WMAN and WLAN networks are used as completely independent access networks.
• Loose Coupling: the WLAN is deployed as an access network complementary to the WMAN and UMTS network.
• Tight Coupling: the three systems have a master-slave relation.
The proposed strategies are discussed based on the required degree of modifications to the standards, the seamlessness of the interworking, the amount of
infrastructure in common (flexibility) and the performance in terms of QoS and
mobility. 3GPP has also studied the feasibility of the interworking of 3GPP systems with WLAN in [12]. In Japan, NICT has developed the MIRAI (Multimedia
Integrated Network by Radio Access Innovation) architecture to handle the mobility across heterogeneous networks [13].
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No Coupling
In the “No Coupling” approach, the systems operate independently from each
other. Users have separate contracts for each network. Mobility could be supported through inter-domain mobility mechanisms external to the WLAN, to
the WMAN and UMTS networks. In [10, 11], this strategy is implemented
with a gateway which is a new logical node connecting both networks, WLAN
and UMTS. It exchanges information, converts signals, and forwards packets
for roaming users. This way, both networks are peer networks and they handle
their subscriber databases independently. The gateway helps both networks to
offer inter-system roaming.
The advantages of this level of interworking are the absence of impact on
GPRS support nodes and the suitability for all WLAN technologies. The disadvantages are the poor handover performance between the systems, the separate
subscriber databases, the separate billing or customer services. Furthermore, all
the packets go through the gateway; therefore the gateway may be the bottleneck
of the system.
Loose Coupling
The main difference from the “No Coupling” solution is that the UMTS, WMAN
and WLAN networks use the same authentication, authorization and accounting
(AAA) subscriber database for functions such as security, billing and customer
management.
In [10], the loose interworking is implemented with mobile IP [14]. The goal
of mobile IP is to provide a host the ability to stay connected to the Internet regardless of its location. Mobile IP is able to track a mobile host without modifying
the current IP address. Away from its home network, the mobile node (MN) is
given a care-of-address (CoA) associated with its current location and a foreign
agent (FA) that de-encapsulates the packets and delivers them to the MN. The MN
registers the CoA with its home agent (HA) that is responsible for encapsulating
and forwarding the packet to the CoA. A possible approach is to introduce Mobile
IP in both networks: Mobile IP mechanisms can be implemented in the mobile
terminal and in the networks devices of both UMTS and WLAN. Both networks
are peer networks and they use the same subscriber database which is easier to
perform if both networks belong to the same operator. Users in UMTS use UMTS
session management and GPRS mobility management to handle PDP session and
roaming. Users in WLAN use directly Internet protocol.
Another approach is to have a wireless overlay network which is a configuration within which a base network containing MIP servers is used to support
other networks and is layered upon their underlying infrastructure. This can per31
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mit a loose interworking among UMTS and WLAN while minimally affecting the
lower infrastructure.
Tight Coupling
In the tight coupling, one system is the slave of the other system. The WLAN
network can be connected to the UMTS core network and to the WMAN in the
same manner as any other UMTS radio access network and any other 802.16
subscriber station (SS). The mechanisms for mobility, session management, QoS
and security of the core network can be reused. In this configuration, WLAN is
the slave network of the UMTS and the 802.16 network. It can also be the other
way around: WLAN master, UMTS slave. This coupling is only feasible if one
single operator owns both networks.
For UMTS-WLAN interworking, one possible approach is to introduce a radio
network controller (RNC) emulator in the WLAN system. This way, the WLAN
acts as an access network (cell or RNC) in the UMTS network. Session management and mobility management are handled by UMTS. All packets have to go
through the GGSN, therefore users cannot access the Internet directly and GGSN
can become the bottleneck. This solution offers less flexibility.
Similarly for WMAN-WLAN interworking, the WLAN AP can act as a SS,
and be connected to the Internet via the 802.16 base station.
Another approach is that the UMTS network appears like a cell in the WLAN
network. A virtual access point handles the communications with the mobile terminals connected to the UMTS, de-encapsulates the information and transmits it
on the LAN. In the UMTS, each packet may have the IEEE 802.11 MAC header
and the UMTS ones. This overhead may affect the performance of the network.
Discussion
To be able to make a choice, we need to consider the platforms corresponding to
the different strategies and to compare the performance of all the solutions using
an appropriate set of evaluation criteria:
• Handover latency: The results presented in [10] show that for the handover
latency, the loose coupling with mobile IP is getting the poorest results because of the triangular routing and the registration of the user with its home
network. The “no coupling” approach has latency a little bit higher than the
tight coupling (RNC emulator).
• Average bandwidth per user: In [11], the simulation results show that mobile IP and the gateway approaches have the same average bandwidth which
is higher than the one obtained with the tight coupling. In the tight coupling
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(RNC emulator), the packets have to go to the UMTS network (that provides
a smaller bandwidth than the WLAN), this degrades the performances.
To summarize, the loose coupling seems to be the simplest way of implementing this interworking since these networks stay untouched. But the performance
of this approach seems poor in terms of handover latency. Therefore, it may not
be able to support real-time applications in its present form (MIPv4). The no
coupling approach offers better handover latency performance than mobile IP but
it requires the installation of an additional infrastructure. The tight coupling approach obtains a reasonable latency performance but the average bandwidth per
user suffers. Therefore, it may not support high data rate applications. Moreover,
this platform offers less flexibility between the two systems.

2.6

The IP-Based Multimedia Subsystem

The 3G partnership projects (3GPP and 3GPP2) have proposed the integration
of IP-based multimedia services within the third generation telecommunication
systems. Specifically, the IP multimedia subsystem (IMS) has been adopted by
3GPP for UMTS Release 5 [15] and by 3GPP2 for CDMA2000 to support VoIP.
It is important to note that the IMS domain is designed to be access network
independent and supports access technologies other than cellular (e.g. WLAN,
WMAN).

2.6.1 IMS Servers and Functions
In the IMS, the main functions of SIP are various SIP servers which are called call
session control functions (CSCF) and gateways. The purpose of SIP is to establish, modify and terminate sessions between two user agents. The main entities
are defined as follows:
• The user agent contains both a client application that sends SIP requests and
a server application that accepts requests. A user agent is usually identified
using an email-like address user@domain.
• The home subscriber system that holds the user agent’s credential, location, and so on. It contains an integrated database that consists of a Location Server, which stores information about the usersŠ locations, and a
profile database, which stores security and service profile information for
subscribed users.
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• The CSCF performs the multimedia session control, the address translation
function, the voice coder negotiation for audio communications, and the
management of the subscriber’s profile. The CSCF plays three roles:
– The proxy CSCF (P-CSCF) which is the mobile’s first point of contact
in the IMS.
– The serving CSCF (S-CSCF) which is responsible for the session
management and furthermore provides interfaces to the application
servers.
– The interrogating CSCF (I-CSCF) which is responsible for finding the
appropriate S-CSCF based on its inquiries to the home subscriber system (HSS) about load, capability or location.
The control plane in the IMS is mainly based on SIP. The introduction of IMS
in 3G systems permits actually to perform an end-to-end signalling for the IPbased sessions. A policy data function (PDF) authorizes the session and allows
the GGSN to map the IP flows into the bearers.

2.6.2 IMS Security
The IMS subscriber is authenticated based on its IP multimedia private identity
(IMPI) and its master key that are shared with the HSS. The registration of the
UE is performed through a four-way handshake involving challenge-response authentication and integrity and encryption keys establishment protocol with Authentication and Key Agreement protocol or HTTP Digest. IPSec [8] is used to
provide integrity protection to SIP control plane. For more information about IMS
security, please refer to [7].
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Chapter 3
Voice over Internet Protocol
In this chapter, we present the real-time service that is of our interest: voice over
Internet protocol (VoIP) [1]. Three major factors are responsible for the growing
interest in VoIP services over wireless networks [2]:
• The business interest: telephony over IP is much cheaper than classic telephony, especially for long distance communications. This is what motivates
millions of users to extensively use VoIP softwares like Skype, Teltel and
others.
• The communication context: the universal presence of IP and associated
protocols in user and network equipments: the existence of IP in user’s personal computers and workstations gives IP a big advantage over other existing technologies that are not resident in the user’s appliances. The ubiquity
of IP makes it a convenient platform for launching voice traffic.
• Shift from circuit-switched to packet-switched architecture: the world
experiences a shift away from circuit-based networks to packet-based networks. This allows the provision of an end-to-end network which integrates
all services (voice, video and data).
The rest of the chapter is organized as follows: the requirements of real-time
service investigated in this book – voice over Internet protocol (VoIP) – are introduced in section 3.1. Section 3.2 shows the Media session parameters involved in
a VoIP session. Section 3.3 presents the signalling protocols, namely H.323 and
the session initiation protocol (SIP).

3.1

Requirements

To be widely accepted, VoIP technology has to provide similar quality to classic
public switched telephone network (PSTN) speech. This leads us to the definition
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of specific requirements for VoIP:
• End-to-end delay: This is the delay between the transmission of a voice
packet and its reception. It is also called the one-way end-to-end delay. It
must be shorter than approximately 150ms [3, 4] to maintain a good quality
of speech and conversation. In 3GPP a delay budget within the access stratum is defined assessing the delay values expected for the different functionalities contributing to the one-way end-to-end delay. The end-to-end delay
is the actual cumulative delay taken by all the processes from speech compression, packetization, coding, transmission, to queuing at routers.
• Delay variation or jitter: This parameter defines the variation in time of the
packets arrivals at the receiver. For real-time applications, jitter should be
less than 1 ms [3, 4].
• Frame error rate (FER): The frame error rate indicates the ratio of incomplete or erroneous frames received. For conversational voice, the FER can
be fairly high compared to applications such as web browsing. Indeed, the
speech can still be comprehensible even for a FER of 3% [3,4]. But a target
FER of 1% is commonly used in UMTS for instance.
Besides the metrics mentioned above that require specific handling in wireless
networks as shown in [5–8], it also important to asses the call admission control
for VoIP over wireless networks as compared to the circuit-switched voice capacity. This book does not focus on these aspects, however studies on call admission
and capacity of VoIP traffic over WLAN and other wireless system can be found
in [9–16].

3.2

Media Session

3.2.1 Codec
The user’s actual speech is sampled by the user’s equipment and coded for transmission using a codec. Depending on the codec, the length of the payload varies.
Table 3.1 shows that the length of the payload can vary from 10 to 24 bytes. In
[17], Lakaniemi et al. investigated how well different speech codecs fit into GPRS
channels and evaluated the subjective speech quality for a number of codecs in
some test cases: in transmission error and in background noise. Their investigations indicated that a low-bit rate codec does not provide good quality speech in
both erroneous transmissions and background noise. A high bit rate is needed to
reach a good quality in background noise but it fails in erroneous transmissions.
The most promising solution seems to use the adaptive multi-rate (AMR) codec
and changing the packet sizes according to the transmission conditions.
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Codec
G.723.1
G.723.1
G.729
AMR
AMR
AMR
AMR
AMR
AMR

Table 3.1: Codec [8]
Bit rate (kbps) Frame duration + look-ahead (ms)
6.3
30 + 7.5
5.3
30 + 7.5
8
10 + 5
7.95
20 + 5
.
7.4
20 + 5
6.7
20 + 5
5.9
20 + 5
5.15
20 + 5
4.75
20 + 5

3.2.2 Transport of VoIP Packets
The speech packets are transported between users’ equipment through the network
in user datagram protocol (UDP)/IP packets. UDP provides a connectionless delivery of packets (i.e. no acknowledgments and no session establishment), this
ensures a minimal impact on the one-way end-to-end delay.
A framing protocol is required for the speech samples, e.g. to synchronize
samples and control the sampling rate. The IETF protocols for framing voice are
the real-time transport protocol (RTP) and the real-time control protocol (RTCP),
which are carried in UDP/IP packets. RTP allows receivers to compensate for the
jitter and the de-sequencing while RTCP provides feedback to the sender on the
quality of the transmission.

3.3

Signalling Protocols for VoIP

The management of VoIP sessions is performed by signalling protocols. Two
signalling protocols are mainly used to support VoIP: H.323 and session initiation
protocol (SIP).

3.3.1 H.323 Protocol
In order to understand the H.323 architecture as illustrated in Figure 3.1, each
entity should be defined:
• The H.323 terminal is the end-user device.
• The H.323 gateway performs data format translation, control signalling
translation to other networks.
• The multiple control unit (MCU) enables multi-conferencing between three
or more terminals and gateways. It supports the negotiation of capabilities
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Figure 3.1: H.323 architecture

with all terminals in order to ensure a common level of communication. It
is optional in an H.323-enabled network.
• The H.323 gatekeeper provides address translation and call control services
to H.323 endpoints. It is also responsible for bandwidth control that allows
endpoints to change their available bandwidth allocations on the LAN. A
gatekeeper provides the following services:
– Address translation: a gatekeeper maintains a database for translation
between aliases, such as international phone numbers, and network
addresses.
– Admission and access control of endpoints: it deals with the registration of rights and privileges of endpoints.
– Bandwidth management: network administrators can manage bandwidth by specifying limitations on the number of simultaneous calls
and by limiting authorization of specific terminals to place calls at
specified times.
– Routing capability: a gatekeeper can route all calls originating or terminating in its zone. This capability provides numerous advantages:
(i) accounting information of calls that can be maintained for billing
and security purposes; (ii) re-routing calls to appropriate gateways
based on bandwidth availability or to achieve call forwarding.
The H.323 protocol uses the concept of channels to structure the information exchange between communication entities. A channel is a transport layer
connection, which can be either unidirectional or bidirectional. All H.323 terminals must also support the H.245 protocol, which is used to negotiate channel
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usage and capabilities. Two other components are required in the architecture:
(i) H.225 for call signaling and call setup, (ii) Registration/admission/status
(RAS): a protocol used to communicate with a gatekeeper.
The call setup in H.323 for a regular call involves multiple messages from its
underlying protocols like H.225 [18] and H.245 [19]. A typical H.323 call setup
is a three-step process which involves call signaling, establishing communication
channel for signaling and establishing media channels. In the first phase of call
signaling, the H.323 client requests permission from the (optional) gatekeeper to
communicate with the network. Once the call is admitted, the rest of the call
signaling proceeds according to one of the several call models described in [20].
Figures 3.2 and 3.3 describe the message flows in H.225 and H.245 respectively. Both the H.225 and H.245 messages are transmitted over a reliable
transport layer. Two different TCP sessions are established for H.225 and H.245
procedures. The two endpoints communicate directly instead of being registered
with a gatekeeper. As shown in Figure 3.2, endpoint A (the calling endpoint)
sends the H.225 Setup message to the well-known call signaling channel transport identifier of endpoint B (the called endpoint) who responds with the H.225
Connect message which contains an H.245 control channel transport address for
use in H.245 signaling. The H.225 Call Proceeding message is optional.
Once the H.245 control channel (unidirectional) has been established, the procedures of recommendation H.245 are used for capability exchange and to open
media channels, as shown in Figure 3.3. The first H.245 message to be sent in
either direction is TerminalCapabilitySet which is acknowledged by the TerminalCapabilitySetAck message. The procedures of H.245 are then used to open logical
channels for the various information streams. The OpenLogicalChannelAck message returns the transport address that the receiving end has assigned to the logical
channel.
Endpoint A

Endpoint B
Setup

Call Proceeding

Alerting

Connect

Figure 3.2: H.225 call signaling message flow
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Endpoint A

Endpoint B

Terminal Capability Set

Terminal Capability Set Ack

Terminal Capability Set

Terminal Capability Set Ack

Open Logical Channel

Open Logical Channel Ack

Open Logical Channel

Open Logical Channel Ack

Figure 3.3: H.245 message flow

3.3.2 Session Initiation Protocol
SIP supports the requirements for establishing and terminating sessions owing to
five features [21]:
• User location: localization of the end system to be used in the communication.
• User capabilities: determination of the media parameters involved in the
communication.
• User availability: determination of the willingness of the called party to
accept the call.
42

Chapter 3. Voice over Internet Protocol

Figure 3.4: SIP system components

• Call setup: establishment of communication parameters at the called and
calling party.
• Call handling: managing calls transfer and termination.
The basic architecture of SIP as illustrated in Figure 3.4 is based on a client-server
model. The main entities in SIP are the user agents, the SIP gateway, the proxy,
the location, the redirect and the registrar servers:
• A user agent (UA) contains both a client application that sends SIP requests
and a server application that accepts requests.
• The SIP gateway is an application that interfaces a SIP network to a network
utilizing another signalling protocol.
• The proxy server receives requests, determines which server to send it to,
and then forwards the request.
• The redirect server does not forward requests to other servers. It only responds to clients’ requests and informs them of the next server to contact.
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Figure 3.5: Transport of SIP over IP

• The location server provides the current position of users whose call setup
goes through redirect server and proxy server.
• The registrar server is a server that accepts REGISTER request, which contains SIP addresses and the associated IP addresses. The user agent sends
a registration message to the registrar, which is in charge to store the registration information in a location server. Once the information is stored, the
registrar sends the appropriate response back to the user agent.
The main purpose of SIP is to establish sessions between two user agents. As
it is shown in Figure 3.5, SIP works together with session description protocol
(SDP) which is in charge of describing the session to be opened. SIP messages
can be carried by UDP or transport control protocol (TCP):
• When SIP is carried by TCP, the transport layer provides reliability. TCP is
a connection-oriented protocol and maintains a virtual connection between
endpoints. To ensure that data has been received correctly, TCP requires an
acknowledgement (ACK) from the destination machine. If the appropriate
ACK determined by its sequence number is not received within a certain
time limit, the packet is retransmitted. When the network is congested, this
retransmission leads to duplicate packets being sent. However, the receiving machine uses the sequence number of the packet to determine if it is a
duplicate and discards it if necessary.
• When SIP is carried by UDP, the reliable delivery procedures are ensured
by SIP. UDP is the widespread SIP transport protocol [21].
SIP is a transactional protocol in the sense that a SIP transaction consists of a
single request and any responses to that request. The establishment of a session
using SIP consists of an INVITE transaction and an ACK transaction. Figure 3.6
illustrates a simplified session setup between two user agents. Since proxy servers
do not play a role in this example, they are not shown in the scenario.
The calling party user agent client (UAC) A starts the transaction by sending a
SIP INVITE request to the called party, user agent server (UAS) B. The INVITE
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UAS B

UAC A
INVITE
200OK
ACK

Figure 3.6: SIP session setup
UAC

P−CSCF1

S−CSCF1

I−CSCF2

S−CSCF2

P−CSCF2

UAS

INVITE

183 SDP

PRACK (final SDP)
200OK

180 Ringing

200OK

ACK

Figure 3.7: SIP session setup in the IMS domain

request contains the details of the type of session that is requested. When the
called party decides to accept the call, a 200OK response is sent. This response
also means that the type of media proposed by the caller is acceptable. The final
step is to confirm the media session with an acknowledgment request ACK. Then
the media session is established.

3.4

VoIP Session Setup in the IMS

In this section we present the simplest SIP session setup using the IMS domain
presented in section 2.6.
When a UA wants to access the IMS domain via UMTS, first it creates a
PDP context with the PS domain which is secured between the UE and the RNC.
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Then as illustrated in Figure 3.7 the calling party, UAC A that is already registered
with the S-CSCF starts the transaction by sending a SIP INVITE request to the
called party, UAS B. The INVITE request contains the details of the type of session that is requested and goes through the P/S/I-CSCF of the respective domains.
Upon reception of the INVITE, the UAS sends its media parameters to the UAC.
Then the UAC decides on the proposed media parameters and returns its answer
back to the UAS. The UAC sends a 200OK for reserving resources along the path
and receives a ringing tone together with the 180 response. When the called party
decides to accept the call (i.e. picks up), a 200OK response is sent. The final step
is to confirm the media session with an acknowledgment request ACK. Then the
media session is established.
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Chapter 4
Models for Performance Analysis
in Wireless Networks
4.1

Introduction

This book focuses on analyzing the delays that may lengthen the setup of a
session, and disrupt or interrupt a real-time session (e.g. VoIP call, video conference, interactive game session) in wireless networks. Such delays are generated
by control mechanisms. In this book, the main control mechanisms analyzed
are the security and the signalling protocols necessary to set up an authorized
real-time session and the mobility protocols. However the models given in this
chapter and the analysis provided through the book provides insight for other
new control protocols used over wireless links, specifically for their delay and
throughput analysis.
The security, signalling and mobility delays depend on the time efficiency of
such protocols and the way they cope with the varying quality of the wireless link.
This delay is affected to various degrees by the frame error rate (FER) experienced
on the wireless channel as it can be as high as 10%. Stochastic channel error models are widely used for performance evaluations of wireless protocols. The models
described in this chapter allow us to abstract for the lower layers and extract only
the relevant information for higher layer processing and analysis, specifically the
frame error rate experienced at the link layer and its correlation degree. This type
of approach permits to obtain an analysis that abstracts from the specifications
provided by the physical layer (modulation and coding schemes, signal processing and so on). The analysis could thus be easily performed for heterogeneous
wireless networks by selecting the appropriate data rate used on control plane, the
inter-frame time or time to transmit interval, the FER range, the fading margin,1
1 Note

that the fading margin depends also on the modulation and coding scheme.
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the level of correlation in the error process, the link layer retransmission protocols
that reflect and capture the channel behavior of the wireless networks of interests
(i.e. WLAN, WiMax, GPRS, UMTS, CDMA2000).
In wireless networks, the quality of the physical channel has a major impact
on the protocol performance (e.g. delay, throughput, jitter). Many studies have
shown that errors induced by the physical channel and the correlation in errors
have a significant impact on protocols performance. In an analytical approach,
the first need is to model the wireless channel. Modeling the channel is the key towards an accurate prediction of protocols behavior and performance under various
channel conditions. Channel models used to evaluate the performance of protocols must reflect the physical layer characteristics in order to obtain meaningful
results to adjust the protocols. There are two major category of models: models
that consider a random error process, and those that reflect the different levels of
correlation in the error process. Most of the models that are used for the study
of delays for instance assume for simplicity that the errors are independent and
identically distributed (i.i.d.). Channel errors are assumed to be independent from
time slot to time slot. This assumption is considered reasonable in case of interleaving (i.e. arranging frames in a non-contiguous way) or in the unlicensed band
prone to collisions and interferences. The model presented in section 4.2 is based
on random frame error process and shows how to derive the packet error rate, the
retransmission probability and the transmission delay under such a random error
process and for various frame error rates and data rates.
The second category of models is designed to represent radio channels that
often suffer from correlated multipath fading with bursty frame errors. Due to various physical phenomena (e.g. fading, shadowing, diffraction), errors are likely
to be clustered and to occur in bursts on both the forward and the reverse channels. One can get overly optimistic predictions when ignoring the time-varying
error behavior of the channel. This type of channel can be very well approximated by Markov models. The simplest model is a two-states Markov model, also
called Gilbert-Elliot model [1]. In section 4.3, we derive the packet error rate,
the retransmission probability and the transmission delay using the Gilbert-Elliot
model.
These analytical models allow us to investigate the impact of the FER and the
burstiness of wireless links on the performance of signalling, authentication and
mobility protocols in the following chapters. We chose to use these models mainly
for their simplicity and the quick first approximation of the protocols performance
that they offer. For the sake of completeness and a better understanding, we review
the other Markov models with higher orders and their relevant use in modeling
performance in section 4.3.2.
The provisioning of packet-based services over wireless links requires the supporting protocols (i.e. signalling, authentication, mobility protocols) that offer
50

Chapter 4. Models for Performance Analysis
good robustness to recover from errors that are likely to happen over radio channels. The robustness can be provided by error control mechanisms such as automatic repeat request (ARQ) protocols, error correcting codes at the link layer, but
also reliable transport protocols such as transport control protocol (TCP) at the
transport layer.
Section 4.2 presents the random error model and the delay analysis under such
model. Section 4.3 introduces the model for a correlated error process.

4.2

Analytical Model for Random Error Process

This model presented below has been used for delay evaluations in different studies [2,3] and validated in [2] by taking measurements using wireless link emulator.
In this model, the frames in error are assumed to independent and identically distributed (i.i.d.).
Packet Error Rate
Let p be the probability of a frame being erroneous in the air link. Therefore,
(1 − p) is the probability of a frame not being in error in the air link. With k
frames contained in one packet, ((1 − p)k ) is the probability that the packet is not
erroneous. Hence, the packet error rate (PER) is
PER = (1 − (1 − p)k )

(4.1)

Probability of Retransmission
The probability of retransmission q is the probability of a transaction having
failed. A transaction consists of a request and any response to that request. The
failure of a transaction means that the request sent (containing k1 frames) is lost or
that the request is received but the response (containing k2 frames) is lost. This is
because the sender knows that its sent packet has successfully been received when
it receives an “acknowledgement”/response. Therefore the probability of having
a retransmission during a transaction:
q = (1 − (1 − p)k1 ) + (1 − (1 − p)k2 ) · ((1 − p)k1 )

(4.2)

q = 1 − ((1 − p)k1 +k2 )

(4.3)

The value of q changes for each transaction to reflect the size of the messages
exchanged.
51

Chapter 4. Models for Performance Analysis
Transmission Delay
We denote τ as the inter-frame time, being the time interval between the transmissions of two consecutive frames, and D as the frame propagation delay. Therefore
the propagation delay for a packet containing k frames is: D + (k − 1)τ.
Let Nm be the maximum number of transmissions. The average (normalized)
delay T t i for the successful transmission of the ith packet is as follows:
T ti =

1
· [(1 − q)(D + (k − 1)τ)
1 − qNm
+ (1 − q)q(Tr(1) + D + (k − 1)τ)
+ (1 − q)q2 · (Tr(1) + Tr(2) + D + (k − 1)τ) + · · ·
Nm−1

+ (1 − q)qNm−1 · (

∑

Tr( j)

j=1

+ D + (k − 1)τ)]

(4.4)

where Tr( j) is the retransmission timer set up for the jth retransmission.
If many messages are involved in a certain process such as authentication,
session setup or handover. The total transmission delay for this process is the
addition of the delays for transmitting all the N messages necessary to achieve it.
The total delay T t is given as:
N

T t = ∑ T ti

(4.5)

i=1

4.3

Analytical Model for Correlated Error Process

4.3.1 Frame-Level Model for Fading Channels: A Two-State
Markov Model
Stochastic channel error models are widely used for performance evaluations of
wireless protocols. Rayleigh fading channels are usually modeled using Markov
models. In this chapter, we describe and use the two-state Markov model, also
known as the Gilbert-Elliot model [1] illustrated in Figure 4.1. It has been proved
in [4] that this model is appropriate for modeling the error process at the frame
level on slow and fast fading channels. This model is recognized as powerful for
its simplicity in handling it analytically for performance analysis and its good and
quick prediction of protocols’ performance.
In [4], it was shown that a fading channel can be well approximated by the
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r

1−r

Bad

Good

1−s

s

Figure 4.1: Frame-level two-state Markov model

Gilbert-Elliot model whose transition probability matrix is given by


1−r
r
M=
s
1−s
where (1 − r) and s are the probabilities that the transmission of frame i is successful given that the transmission of the frame (i − 1) was successful or unsuccessful respectively. In [4], it was shown that these probabilities depend only on
the average frame error rate p and the normalized Doppler frequency fD T which
describes the correlation in the fading process (where fD is the Doppler frequency
and T is the frame duration). They do not depend on frame length, degree of error
correction and modulation schemes.
Note that the error bursts and error-free gaps are geometrically distributed
resulting in an average error burst length equal to 1/s. Thus the average FER p
corresponds to the steady-state probability that a frame error occurs:
p=

r
r+s

(4.6)

Also, for a Rayleigh fading channel with a fading margin F, the average FER can
be found as in [4]:
1
p = 1 − e− F
(4.7)
The actual function relating F and p depends on the modulation and coding
schemes used at the physical layer.
For a flat Rayleigh fading channel, the transition probabilities r and s are determined as in [4] by
s=

1− p
· (Q(θ, ρθ) − Q(ρθ, θ))
p
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r=

p
·s
1− p

(4.9)

where Q(x, y) is Marcum-Q function and
θ=



−2log(1 − p)/(1 − ρ2 )

(4.10)

ρ = J0 (2π fD T )

(4.11)

J0 is the Bessel function of the first kind and the zero order.
In [4] and [5], it was shown that the length of the frame error bursts depends on
the link fading margin and the normalized Doppler frequency fD T where fD is the
maximum Doppler shift (i.e. mobile speed divided by the carrier wavelength) and
T is the frame duration. The link fading margin is the maximum fading attenuation
which still permits correct reception. For example, a fading margin of F = 10 dB
means that a frame transmission is successful as long as the value of the fading
envelope does not go more than 10 dB below its mean [7]. By varying the frame
error rate p and the normalized Doppler frequency fD T , we can obtain fading
channels with different degree of correlation in the fading process.
Figure 4.2 shows the average burst length as a function of the normalized
doppler frequency and the fading margin F. When fD T is small (<0.1), the
process is very correlated and we obtain long burst of frame errors. On the other
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Figure 4.2: Average length of the frame error bursts vs. normalized doppler frequency (F: Fading margin)
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hand, for larger values of fD T , the frame error bursts are very short and successive
samples are almost independent.
The accuracy and validation of this model have been thoroughly discussed
in [4] and in [6] and widely accepted.

Packet Error Rate
We consider a packet containing k frames. Out of the k frames, m frames are
erroneous: m is the burst length which depends on the degree of correlation and
the FER. We consider all the different positions of the burst in the packet and
we assume that different positions of the burst in the packet are equiprobable. The
packet error rate is the average rate over the packet error rates induced by the
different positions of the burst in the packet. Thus the packet error rate PER(k) is
as follows:
k−m− j s j )
∑k−m
j=0 1 − ((1 − r)
PER(k) =
k−m+1

(4.12)

where j is the index reflecting the position of the burst in the packet.

Probability of Retransmission
The probability of retransmission q is the probability of a transaction having
failed: this means that the request sent (containing k1 frames) is lost or that the
request is received but the response (containing k2 frames) is lost. Therefore the
probability of having a retransmission during a transaction:
q = PER(k1 ) + PER(k2 )(1 − PER(k1 ))

(4.13)

The value of q is changing reflecting the size of the messages exchanged in the
transaction.

Transmission Delay
We denote τ as the inter-frame time, being the time interval between the transmissions of two consecutive frames, and D as the frame propagation delay. Therefore
the propagation delay for a packet containing k frames is: D + (k − 1)τ.
55

Chapter 4. Models for Performance Analysis
Let Nm be the maximum number of transmissions. The average (normalized)
delay T t i for the successful transmission of the ith packet is as Equation (4.4):
T ti =

1
· [(1 − q)(D + (k − 1)τ)
1 − qNm
+ (1 − q)q(Tr(1) + D + (k − 1)τ)
+ (1 − q)q2 · (Tr(1) + Tr(2) + D + (k − 1)τ) + · · ·
Nm−1

+ (1 − q)qNm−1 · (

∑

Tr( j)

j=1

+ D + (k − 1)τ)]

(4.14)

where Tr( j) is the retransmission timer set up for the jth retransmission.
The total transmission delay for this process is the addition of the delays for
transmitting all the N messages necessary to achieve it. The total delay T t is given
as in Equation (4.5).

4.3.2 Frame-Level Model for Fading Channels:
A N-State Markov Model
The two-states Markov chain provides good predictions of throughput and delay
for slow and fast fading channels. It offers quick results and reveling insight.
However for other intermediary regimes in the fading channel, the two-states
Markov model may not give the appropriate prediction on performance. This
has been shown in [4, 6] and discussed in [7]. The straightforward approach for
modelling the channel at any regimes is to increase numbers of states until the
desired accuracy and match is obtained. Interesting results are given in [8–10].
In [10], the state space consists of two groups, that represents the error-free
states and the error states. In [7], the delay analysis of a simple ARQ over a
fading channel shows that a good match can be obtained with a Markov chain
with three states for specific cases.
The addition of one more state than the Gilbert-Elliot model allows the appropriate prediction of the packet delay distribution. However the good approximation of the delay performance depends also on the key model parameters chosen,
which are the fading margin and the normalized Doppler frequency. While larger
number of state will lead to a better prediction and modeling of the channel, it
will also lead to a higher complexity that renders the protocol performance analysis more difficult to elaborate. The main goal remains in modeling the channel
behavior while using a model with a minimal number of states.
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Chapter 5
Impact of Security on Real-Time
Services: Link Layer Authentication
Delay in WLAN 802.11b
5.1

Introduction

The ubiquity of Internet Protocol-based networks has facilitated the wide deployment of voice over IP (VoIP) networks. Three major factors are responsible for the
increasing popularity of VoIP services: the lower cost for customers, the universal
presence of IP, and the shift from circuit-switched to packet-switched architecture. First adopted in wired networks, VoIP communications are now spreading
to wireless networks. The recent growth of wireless local area networks (WLAN)
deployments has generated an interest in exploiting VoIP over WLAN. However,
this combination faces challenges due to the inherent properties of the wireless
access network and the insecure nature of such medium.
While wireless LAN systems introduce a new and flexible way of connectivity,
they present new challenges as well. Security management, quality of service
(QoS) performance, and hardware interoperability can easily affect the overall
user satisfaction. Moreover, users expect wireless LANs to have the same level of
security, and QoS as the wired LANs. In wireless networks, security is a critical
issue which can undermine all advantages offered by such technology. But some
security issues appearing in wireless VoIP are also present in wired VoIP. The
main difference is the necessity to secure the wireless link, because it is a medium
where communications can easily be intercepted by attackers. There are standards
available to secure this wireless link such as [1, 2].
On the other hand, security protocols to achieve confidentiality, integrity protection and authentication in WLAN have an impact on the performances of the
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network and the services: end-to-end latency and throughput. Security can especially affect the QoS of VoIP that has stringent requirements in terms of delay. Achieving confidentiality and integrity protection involves extra headers and
higher processing time which result in higher end-to-end delay. Performing authentication increases the waiting time for the user to get connectivity and the
disruption the VoIP session during a handover.
There is a lack of quantitative results demonstrating such impact of security
on VoIP quality in combination with a wireless environment. One study presented
in [3] focuses on the effects of network layer security on the voice media itself
(mean opinion score, one-way end-to-end delay, jitter). In this chapter, we take a
different approach and propose to evaluate the overhead introduced by link layer
authentications in the WLAN. The link layer authentication delay is of direct impact on the VoIP user satisfaction as the user has to wait for the authentication to
proceed in order to be granted access to the network and to establish the VoIP session. Furthermore, the authentication delay may also disrupt the ongoing session
if a handover happens. These impacts may even be stronger in wireless networks
experiencing channel errors as high as or even higher than 10% frame error rate
(FER) due to various phenomenons (e.g. collisions, interferences in the unlicensed
band, fading etc.). It is therefore important to evaluate the authentication delay as
function of the FER. Note that in such an environment the delay introduced by
security is not only a QoS issue, but also an availability issue causing denial of
service. Whenever a security implementation is considered, its impact on the performance (i.e. QoS and availability) should also be investigated to assess the price
of an enhanced security. Currently, there is a need for identifying the trade-offs
between security and QoS in VoIP over WLAN and in other wireless networks.
This chapter tries to address this issue.
In this chapter the authentication delay is defined as the time interval between
the moment when the mobile station sends a probe request and the moment when
the mobile station is granted the access receiving the successful association response frame.
Security of WLAN 802.11b and of VoIP have been studied separately: WLAN
security is investigated in [4–6] and in the IEEE 802.11i [2] group and VoIP security exclusively is studied in [7, 8]. The combination of VoIP over WLAN and the
impact on VoIP performance of the different link layer authentication protocols
have received less attention. In [9], the handover delay measurements are performed using only one type of authentication: the null authentication protocol. In
this chapter, the analysis is not limited to one authentication protocol and to handover scenarios. Our focus is also on the initial waiting time of VoIP users due to
various authentication protocols. Note that once authenticated and granted access
to the network, the user has also to wait for the session establishment to process
before the session can actually start. The session setup delay is extensively studied
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in chapter 6 showing that it can be quite significant in error-prone wireless links.
It is therefore important to also consider carefully the authentication delay. The
overall waiting time for the user due to signalling and security has a significant
effect on the user satisfaction as the user expects similar times as in traditional
voice calls, as we argue in [10].
In this chapter, we use the analytical model based on random error process
shown in section 4.2 and derive the authentication delay. Moreover the analytical model is validated with measurements of the authentication delay for WLAN
802.11b [1] using CISCO AP and Client cards in a low FER environment. The
measurements results contain the average delay and the 95% confidence interval
for the different link layer authentication configurations available in CISCO security suite. Despite all advanced security solutions available, small enterprizes and
private users deploy simple countermeasures. So we consider only the original
and simple configurations specified in [1], which are widely utilized by people.
This chapter gives a comprehensive overview of the advances in WLAN security
including extensible authentication protocol (EAP) and IEEE 802.11i [2]. However no measurements are performed using the former protocols. But even when
EAP methods are used, link layer authentication should be performed first to gain
physical connectivity. The results presented here are therefore also useful when
evaluating the network layer authentication delays of EAP methods.
The EAP methods are briefly discussed in the chapter and compared to give
a comprehensive overview over the different EAP protocols available for WLAN,
and other wireless systems.
This chapter gives also a classification of the different configurations offered
to the user depending on their security level. The method used takes into the
account the potential attacks and the risks they involve. This chapter gives a thorough experimental and theoretical delay analysis of link layer authentication. It
also provides a security analysis of link layer authentication protocols and EAP
methods. It is a two-fold comparative study of the different security policies over
the wireless link. Therefore, this chapter can provide a solid ground to develop
new authentication methods with a minimal effect on the quality of VoIP services.
The rest of the chapter is organized as follows: in sections 5.2 and 5.3, the
general security properties and the techniques to achieve them are introduced. In
section 5.4, the WLAN 802.11b link layer authentication schemes are described
along with the implementation provided by CISCO. Section 5.5 gives the security
classification of the authentication schemes investigated here. Section 5.6 is about
the analytical model used to evaluate authentication delay. Section 5.7 presents
the numerical results and measurements results. The conclusion is given in the
last section.
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5.2

Security Properties

Security consists in assessing threats, vulnerabilities and attacks. It also involves
estimating the cost of the threats and the probabilities of the attacks given the
vulnerabilities. Once these points assessed, security encompasses developing appropriate safeguards and countermeasures, and implementing the ones for which
the certain price of the defence is worth spending compared to the uncertain loss
that a potential threat implies [11]. To achieve this, security properties or requirements should be defined.

5.2.1 Confidentiality
Confidentiality ensures that data is only available to users authorized to obtain
it [12]. It is the property that is violated whenever information is disclosed to
unauthorized users. Therefore it is the property that information holds when it remains unknown to unauthorized users. Only legitimate sender and receiver should
be able to read the transmitted message. This is usually achieved through encryption of the data so that only users with the correct decryption key can recover the
message. These techniques are defined in section 5.3.

5.2.2 Data Integrity
Integrity ensures that data have not been altered by unauthorized users [12]. This
applies both to information within a host and to information in transit between
hosts. Protecting the integrity of a message means ensuring that, once the message
leaves the source, nobody can alter it until it reaches the destination. To protect
integrity one should be able to detect insertion, deletion and substitution of data by
unauthorized parties. Integrity can be achieved through the use of hash functions
in combination with encryption, or by the use of message authentication code to
create a separate check field. These techniques are described in section 5.3.

5.2.3 Authentication
Authentication is also the property that assesses the validity of a claimed identity.
It establishes whether any given user is or is not authorized to perform the action it
requests [12]. Two parties entering into communication should identify each other
to achieve mutual authentication.
This applies to users as well as to information. Information sent over a channel
should be authenticated as to origin, data content and time sent. This is called data
origin authentication. It guarantees the origin of data. Since altering the data must
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alter its origin, we may say that data origin authentication implies data integrity.
They are normally achieved by the same mechanisms.

5.2.4 Non-repudiation
Non-repudiation ensures that the entities cannot deny sending data that they have
committed to. This is typically provided using digital signature mechanism described in section 5.3.

5.2.5 Availability
Availability is the property of a system that always honors any legitimate requests
by authorized users. It is violated when an attacker succeeds in denying service to
legitimate users, by using all available resources.

5.3

Cryptographic Primitives

5.3.1 For Confidentiality
Confidentiality can be achieved using encryption that is defined as follows:
Definition 1. An encryption scheme consists of three sets: a key set K , a message
set M , and a ciphertext set C together with three algorithms:
• A key generation algorithm, which outputs a valid encryption key K ∈ K
and valid decryption key K −1 ∈ K .
• An encryption algorithm which takes an element m ∈ M and an encryption
key K ∈ K and outputs an element c ∈ C defined as c = EK {m}. The encryption algorithm may be randomized so that a different c will result given
the same m.
• A decryption function which takes an element c ∈ C and a decryption key
K −1 ∈ K and outputs an element m ∈ M defined as m = DK −1 {c} . We require that DK −1 {EK {m}} = m.
An encryption scheme is a symmetric algorithm if K = K −1 . For symmetric encryption, the sender and the receiver need to share the same symmetric
(secret) key.
In an asymmetric or public key encryption algorithm, K and K −1 are different and it is computationally hard to obtain the private key K −1 from the public
key K. Usually in public key encryption, the sender uses the receiver’s public
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key to encrypt the message and the receiver decrypts the message using its private
(secret) key.

5.3.2 For Data Origin Authentication and Data Integrity
There are two standards mechanisms to achieve data origin authentication and
integrity. One is to use a hash function. A hash function takes as input a data
string and outputs a short, fixed-length value called the hash-value. The hash
function has the property of being one-way, i.e. the function must be simple and
efficient to compute but given a certain hash-value, it is computationally difficult
to find the input of the hash function.
The other mechanism is the message authentication code (MAC) which is a
hash function involving a secret key.
Definition 2. A message authentication code (MAC) is a family of functions parameterized by a key K such that MACK (m) takes a message m of arbitrary length
and outputs a fixed length value satisfying that:
• It is computationally easy to calculate the MACK (m) given K and m.
• Given any number of MAC values for a given K, it is computationally hard
to find any valid MAC value for any new message.
The MAC is appended to the message to be sent. Upon reception of the MAC,
the receiver who has the correct key is able to recompute the MAC from the message and verify that it is the same as the received one. If it is the same, the receiver
knows that the message has not been changed and has been sent by a legitimate
sender.

5.3.3 For Non-repudiation
Non-repudiation is usually provided by digital signature mechanisms.
Definition 3. A digital signature algorithm consists of three sets: a key set K , a
message set M , and a signature set S together with three algorithms:
• A key generation algorithm which outputs a valid signature key K ∈ K and
valid verification key K −1 ∈ K .
• A signature generation algorithm which takes an element m ∈ M and a signature key K ∈ K and outputs an element s ∈ S . The signature generation
algorithm may be randomized so that a different output results given the
same m.
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• A verification function which takes a signature s ∈ S , a message m ∈ M and
a verification key K −1 ∈ K and outputs an element v ∈ {0, 1}. If v = 1 then
the signature is valid or if v = 0 the signature is invalid.

5.3.4 For Authentication
Authentication can be provided by challenge-response protocols which work as
follows. The simplest challenge-response protocol is performed in the following way.
The sender and the receiver share a key K and the sender wants to authenticate
the receiver, so it chooses a random number r1 and sends it to the receiver as a
challenge. The receiver computes x the encryption of r1 with K and sends it back
to the sender. The sender verifies if the received x complies with EK {r1}.

5.4

WLAN 802.11b Security

5.4.1 Link Layer Authentication Protocols
Link layer (L2) authentication procedures in 802.11b involves management
frames (probe request/response, authentication request/response, association request/response). The basic authentication mechanism is done with the service
set identifier (SSID) of the access point (AP). The SSID makes the separation
between the different WLANs. Every client must be configured with the appropriate SSID to access a certain WLAN. The general authentication process in this
chapter includes scanning and association and consists of the following process.
As illustrated in Figure 5.1, the client sends a probe request on every channel
available in order to find the access points that match the SSID and the clientrequested data rates. The access point that matches with the former parameters
answers with a probe response that includes the synchronization information and
the access point load. After choosing the AP that is the most suitable, the client
sends an authentication request and the AP sends an authentication response back.
If the authentication is successful, the client initiates an association request and
the AP sends back an association response. Then the client is able to send traffic
to the AP or to perform higher layer authentication.
Note that the clients must authenticate with an AP before associating with
it, but nothing in 802.11b requires that authentication takes place immediately
before association. Clients can authenticate with several access points prior to
association, then decide upon the AP to perform association with. This is called
pre-authentication and it is only observed in the presence of multiple active APs.
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Figure 5.1: General authentication process (including scanning and association)

In 802.11b, there are two kinds of authentication:
• Open system authentication (OSA)
• Shared key authentication (SKA)
Open System Authentication
It is a null authentication process: there is no check of the mobile terminal identity.
The AP grants any request for authentication. Any device that has the SSID of the
AP can access to the network.
Shared Key Authentication
This mechanism requires that the client has a pre-configured static wired equivalent privacy (WEP) key which is shared with the AP.
As illustrated in Figure 5.2, the client detects the surrounding APs via the exchange of probe request/response. Then it sends an authentication request to the
AP mentioning the use of the SKA mechanism. The AP answers with an authentication response including a challenge. The client answers with the challenge
encrypted with the WEP keystream generator (see Figure 5.3). If the AP can de66
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Authentication Request (encr. challenge)

Authentication Response (success)

Association Request

Association Response

Figure 5.2: Shared key authentication process
crypt the message and validates that the challenge is the same, it grants access to
the client.

5.4.2 Encryption Algorithm
In 802.11b, encryption is performed using the wired equivalent privacy algorithm.
The WEP uses a symmetric key cipher: the RC4 algorithm. The WEP secret key
is shared between the AP and the mobile client.
The secret key is concatenated with the initialization vector (IV) resulting in a
seed. This seed is the input to the pseudo random number generator that outputs
the keystream. This keystream is then XORed with the plaintext which consists
of the message concatenated with the integrity check vector (ICV generated using
CRC32); resulting in a cipher text. The message to be transmitted contains the
cipher text and the IV as illustrated in Figure 5.3.
To decrypt a message protected with WEP, the receiver reverses the encryption process. First, it generates the keystream using the RC4 algorithm with the
received IV and the stored secret WEP key. Then, it XORs the keystream with
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Figure 5.3: WEP encryption process (PRNG: pseudo random number generator) [1]
the cipher text and recovers the initial plaintext. It verifies the checksum on the
decrypted plaintext by re-computing the checksum with the received message and
checking that it matches with the received checksum.
WEP protocol aims at enforcing three main security goals [4]:
• Confidentiality.
• Access control: all packets that are not properly encrypted using WEP are
discarded.
• Data Integrity.
For this three points, the claimed security of WEP “relies on the difficulty of
discovering the secret key through a brute-force attack” [1]. The vulnerabilities of
WEP are analysed in section 5.5.

5.4.3 Reliability Mechanisms of the Link Layer
Authentication Schemes
In [1], it is mentioned that any unicast management frame lost or considered
erroneous by the frame check sequence or unacknowledged should be retransmitted: “Retries shall continue, for each failing frame exchange sequence, until the
transmission is successful, or until the relevant retry limit is reached, whichever
occurs first.” Timers are set up to trigger retransmissions for unacknowledged
frames. In the infrastructure WLAN considered here, the ACK control frames
are piggybacked with management frames. The mobile client/AP retransmits the
missing frame after an interval that lasts Tr(1) seconds and doubles after each
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retransmission. The values for Tr(1) are not mentioned in [1], they are left to
the implementors. In general, they should be in the order of the round-trip times
(including inter-frame spaces).
For broadcasts management frames such as probe request, the reliability mechanism is related how the scanning process is performed. After sending a probe
request, the client waits for probe responses for certain amount of time called MinChannelTime. If no response is received due to a frame loss or to the idleness of
the channel when MinChannelTime expires, the client switches its channel to send
a new probe request. Otherwise the client remains on the same channel for MaxChannelTime to let the opportunity for other APs to send probe responses. When
MaxChannelTime expires, the clients processes the received probe responses and
repeats the same procedure on the next channel. After scanning all frequencies in
the ChannelList, the client chooses the AP to connect to. So the number of probe
requests retransmissions depends on the loss on the channel and the number of
channels present in the ChannelList.

5.4.4 IEEE 802.11i
802.11i standard addresses some of the issues discussed in section 5.5 by providing authentication schemes based on 802.1x [13] and extensible authentication protocol (EAP). It provides also a framework for using advanced encryption
standard (AES) [14] for its encryption services. To support the security of keys
used in WEP, 802.11i provides optionally temporal key integrity protocol (TKIP)
with the Wifi Protected Access (WPA) suite. We do not give any overview of
WPA enhancements here as the performance of these are not investigated later in
the chapter. However EAP methods are presented and compared. Also as EAP
authentication require link layer authentication to be performed first in order to
obtain physical connectivity. So the results obtained here are useful for assessing the authentication delay even when EAP methods are applied. Moreover EAP
methods are the convergent authentication framework in heterogenous networks.
They are performed above the link layer to carry authentication messages and are
therefore not dependent on the underlying access technology. As the future will
be heterogeneous, it is important to get a good understanding of EAP methods and
classify them here. For more information about 802.11i, refer to [2].
IEEE 802.1x standard [13] provides a framework for authentication using
EAP. It is a port-level authentication framework for IEEE 802 networks, wired
and wireless. The framework specifies three main entities:
• The supplicant which is the client software on the user device that requests
access to the wireless network and therefore should first be authenticated.
It is at one of the ends of the wireless link.
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• The authenticator is the entity helping the supplicant that cannot connect to
the authentication server by initiating the authentication process on behalf
of the supplicant. It is at the other end of the wireless link.
• The authentication server, located in the infrastructure, that holds the authentication credentials that provides authentication of a supplicant to the
authenticator.
In WLAN, the supplicant is the wireless client to be connected to the access point which plays the role of the authenticator. The extensible authentication protocol (EAP) carries authentication messages between the client and
the access point (AP) so that multiple legacy authentication protocol or methods can take place with the authentication server (e.g. A Remote Dial-in Service
server). These protocols are EAP-MD5, LEAP, EAP-SIM, EAP-TLS, EAP-TTLS,
PEAP. We classify them in password-only authentication protocols (EAP-MD5,
LEAP), public key authentication (EAP-TLS, EAP-TTLS, PEAP), and then EAPSIM as in [16].
For the password-only protocols, EAP-MD5 is a basic EAP method with a
one-way authentication, specifically the supplicant is authenticated by the authentication server but not the authentication server by the supplicant. LEAP
authenticates the user only based on a username and password obtained by the
authenticator that forwards them to the authentication server. LEAP allows mutual authentication of the supplicant and the authentication server and supports a
dynamic management of session key while EAP-MD5 does not support any of
these. However password-only protocols are vulnerable against offline dictionary
attacks, that take place when an adversary who records the transcripts of one
or more sessions tries to eliminate a significant amount of possible passwords
in order to impersonate the client or the server. This is due to use of humanmemorable passwords that are chosen from a relatively small dictionary that
offers low entropy keys (i.e. passwords) [16].
Concerning the public key authentication protocols, EAP-TLS/TTLS, PEAP
require certificates for the server and/or for the client to perform the authentication. EAP-TLS provides mutual authentication and dynamic key generation using
X.509 certificates while relying on transport layer security (TLS) with the burden
of maintaining and distributing clients’ certificates. This burden has been taken
into account for the tunneled EAP, EAP-TTLS and PEAP, as these do not require the maintenance and distribution of certificates. The authentication is based
on username and password protocol with strong encryption algorithms instead of
clients’ certificates. Another constraint of the public key authentication protocols
is that the parties must verify each other ’s certificates using certificate chain or
online certificate status protocol. [16].
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EAP-SIM is a challenge-response protocol with session key distribution based
on the subscriber identity module (SIM) embedded in the terminal. It is conceptually close to LEAP with the difference that the user does use a human memorable
password but the terminal uses the secret keys stored on the SIM.

5.4.5 CISCO WLAN Authentication Suite
In the CISCO suite, the above mentioned authentication schemes are supported.
Also many vendors including CISCO support medium access control (MAC)
address authentication. MAC address authentication verifies the client’s MAC
address against a locally configured list of allowed addresses or against an external authentication server. MAC authentication is used to augment the open and
shared key authentications provided by 802.11b, further reducing the likelihood
of unauthorized devices accessing the network.
CISCO provides a set of possible configurations that are investigated here:
• Defaults settings: OSA
• SKA + WEP
• OSA + WEP
• MAC filter
The CISCO suite includes also EAP methods, and WPA. However we do not
perform delay analysis for these configurations.

5.5

Security Analysis of Link Layer
Authentication Protocols

In this section, we provide a classification of the authentication protocols described previously depending on their security level. The security level is related
to the robustness of the protocols to certain attacks. The classification does not
include the latest proposition from the 802.11i group.
In the following sections, we classify the attacks, define security levels and
rank the link layer authentication schemes.

5.5.1 Classification of Attacks
Attacks can be distinguished as passive or active attacks. A passive attack involves
an adversary trying to gain information by monitoring the communication channel
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for future attacks or for its own benefit. An active attack involves an adversary
attempting to delete, add or alter the transmission on the channel or the network.
We give here an overview of the most common active and passive attacks for
802.11b networks.
Passive Attacks
Passive attacks include:
• Eavesdropping: An attacker simply monitors transmissions over the channel. Wireless networks are open to packet interception by any receiver
within range of a data transmitter.
• Traffic Analysis: An attacker monitors the traffic for communication pattern
analysis.
Passive attacks can compromise the confidentiality of the unencrypted messages
and can also be a step stone for analysis that can lead to the derivation of secret
information. Here we focus on cryptanalytic attacks enabled by eavesdropping:
keystream reuse attack [4] and Fluhrer, Mantin and Shamir (FMS) attack [5].
WEP provides confidentiality using RC4 stream cipher. A known flaw of
stream ciphers is the keystream reuse attack: if two messages encrypted under
the same IV and key are captured, information about both messages can be revealed. Both captured cipher texts can be XORed resulting in the cancellation
of the keystream and the obtention of the XOR of both plaintexts. If the plaintext of one of the messages is known, the plaintext of the other can be obtained
immediately. This attack requires then two conditions:
1. The availability of ciphertexts encrypted with the same keystream.
2. Partial knowledge of some plaintexts.
The management of the WEP keys is not optimal. WEP defines only static preshared keys. It is quite demanding for an administrator to enter the key in each
wireless device for mid-size and large deployment. As the secret key changes then
very rarely and WEP uses per-packet IV, the reuse of IVs is likely to happen and
therefore the reuse of the same keystream as well. The 802.11b standard specifies
an IV field 24 bits wide which results in a space of 224 possible IVs. Considering a
loaded WLAN network, the available space is exhausted in a reasonable amount of
time, guaranteeing the reuse of the same IV in a short time [4]. The random choice
of IVs gives worse performance with 50% probability of IV reuse. Therefore, with
WEP cipher texts encrypted with the same keystream can easily appear.
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Concerning the partial knowledge of plaintext, various attacks can be performed:
• Due to the message structure specified for protocols, many fields can be
predicted and used for keystream reuse attacks.
• Known-plaintext attacks: the attacker sends messages to the mobile client,
retrieves the encrypted messages on the wireless link by eavesdropping and
finally recovers the keystream. The attacker then waits for a message showing the same IV and recovers the plaintext of the captured message.
Once the plaintext obtained, the attacker gets the keystream used to encrypt
the message and can use this keystream to decrypt any other message that has
used the same IV. The attacker can then build a table of the collected keystreams
and their corresponding IVs. This of course takes time and resources.
The shared key authentication is a step stone to keystream reuse attacks as the
keystream can be easily derived from the challenge sent by AP and the encrypted
challenge sent back by the mobile client and used later to recover messages encrypted with the same keystream. This is a threat to confidentiality of course but
can also be a threat to authentication. The attacker obtaining the keystream from
a newly captured SKA authentication can request authentication, encrypt the received challenge with the newly obtained keystream and send it back to AP. This
way it gains authentication from the AP.
A study made by Fluhrer, Mantin and Shamir (FMS) in [5] describes a passive
ciphertext only attack against RC4. A cipher text only attack involves an adversary
that tries to deduce the decryption key or plaintext by only observing the ciphertext [12]. The attack developed in [5] exploits the way 802.11b uses IVs for the
RC4 algorithm. RC4 consists of a key scheduling algorithm and a pseudo random
generator algorithm (PRGA). The key scheduling algorithm uses the secret key
concatenated with the IV (resulting in 64 bits or 128 bits) to set up a permutation
array of 256 bytes. The PRGA uses this permutation to generate a pseudo-random
output sequence: the keystream. For certain IVs called “Weak IVs” the correlation between the first keystream byte and one byte of the secret key becomes
higher than the average 1/256 = 0.004. This leads to a probability of 5% to guess
the true key byte using packets encrypted with weak IVs. According to [6], 256
packets using weak IVs are enough to recover one key byte. There are several
freely available tools to crack WEP keys including AirSnort1 and WEPCrack.2 A
countermeasure against this attack is to use a mechanism that skips the weak IVs.
1 http://airsnort.shmoo.com
2 http://wepcrack.sourceforge.net/
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Active Attacks
Active attacks involve an adversary which tries to delete, add or modify the transmission on the channel. Active attacks can compromise data integrity, authentication and confidentiality.
• Masquerading. An attacker impersonates an authorized user and thereby
gains certain unauthorized privileges. Masquerading includes the use of
spoofing, rogue APs, and redirection attacks.
• Replay: An attacker monitors the traffic (passive attack) then retransmits
the message as the legitimate user.
• Message modification: An attacker alters the legitimate message by deleting, adding, changing it.
• Denial-of-service (DoS): An attacker prevents or renders the normal use or
management of network systems difficult or vain by issuing malicious commands or injecting a large amount of traffic that fills up the radio frequency.
In 802.11b, masquerading attacks can be achieved:
• By spoofing MAC address when access control is provided using a MAC
address filter.
• By eavesdropping a SKA authentication flow and deriving the keystream.
The recovered keystream is sufficient to generate a response for a new challenge and get the attacker authenticated by the AP.
IEEE 802.11b does not provide protection (e.g. timestamps, frame numbering)
against replay attacks.
The message modification protection is provided using the CRC checksum
that is appended to the message to be encrypted. The linear property of the checksum permits to perform controlled modifications to a cipher text without disrupting the checksum and therefore without detection. Therefore WEP is vulnerable
to message modification attacks and fails to provide integrity protection.
DoS attacks can be performed by an attacker sending de-authentication or
dissociation frames to the client of the AP.

5.5.2 Security Levels
Based on the previous classification, security levels can be defined:
• Level 1: All attacks previously described are threatening without any
effort.
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• Level 2: Some access control is provided but MAC address spoofing, DoS
and rogue AP attacks are threatening. No confidentiality and integrity protection is provided.
• Level 3: Some authentication and confidentiality are provided. However
keystream reuse and FMS attacks are threatening as well as rogue AP connection and DoS attacks.
• Level 4: Some authentication and confidentiality are provided. However
keystream reuse attack is threatening as well as rogue AP connection and
DoS attacks.
These security levels are used in the next section to rank and classify the 802.11b
link layer authentication schemes.

5.5.3 Classification of Link Layer Authentication Schemes
This classification is performed for the following protocols:
• Default settings: OSA
• SKA with WEP
• SKA with WEP skipping weak IVs
• OSA with WEP
• OSA with WEP skipping weak IVs
• MAC address filtering.
The default settings that offer null authentication (OSA) and no encryption are
vulnerable to all passive and active attacks. Therefore it has security level 1.
The shared key authentication (SKA) which provides WEP encryption is vulnerable to cryptanalysis attacks as shown by the FMS attack [5] and keystream
reuse attacks. Therefore it has security level 3.
SKA skipping weak IVs is not as vulnerable as the traditional SKA even if
the skipping process of weak IVs still gives indirect information about WEP key.
Therefore it has security level 4.
The configurations OSA with WEP depend on the reliability and the security
of the WEP key which is discussed in the previous paragraph. Therefore we can
consider that they have the same security level than SKA, and SKA with weak
IVs skipped.
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MAC address filtering is vulnerable to MAC address spoofing. Therefore it is
considered as being security level 2.
To summarize, the link layer authentication schemes for 802.11b investigated
in this chapter are ranked in the following way in respect to their security level
taking into account their vulnerability to certain attacks and the security properties
compromised:
1. Default settings: OSA
2. MAC address filtering
3. SKA or OSA with WEP
4. SKA or OSA with WEP skipping weak IVs

5.6

Link Layer Authentication Delay Analysis

In this section, we analyze the authentication delay of WLAN security suite. In this
chapter, we evaluate the time interval between the moment when the mobile client
sends a probe request and the moment when the mobile client is granted the access
receiving the successful association response frame, under various conditions.
The investigations are based on how the quality of the wireless link affects the
authentication delay. As wireless links can experience frame error rates as high as
10% due to collisions, interferences in the unlicensed band, fading, shadowing
and other physical phenomena, the reliability mechanism to ensure delivery of the
messages involved in the authentication is very relevant if the error rate is high.
The analysis consists of two steps:
• The first step consists in the evaluation of the transmission delay of management frames involved in the different protocols. It takes into account the
FER of the wireless link and the retransmissions strategies to overcome the
losses.
• The second step considers the en/decryption delay induced by the cryptographic functions.

5.6.1 Transmission Delay
The channel errors are caused by collisions and interferences in the unlicensed
band as well as fading, shadowing and other physical phenomena. It is therefore
reasonable to assume a random error process.
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Retransmission Timer
The retransmission timers for unicast management frames follow the exponential
back-off mechanism. Let Tr(1) be the initial back-off timer. The back-off timer
upon the ith transmission Tr(i) doubles after each retransmission. Hence:
Tr(i) = 2i−1 · Tr(1)

(5.1)

The initial retransmission timer Tr(1) can be taken from the round-trip time including the inter-frame spaces.
For broadcast management frames, the MinChannelTime could be considered
as the retransmission timer when probe requests are not successfully received.
The MinChannelTime keeps the same value at every trial.
Retransmission Probability
Let p be the probability of a frame being erroneous in the air link. The probability of retransmission q is the probability of a transaction having failed: this
means that the first frame sent (e.g. authentication request) is lost or that the first
frame is received but the response (e.g. authentication response) is lost. Following
Equation 4.2, the probability of having a retransmission of a management frame
during a client-side transaction becomes here:
q = p + p · (1 − p)

(5.2)

q = 1 − ((1 − p)2 )

(5.3)

Average Transmission Delay
We denote D as the frame propagation delay from the client to the AP including
inter-frame space. Let Nm be the maximum number of transmissions (it is fixed
to Nm = 10). Following Equation 4.4, the average delay T t i for the successful
transmission of the ith unicast frame becomes as follows:
T ti =

1
· [(1 − q)(D)
1 − qNm
+ (1 − q)q(Tr(1) + D)
+ (1 − q)q2 · (3Tr(1) + D) + · · ·

+ (1 − q)qNm−1 · ((2Nm−1 − 1)Tr(1) + D]
= D − Tr(1)
+

(1 − q)(1 − (2q)Nm ))
· Tr(1)
(1 − qNm )(1 − 2q)
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The average delay for successful transmission of probe request is as follows:
i
T tProbeReq
=

1
· [(1 − q)(D)
1 − qNm
+ (1 − q)q(MinChannelTime + D)
+ (1 − q)q2 · (2 · MinChannelTime + D) + · · ·
+ (1 − q)qNm−1 · ((Nm − 1) · MinChannelTime + D)]

(5.5)

The authentication delay is the addition of the delays for transmitting all the
N frames necessary to grant access to the user. The average authentication delay
T t follows then completely Equation 4.5.

5.6.2 En/Decryption Delay
To evaluate the en/decryption delay, we use measurements achieved with OpenSSL
running on windows XP platform of a hand-held device VAIO type U 1 GHz. The
algorithm RC4 with WEP is used to encrypt the challenge involved in the shared
key authentication protocol. On the test terminal, we obtain for RC4 an encryption
rate of 0.01 µs per byte. We multiply this by the amount of data (in bytes) to be
encrypted which is 130 bytes challenge, and we obtain the encryption delay of
0.001 ms. The same delay is valid for decryption of the encrypted challenge at
the AP.

5.6.3 Link Layer Authentication Delay Expressions
The link layer authentication delay is the cumulative delay due to the transmission of management frames involved in the authentication schemes, and the
en/decryption. Therefore, the average authentication delay with N necessary
frames is as follows:
TAuth = T t + TEn/decryption

5.7

(5.6)

Evaluation of Link Layer Authentication Delay

The L2 authentication delay, as defined previously, consists of the scanning delay and the granting delay. The scanning delay is the time to exchange successfully probe requests and responses to detect surrounding APs while the granting
delay corresponds to the time needed for the AP to grant access to the mobile
client.
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The protocols evaluated here are OSA, OSA + WEP, SKA and MAC address
filter. We do not consider the weak IVs skipping protocols for the numerical
results because the skipping does not affect the number of messages involved
and the transmission delay. Weak IVs skipping protocols are also omitted in the
measurements results because the CISCO security suite evaluated here does not
offer such functionality.

5.7.1 Numerical Results
This section presents the numerical results of the average authentication delay for
the different authentication schemes in WLAN. The L2 authentication delay is
defined here as the time interval between the moment the first probe request is
sent by the client to the moment the association response is received by the client.
The number of frames exchanged affect the average authentication delay.
The maximum number of transmissions Nm is set to 10 and the values of the
fixed back-off timers are obtained from the round-trip times including inter-frame
spaces. The MinChannelTime is set to 8 ms. The average authentication delay
is evaluated at various FER between 0–10% even if the session is established for
real-time VoIP services and voice services are supported if the FER is between 1%
and 3%. The number channels to be scanned in order to detect the surrounding
APs depends on the implementation. We consider here that an average of 4 probe
requests to be sent is a reasonable assumption, confirmed in the measurement
results shown in section 5.7.2.
The proportion of authentication delay that is due to the encryption is relatively
small: 0.002 ms for SKA. The affecting parameter seems to be the number of
frames exchanged over the air interface between the mobile client and the AP. This
explains that the highest delay is obtained for SKA because of the exchange of
challenge/response messages which lengthens the authentication delay. As shown
in Figure 5.4, the curves for other protocols overlap as they involve basically the
same number and type of management frames.
The standard [1] specifies a scanning procedure that may take quite some time.
Therefore, we extracted the proportion of the overall authentication delay due
to scanning. The results illustrated in Figure 5.4 show that the scanning delay
represents approximately 60–70%.
The different protocols have around 130–150 ms of authentication delay for
a moderate FER. This is a acceptable waiting time for the user to get connectivity, however it is slightly too high for supporting low-latency handovers for
real-time services (max 200 ms of handover delay) considering that the additional
connectivity and mobility procedures may be needed. The time efficiency of the
error recovery mechanisms for the authentication protocols is a crucial factor for
achieving seamless handovers.
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Figure 5.4: Authentication delay and scanning delay vs. FER

5.7.2 Measurements Results
To assess experimentally the performance of the above-mentioned configurations,
we measure the L2 authentication delay for each alternative using an experimental
setup described here. The experimental setup consists of three WLAN-enabled
entities: the mobile wireless client, the AP, and the mobile sniffer. Only one client
and one AP are present in the experimental setup, there is then no occurrence of
pre-authentications.

Methodology
The basic methodology behind the experiments is to use the sniffer (physically
within the range of the client at all times) to capture all packets related to the client
for the analysis. During the authentication, probe, authentication, and association
management frames are exchanged between the AP and the mobile client. By
capturing every management frames from the radio medium with timestamps, we
measure the authentication delay defined as the time interval between the moment
the sniffer receives the first probe request sent by the client to the moment the
sniffer receives the association response sent to the client by the AP. We derive
the delay from timestamps of frames received at the sniffer, this can only give us
an approximation of the L2 authentication delay and not a precise value. For each
configuration, the capture is performed 30 times to obtain a representative average
and the 95% confidence interval for the authentication time.
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Wireless Network Environment
All the experiments are performed in the WINGLab at Aalborg University. The
following equipment is used:
• Mobile Client Setup: The mobile station operating Windows XP is a Compaq laptop Armada 1700 Intel P2, 266 MHz 288 MB RAM equipped with
a CISCO Aironet card 350, 802.11b.
• Sniffer: The sniffer is a LifeBook from Fujitsu-Siemens with Intel Pentium
M 1,500 MHz and 760 MB RAM equipped with a CISCO Aironet card 350,
802.11b. The WLAN card is in the monitor mode enabled on a linux kernel
2.6. The frames are captured using kismet and Ethereal [30].
• AP: The AP is a CISCO AP 350.
Results
The results are obtained for 128-bit WEP keys and in a low FER environment (i.e.
approximately 1%). Figures 5.5 and 5.6 show the results obtained for the different
configuration cases ranked according to their security levels:
1. Defaults settings
2. MAC filter
3. SKA + WEP
4. OSA + WEP 3
The average authentication delay seems to slowly increase with the security
level of the configuration for the 802.11b specified protocols (i.e. excluding the
MAC filter). The confidence intervals at 95% in Figure 5.5 show that the average
authentication delay measured among the 30 samples is a reasonable estimate of
the true average delay for most configurations.
VoIP users wishing to start a call have to wait a certain amount of time before
the session can actually start. This time is related to the authentication delay and
the session signalling/setup delay. As evaluated in chapter 5, the session setup
delay seems acceptable at 1% FER. Therefore, even for the L2 authentication
protocol with the highest security level, in a 1% FER situation, the waiting time
is acceptable for the user’s satisfaction.
In Figure 5.6, we show the proportion of the authentication delay that is due to
scanning, i.e. the detection of the APs, for each configuration case. The scanning
3 OSA

+ WEP has same security level as SKA + WEP.
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Figure 5.6: Average link layer authentication delay and average scanning delay
(1: default, 2: MAC filter, 3: SKA + WEP, 4: OSA + WEP)
delay seems to be a dominant contributor to the L2 authentication delay as defined
here, with the following percentages (in average):
1. Defaults settings: 89% (standard deviation: 10%)
2. MAC filter: 88% (standard deviation: 4%)
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3. SKA + WEP: 79% (standard deviation: 9%)
4. OSA + WEP: 85% (standard deviation: 8%)
Such proportions also appear in handover scenarios as seen in [9] but our results show that it is not limited to handover situations and to the use of a null
authentication protocol (OSA). For all L2 authentication protocols, most of the
authentication delay is due to the detection of the surrounding APs current channel. Indeed, during the scanning process, the client sends probe requests and waits
for probe responses for certain amount of time – MinChannelTime. If no response
is received when MinChannelTime exprires, the client switches its channel to send
a new probe request. Otherwise the client remains on the same channel for MaxChannelTime to let the opportunity for other AP to send probe responses. When
MaxChannelTime expires, the clients processes the received probe responses and
repeats the same procedure on the next channel. After scanning all frequencies
in the ChannelList, the client chooses the AP to connect to. This procedure does
not appear time-efficient. One way of enhancing the scanning delay would be to
adaptively set the number of channels to scan and the Min/MaxChannelTime depending on the number of surrounding APs, the round trip times and the quality
of the wireless link (e.g. FER).
The delays obtained from the measurements result from an ideal situation with
low FER, interference free and a quality of the wireless link stated as “good” by
CISCO Aironet software. During the measurements, there was no devices that
could create interferences in the unlicensed band: Bluetooth devices, microwave
ovens, other active APs.
A crucial affecting factor may be the number of users wishing to log on the
AP at the same time and the number of active APs. The number of active users
and active APs can significantly affect the L2 authentication delay and especially
the scanning delay.
The numerical results shown for low FER are in the same range and compliant
with the measurement results obtained.

5.8

Concluding Remarks

In this chapter we have presented the link layer authentication delay obtained
from an analytical model based on random FER and from the measurements in
WLAN 802.11b. The results show the direct impact of authentication on the user
satisfaction before and during the VoIP session. Before the session the user has
to wait for the link layer authentication delay to be granted access to the network.
When handovers happen during the session, the user needs to be re-authenticated
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and this may increase the handover delay resulting in disruption of the ongoing
session.
The L2 authentication delay depends on the type of L2 authentication implemented. We have evaluated analytically and experimentally the different configurations available in the CISCO WLAN security suite. These configurations have
also been ranked according to their security levels with a method taking into the
account the potential attacks and the risks they involve. This ranking is coupled
with the link layer authentication delay. The tradeoffs between security level and
QoS level have thus been identified.
Furthermore, the major contributor to the link layer authentication delay
is the scanning time needed to detect the surrounding AP. This can be improved further by adaptively setting the number of channels to scan and the
Min/MaxChannelTime in respect to the number of surrounding APs, the round
trip times and the quality of the wireless link (e.g. FER) to achieve acceptable
waiting time for users and seamless handovers.
To characterize further the authentication delay, an increasing number of users
can be considered and the resulting congestion may be evaluated in a future work
to observe their potential effect. The future work will also take into account the
influence of multiple active APs and of pre-authentication.
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Chapter 6
Impact of Signalling on Real-Time
Services: SIP Session Setup Delay
6.1

Introduction

Networks based on Internet protocol (IP) have become ubiquitous in the recent years, thus creating an increasing popularity for voice over Internet protocol
(VoIP) communications. VoIP technology has been subsequently deployed rapidly
in the wireline segment and is expected to have similar impact in wireless networks. As mentioned in chapter 3, four major factors are responsible for the
growing interest in VoIP services over wireless networks:
• The business interest [1]
• The universal presence of IP [1]
• The shift from circuit-switched to packet-switched architecture [1]
• The wide acceptance and need for wireless speech services
Voice and data traffic are usually treated separately in both 2G and 2.5G wireless networks. While voice traffic is assigned to the circuit-switched infrastructure, the data traffic is passed on to the packet-switched architecture, for example,
in the general packet radio service (GPRS) system. With advances in the packet
switching technology, especially with the deployment of VoIP, both speech and
data traffic can be carried by the same IP-based packet-switched infrastructure.
The 3G partnership projects (3GPP and 3GPP2) have proposed the integration of
IP-based wireless multimedia services within the third generation telecommunication system (3G). Specifically, the IP multimedia subsystem (IMS) has been
adopted by 3GPP for universal mobile telecommunication system (UMTS) Release 5 [2] and by 3GPP2 for CDMA2000 to support packet-based multimedia
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services such as VoIP. The IMS domain is designed to be independent of the access network and can also function with WLAN systems. IMS can be seen as
an overlay control network, which makes use of the underlying packet-switched
infrastructure for conveying signalling and user date. There is thus an architecture
able to support VoIP in wireless heterogeneous networks. However, the extension of VoIP to the wireless world faces some challenges due to the nature of the
wireless link.
Unlike its wireline counterpart, the wireless access network is highly erroneous due to fading, shadowing and interferences. This may result in a frame
error rate (FER) as high as 10% [3]. To cope with such a high FER in 3G systems
(e.g. UMTS and CDMA2000) and in WLANs, the data link control (DLC) layer
of wireless access part includes along with the medium access control (MAC), a
radio link protocol (RLP) [4] or a radio link control sub-layer. The purpose of
this sub-layer is to provide extra reliability to the layer 2 on top of MAC through
an automatic repeat request (ARQ) protocol, because the link layer was primarily
designed for wireline access networks, experiencing much less loss. In some systems, this sub-layer can work in transparent and non-transparent. In transparent
mode, the extra-reliability is not provided.
An important aspect of VoIP services over wireless links is the signalling.
In the GSM system, the voice traffic is circuit-switched and supported by the signalling system 7 (SS7). For packet-switched voice, mainly two signalling schemes
have appeared. The first one is H.323, specified by International Telecommunication Union standardization group (ITU-T), for the implementation of multimedia
services over packet-based networks. The other one is the session initiation protocol (SIP), developed by the Internet Engineering Task Force (IETF) and adopted
in the IMS domain. “SIP is an application-layer control protocol that can establish, modify and terminate multimedia sessions or calls” [5].
While VoIP quality has been extensively studied in [6–12], session setup time
for VoIP over wireless systems has received relatively less attention. However, it
is important to note that the session setup time has a direct impact on user satisfaction: the user is used to waiting for a ringback tone during a maximum of
11s as specified in [13] and expects to experience the same even if the underlying
technology is different. The session setup delay defined in this chapter is the time
interval between the transmission of the initiation message and the establishment
of the connection, it encompasses the ringback. The session setup requires a timeefficient robustness to cope with the high error rates experienced on a wireless
link. This is a way for encouraging a wide acceptance of VoIP over wireless systems. In [14] the session setup delay over the wired Internet is evaluated based on
user datagram protocol (UDP) traces for H.323 and SIP using simulations. In [15]
simulations are performed to assess the delay introduced by the transport layer
(for UDP, transport control protocol (TCP) and for stream control transmission
88

Chapter 6. Impact of Signalling
protocol (SCTP)) carrying SIP signalling. The study in [16] investigates through
simulations the SIP session initiation delay in the 3GPP context.1 In [17] the call
setup time in SIP-based videotelephony is analyzed using a 3G network emulator
to measure post-dialing delay, answer-signal delay and call-release delay. In an
important study [3] the performance of H.323 over wireless links is evaluated in
terms of average call setup delay, considering the link layer retransmissions. Two
factors have a major impact on the performance of SIP and on the session setup
delay, namely, the physical channel and the underlying protocols used by SIP.
These two elements, usually studied separately, should be considered together for
an accurate evaluation of the performance as done in [18, 19]. In this chapter, we
study the session setup delay for SIP used with UDP and TCP under different
error processes. For all evaluations, we take into account the packet queuing due
to load of the different SIP servers. The average queuing delays of the different
servers, source and destination terminals are investigated using M/M/1 and M/G/1
queues [13] to give a more complete and accurate evaluation of the SIP session
setup delay.
The first need is to model the wireless fading channel. Channel models used
to evaluate the performances of protocols must reflect the physical layer characteristics in order to obtain meaningful results. Simplistic models may lead to
unrealistic results. Most of the models that are used for the study of delay performances assumed that the errors are independent and identically distributed (i.i.d.).
Channel errors are assumed to be independent from slot to slot. This a reasonable assumption for systems operating in the unlicensed band (due to collisions,
interferences and fading) and for systems using interleavers that randomize the
errors. One part of our evaluation and optimization study for SIP session setup is
based on random errors and we therefore derive the session setup delay for SIP
over various underlying protocols under such channel error process. The wireless model used is similar to that suggested in [3, 21, 22]. Though it is mentioned
in [3] that the analytical model developed therein is readily extendable for SIP,
this issue is perhaps more complex than it seems in a first glance. Note that in [3]
H.323 requires a real-time transport control protocol (RTCP) to synchronize multiple media streams and two TCP sessions to be opened. In this chapter only one
type of media (speech) is considered, therefore there is no need to use RTCP with
SIP. On the other hand SIP can use any transport protocol while H.323v1 and 2
must use TCP for call signalling and media control as stated in [23]. In this study
we particularly consider performance of SIP in conjunction with both the reliable
TCP and the unreliable UDP.
1 Kist et al. define the session initiation delay as the period of time between the instant the
originator of a session triggers the “initiate session” command and the instant the initiator receives
a message informing that the other party has been alerted. This is not what we consider here.
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However the radio channels can suffer also from correlated multipath fading
with bursty frame errors. Errors are then likely to be clustered and to occur in
bursts on both the forward and reverse channels. This type of channel can be very
well approximated by a two-states Markov model, also called Gilbert-Elliot model
[24] as shown in chapter 4. More accurate models can be found but in many cases
the increased complexity incurred does not justify the additional insight obtained.
The second part of our evaluation and optimization study for SIP session setup
takes into account different correlated error conditions derived from the GilbertElliot model. We investigate the impact of the FER and the burstiness of wireless
links on the performance of SIP over UDP and TCP.
Our evaluations under different error conditions show high session setup delays for SIP. The optimization of the session setup delay is performed using various techniques: compressed SIP messages, adaptive retransmission timers, and
link-layer retransmission strategies. We consider that the SIP messages are compressed using SigComp [25].
In this chapter to reduce the session setup delay we propose the implementation of a novel adaptive retransmission timer that is adjustable to the SIP transaction at the SIP and at the TCP level. Note that to overcome losses at the session
and the transport layer, timers are set to trigger retransmissions of unacknowledged messages and therefore permit detection of lost messages. But the timers
increase the delay in case of lost messages.
Moreover, two link-layer retransmission strategies are investigated in order to
select the most time-efficient scheme: one selective repeat ARQ scheme that increments the number of retransmissions in every trial and another one that involves
one retransmission per trial. In [21, 22, 26] the TCP/RLP coordination is specifically studied for a wireless link with random errors, and in [3], H.323/TCP/RLP
stack is evaluated for the setup of a VoIP session under the same assumptions.
In [27] the performance evaluation using simulations is done over correlated fading channels, but it is limited to the TCP/RLP protocol stack. Also, a study exclusively on RLP performances using the Hidden Markov models for the fading
channels has been presented in [28]. In this chapter the focus is on the choice
of protocol stack to optimize the VoIP session setup delay under various error
conditions. Assuming a random error process or a time-varying channel state using a two-state Markov model, we evaluate SIP/UDP/RLP, SIP/TCP/RLP and
H.323/TCP protocol stack (for two RLP schemes) in order to compare the resulting session setup delay.
The main emphasis of this chapter is on the optimization of SIP session setup
time over different error processes using various underlying protocols and an
adaptive retransmission timer.
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The rest of the chapter is organized as follows. We provide an overview of
the packet loss recovery techniques for SIP in section 6.2. Section 6.3 defines the
session setup delay. In section 6.4 the performance of SIP session setup over a
random error channel is analyzed and evaluated for both TCP and UDP and finally compared with the performance of H.323. Section 6.5 provides the analysis
and evaluation of SIP session setup over correlated fading channels for the various
underlying protocols and gives the comparison of SIP and H.323 session setup delays. In section 6.6 we propose some optimization techniques that consider compressed SIP messages, use link layer retransmissions and adaptive retransmission
timers; and we show the results obtained when such techniques are applied in random error channels and time-varying error channels. The last section presents the
concluding remarks.

6.2

SIP Reliability Mechanisms

To ensure the reliable delivery of SIP requests and responses involved in various transactions, retransmission mechanisms are used at the user agent client and
server.

6.2.1 The Client Side
The client-side transaction consists of the user agent client (UAC) sending for
instance the INVITE request and receiving the 183 response. The UAC is aware
of the successful transmission of the INVITE request as soon as it receives the
183 response. If SIP messages are carried over UDP, the UAC retransmits the
INVITE request after an interval that lasts Tr(1) seconds and doubles after each
retransmission. The SIP timer Tr(1) is an estimate of the round-trip time and its
default value is 500 ms but it is recommended to be larger in case of high latency
access links as stated in [5]. The retransmissions cease upon the reception of a 183
provisional response or a 200OK final response at the user agent client or after 7
transmissions of the INVITE request.
For reliable transport protocols such as TCP, there is no retransmission mechanism at the application layer; this is handled by the transport layer. Eac h endpoint has to acknowledge the data it receives from the other endpoint. But data
segments and acknowledgements can get lost. TCP handles this by setting a timer
when it sends data and if the data is not acknowledged when the timer expires, it
retransmits the data [6]. The default value for the first TCP retransmission timer
is usually 1–1.5 s [29]. But for any type of transport protocol the retransmissions
of requests cease when the timer reaches 26 · Tr(1) seconds (i.e. 7 transmissions).
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6.2.2 The Server Side
The server-side transaction consists of the user agent server (UAS) sending for
instance the 200OK response and receiving an ACK request. The UAS is aware of
the successful transmission of the 200OK response and of the beginning of the call
when it receives the ACK request. The retransmission mechanism at the UAS is
identical to the one at the client side for reliable and unreliable transport protocols.
In addition, each 200OK being received at the UAC triggers the transmission of
an ACK request.

6.3

Session Setup Delay

Several delays can be considered to assess the Quality of Service of signaling
protocols: post-dial delay, dial-to-ring delay, post-pickup delay [14] and session
setup delay. This chapter investigates the session setup delay defined as the period
between the instant the user agent client triggers the session initiation with an
INVITE request and the instant the user agent server has been alerted that the client
received the server’s agreement upon the session (reception of ACK request at the
user agent server). It encompasses the time that it takes for the callee to pick up the
phone. According to [14], this time is around 8.5 s in average for completed calls.
The SIP session setup is the completion of all the transactions from the
INVITE and to the ACK transactions which can be seen as an accumulation of
the client-side and server-side transactions. The SIP session setup delay is thus
considered as the cumulative delay for the completion of the transactions at the
client side and at the server side. The session setup delay depends on a number
of factors. The most obvious factors are the transmission delay over the transport
network that may experience losses and the queuing delays. The transmission
delay can be affected by the underlying protocols used (UDP, TCP, ARQ) and
their error recovery strategies. The queuing delay depends on the load of the
different servers involved in the communication path.
We do not take into account delays due to domain name server (DNS) look-ups
and bearers reservations

6.3.1 Transport Protocols
If SIP is used over UDP in IMS, the simple exchange illustrated in Figure 3.7
is needed to set up the VoIP session. Retransmissions are ensured by SIP using
an exponential back off timer (see sections 6.2.1 and 6.2.2). Therefore, the total
session setup delay for SIP over UDP is the time needed for all messages involved
in the various transactions to be successfully received by the UAC and the UAS.
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Figure 6.1: Session setup of SIP over TCP in the IMS domain

If SIP is used over TCP and a TCP connection is not already available, the TCP
connection should first be established by the exchange of SYN/SYN-ACK/ACK
messages. Then, the SIP messages are exchanged as illustrated in Figure 6.1. In
this case, the total session setup delay for SIP over TCP is the addition of the
setup time of the TCP session and the successful transmission time of all the SIP
messages necessary to establish a VoIP session.

6.3.2 Automatic Repeat Request: Radio Link Protocols
RLP in non-transparent mode is a pure negative acknowledgement (NAK)-based
selective repeat ARQ protocol. RLP allows the retransmissions of frames at the
link layer following various time-efficient strategies. Therefore, the use of SIP
over RLP can reduce the effect of FER on the session setup time and can increase
the reliability over the wireless link.
When the RLP receiver finds a frame in error or missing, it sends back a NAK
requesting the retransmission of the erroneous frame. NAKs are sent in the next
radio frame (time slot) after reception of the erroneous frame. At the sender, each
NAK received correctly triggers the retransmission of the frame requested in the
NAK. This retransmission is done in the next time slot after the reception of the
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3 NAKs(K+1)
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Figure 6.2: The RLP scheme (1, 2, 3)

NAK. This is illustrated in Figure 6.2. RLP classifies RLP frames into three priority classes. These are as follows, with highest priority first [4]:
• RLP control frames (such as NAK)
• Retransmitted data frames (i.e. data frames being re-sent in response to
received NAK control frames)
• New data frames (i.e. data frames being sent for the first time)
In RLP, the number of NAK rounds and the number of NAKs sent in a round
can be chosen to optimize the delay performance. In this chapter, we investigate
RLP (1, 2, 3) and RLP (1, 1, 1, 1, 1, 1). The total number of retransmissions for
the two schemes is the same (i.e. six) with the difference that (1, 2, 3) performs six
retransmissions in three rounds while (1, 1, 1, 1, 1, 1) achieves this in six rounds
of NAKs. RLP introduces 6 bytes overhead per frame. For detailed information
on RLP, refer to [4].

6.4

Evaluation of SIP Session Setup Delay
over Random Error Channels

For this analysis, we use a simple session setup messages flow of SIP as depicted
in Figure 3.7 for UDP and Figure 6.1 for TCP. The following assumptions are
made about the end-to-end SIP session:
• All the errors are detected thanks to a cyclic redundancy code (CRC).
• Admission control, fault-tolerance of the SIP servers, and their availability
are out of the scope of this chapter.
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Wireless Link
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User Agent Server

Figure 6.3: Link model

• Delays introduced by the SIP registrations, the DNS look-ups and the bearer
reservations are not considered.
• Packet losses generated by network congestion and buffer overflows are not
considered.
• In-order packet delivery is taking place so that no retransmissions take place
due to out-of-order packets.
• TCP is assumed to operate in an interactive mode. The delayed acknowledgement mode, selective acknowledgement option and fast retransmit/recovery
mode of TCP are turned off. TCP always times outs whenever a packet is lost
(i.e., it never does fast retransmit). This is reasonable due to the transactional
nature SIP (i.e. request-response nature). TCP connection is not already
available and opened. We assume that SIP messages are carried by one TCP
segment.
• The called party answers almost immediately after the ringing tone.
Figure 6.3 represents the link model used in this section and in section 6.5.
The link between the UAC and the UAS consists of a wireless part and a wired
part. Since our work focuses on the impact of the wireless channel on the SIP
session setup delay, the connecting node (e.g. AP or Node B) is assumed to have
an infinite buffer capacity so that packet loss due to congestion is not considered.
This is a reasonable approximation for wireless environment where packet loss is
mainly due to the high FER.

6.4.1 Transmission Delay for SIP over UDP
SIP Retransmission Timer
The SIP back off timer for the ith transmission Tr(i) doubles after each retransmission. Hence:
(6.1)
Tr(i) = 2i−1 · Tr(1)
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The initial retransmission timer Tr(1) is an estimate of the round-trip time and its
default value is set to 500 ms but it is recommended to be larger (1–2 s) in case of
high latency access links as stated in [5].
Probability of Retransmission
Let p be the probability of a frame being erroneous in the air link. As mentioned
in section 4.2, with k frames contained in one UDP packet, the packet loss rate is
(1 − (1 − p)k ).
The probability of retransmission q is the probability of a transaction having failed: this means that the first packet sent (INVITE request containing k1
frames) is lost or that the first packet is received but the response (183 containing
k2 frames) is lost. Therefore the probability of having a retransmission of INVITE
during a client-side transaction follows Equations 4.2 and 4.3:
q = (1 − (1 − p)k1 ) + (1 − (1 − p)k2 ) · ((1 − p)k1 )

(6.2)

q = 1 − ((1 − p)k1 +k2 )

(6.3)

For each transaction, the value of q changes to reflect the number of frames contained in the packets exchanged.
Transmission Delay
The packet propagation delay is D + (k − 1)τ as mentioned in section 4.2 where τ
is the inter-frame time, being the time interval between the transmissions of two
consecutive frames, and D as the frame propagation delay.
Let Nm be the maximum number of transmissions allowed. The average (nori
for the successful transmission of the ith UDP datagram
malized) delay T tUDP
follows Equation 4.4 incorporating Equation 6.1:
i
=
T tUDP

1
· [(1 − q)(D + (k − 1)τ)
1 − qNm
+ (1 − q)q(Tr(1) + D + (k − 1)τ)
+ (1 − q)q2 · (3Tr(1) + D + (k − 1)τ) + · · ·

+ (1 − q)qNm−1 · ((2Nm−1 − 1)Tr(1)
+ D + (k − 1)τ)]
= D + (k − 1)τ − Tr(1)
+

(1 − q)(1 − (2q)Nm ))
· Tr(1)
(1 − qNm )(1 − 2q)
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The SIP session setup consists of the successful completion of all transactions.
Therefore, the total transmission delay for setting up the session is the addition of
the transmission delays for all the N messages necessary to set up a VoIP session
using SIP over UDP. The average session setup delay T tUDP is given as:
N

i
T tUDP = ∑ T tUDP

(6.5)

i=1

6.4.2 Transmission Delay for SIP over TCP
TCP Retransmission Timer
For the connection establishment, the retransmission timer is initialized to 6s for
a new connection and the successive valuers are 24 and 48 s. After 3 attempts and
75 s after the first transmission, the establishment is aborted.
For the SIP data, the TCP timer is based on measurements of the round-trip
time of a TCP segment. However, an initial timer is needed for the first TCP
packet to be sent. According to [29], the initial timer is set to 1–1.5 s. It follows an
exponential back-off mechanism: the retransmission timer for the ith transmission
Tr(i) doubles after each retransmission, following therefore Equation 6.1.
Transmission Delay
For TCP, the SIP user agent follows TCP specifications to retransmit messages
until an acknowledgement is received. The TCP segments carry SIP messages in
their payloads.
The total session setup delay is the addition of:
• The transmission delays of the messages necessary for establishing one TCP
session (SYN/SYN-ACK/ACK).
• The transmission delays for the SIP messages necessary to set up a VoIP
session.
The probability of retransmission q is as mentioned in Equation 8.11. The
average delay for transmitting successfully an ith TCP segment is analogous to
the one for UDP expressed in Equation 8.12. The total session setup delay is :
N

i
T tTCP = ∑ T tTCP

(6.6)

i=1

where N is the total number of TCP segments necessary to establish the VoIP
session using SIP.
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6.4.3 Queuing Delays
In this section, we determine the queuing delays of a SIP message at the source,
the intermediate CSCF servers, and the destination. We consider a simple M/M/1
queuing model at the user agent client (UAC) and at the CSCF servers; and a
simple M/G/1 model for the user agent server (UAS) because while UAC and
CSCFs perform dedicated tasks, the destination may be serving a variety of nonSIP related tasks with a general service distribution time. We assume that multiple
UACs are served by the CSCF servers. So, the SIP message arrival rate at the UAC,
λM , is a fraction of the SIP message arrival rate at the CSCF servers, λ: λM ≤ λ.
Using results from the queuing theory [13], the average queuing delay at the
UAC T qUAC is the following:
T qUAC =

1
µ − λM

(6.7)

where µ is service rate of the SIP message at UAC. The average queuing delays
at the P/I/S-CSCF follow the same expression:
T qP−CSCF = T qI−CSCF = T qS−CSCF =

ρs
λ(1 − ρs )

(6.8)

where ρs is the destination and the CSCF servers’ loads. Finally, the queuing delay
at the destination is obtained using the result of a non-preemptive priority-based
M/G/1 queue [13]. We want to evaluate the SIP message queuing delay, therefore
we only consider the messages having higher priority than SIP ones and ignore
the lower priority messages. The queuing delay at the destination is the following:
T qUAS =

1
µs (1 − ρ0 − ρs ) + R

(1 − ρ0 ) + (1 − ρ0 − ρs )

(6.9)

where ρ0 is the load at the destination for non-SIP messages, µs is the service rate
of SIP messages at the destination. The value R equals λ0 X̄12 + λs X̄s2 /2 where X̄s2
and X̄12 are the second moments of µs and the service rate of non-SIP messages at
the UAS µ0 , respectively.

6.4.4 Session Setup Delay Expressions
The session setup delay is the cumulative delay of the transmission and the queuing delays. Therefore, the average session setup delay with N necessary messages
is as follows:
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TSession = N · T qUAC + T t + NSIP · T qP−CSCF
+ NSIP · T qI−CSCF + NSIP · T qS−CSCF
+ N · T qUAS

(6.10)

where T t varies reflecting the transport and radio link protocols used to convey
SIP messages (i.e. T tTCP and T tUDP ).

6.4.5 Numerical Results
This section presents the results of the average session setup delay for SIP over
various transport protocols.The number and the size of the messages exchanged
affect the average session setup delay.
For the evaluation, the approximate size for each SIP message is obtained from
packets captured by the protocol analyzer Ethereal [30] in our experimental testbed. The number of frames is needed in each case and we take into consideration
four types of channel 9.6, 19.2, 64 and 128 kbps. 3G systems offer bandwidth
higher than 10 Mbps. If such bandwidth is used to setup the session, the delay is
drastically reduced. But as bandwidth is a scarce resource that is partially used for
signalling, it is more relevant here to investigate smaller bit rates that are likely
to be used for signalling and to highlight the factors involved in the optimization
techniques. Also for a bit rate higher than 400 kbps, SIP messages can be sent in
a single frame and the session setup delay hits then its lower bound. Furthermore,
the model used here is easily extendable for variable bit rates if the FER is fixed.
The number of frames for each message and channel bit rate is given in
Table 6.1 for SIP over UDP and in Table 6.2 for SIP over TCP. The values of the
frame propagation delay D and the inter-frame time τ are set as in [3] respectively
100 and 20 ms. The inter-frame time could also be set to reflect a specific system:
τ = T T I(transmissiontimeinterval) = 10, 20, 40, 80 ms in UMTS terrestrial radio

Table 6.1: Messages size and number of frames for SIP over UDP session setup
Messages Payload Message # frames # frames # frames # frames
size
size
9.6 kbps 19.2 kbps 64 kbps 128 kbps
(bytes) (bytes)
SIP INVITE 700
728
37
19
6
3
SIP 183
835
863
44
23
7
4
SIP PRACK 558
586
30
16
5
3
SIP 200OK 545
573
29
15
5
3
SIP 180
349
377
19
10
3
2
SIP ACK 300
328
17
9
3
2
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Table 6.2: Messages size and number of frames for SIP over TCP session setup
Messages
Payload Message # frames # frames # frames # frames
size
size
9.6 kbps 19.2 kbps 64 kbps 128 kbps
(bytes) (bytes)
TCP SYN
74
114
6
3
1
1
TCP SYN-ACK 74
114
6
3
1
1
TCP ACK
66
106
6
3
1
1
SIP INVITE 700
740
37
19
6
3
SIP 183
835
875
44
23
7
4
SIP PRACK 558
598
30
16
5
3
SIP 200OK
545
585
30
15
5
3
SIP 180
349
389
20
10
3
2
SIP ACK
300
340
17
9
3
2
TCP ACK
66
106
6
3
1
1
access network (UTRAN), τ = T T I = 2 ms using high speed downlink packet
access (HSDPA). D comprises the Internet delay which depends on the number
of routers and the type of links in the path of datagram transmission. It is rather
difficult to standardize such heterogeneous transmission paths and compute the
transmission delay. For this reason we have assumed the one-way Internet delay
over the wired network to be constant, equal to 100 ms.
For SIP over TCP and UDP, the maximum number of transmissions Nm should
be carefully chosen so as to comply with the specifications (Nm = 7).
Concerning the queuing delay, we assume that the service rate at the CSCF
servers and at the destination are the same (i.e. µs = µ). Also we assume the SIP
message arrival rate at the UAC λM to be 10% of λ, the SIP message arrival rate at
the servers. The computation of the destination queuing delay involves the second
moment of the destination service rate. We assume the standard deviation σ of
these service rates is 5% of the mean. Now X̄12 = E[X1 ]2 and X̄s2 = E[Xs ]2 , also
E[X1 ]2 = σ21 + (E[X1 ])2 and E[Xs ]2 = σ2s + (E[Xs ])2 . Substituting µs and µ0 , for the
E[Xs ] and E[X1 ] leads to R = 0.501[ρ20 + ρ2s ]. The other system parameters values
are the following:
µ = 4 ∗ 10−4 s
λ
ρs =
µ
ρ0 = 0.7
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SIP over UDP
Table 6.1 shows the size of the SIP messages carried in UDP datagrams and the
number of frames per datagram for all channels. We assume that each UDP datagram is carried over one IP packet. The overall header is assumed to be 28 bytes
(20 bytes for IP header and 8 bytes for UDP header).
The average session setup delay using a fixed retransmission timer of 2 s is
computed for all channels and is shown in Figure 6.4.
The average session setup delay is evaluated at various FER between 0–10%.2
However, the session is established for VoIP and voice services are supported if
the FER is between 1% and 3%. Results for 1% FER are presented in Table 6.3.
Table 6.3 shows that the SIP session delay is compliant with ITU-T recommendation [13] if the bandwidth is higher than 19.2 kbps.
The proportion of the session setup delay that is due to the queuing is relatively
small: 0.6136 s for SIP over UDP and all channels.
Figure 6.4 shows that if the bandwidth of the channel doubles (from 9.6 to
19.2 kbps), the session setup delay is reduced by 15–65% (40% in average). If the
bandwidth is multiplied by 6 (from 9.6 to 64 kbps), the session setup delay drops
down by 70–95% (85% in average). For a bandwidth of 128 kbps, more than 12
times higher than 9.6 kbps, the session setup delay reduces by 93% in average.
session setup delay for SIP over UDP
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session setup delay [s]
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for 9.6kbps
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for 64kbps
for 128kbps
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0.08

0.1

FER

Figure 6.4: Average SIP session setup delay in 9.6, 19.2, 64 and 128 kbps channels
for SIP over UDP
2 FER

can be as high as 20% depending on the type of underlying system considered. But here
we decided to focus on a FER up to 10%
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SIP over TCP
Table 8.1 shows the size of the SIP messages carried in TCP segments and the
number of frames per segment for all channels. We assume that each TCP segment
is carried over one IP packet. The overall header is assumed to be 40 bytes (20
bytes for IP header and 20 bytes for TCP header).
Figure 6.5 illustrates the average session setup delay for the all channels. Results for 1% FER are presented in Table 6.3 to show the comparison between the
performance of SIP over UDP and SIP over TCP.
The proportion of the session setup delay that is due to the queuing is higher
than for UDP: 1.0227 s for all channels. This is due to the higher number of
messages involved in the session setup with TCP.
Doubling the bandwidth of the channel (from 9.6 to 19.2 kbps) reduces the
session setup delay from 20% to 70% (44% in average). If the bandwidth is multiplied by 6 (from 9.6 to 64 kbps), the session setup delay drops down by 70–95%

Protocols

UDP
TCP

Table 6.3: Comparison UDP vs. TCP for FER = 1%
Session setup Session setup Session setup Session setup
delay [s]
delay [s]
delay [s]
delay [s]
for 9.6 kbps for 19.2 kbps for 64 kbps
for 128 kbps
25.7
8.5
2.36
1.54
30.52
10.53
3
2.1
session setup delay for SIP over TCP
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Figure 6.5: Average SIP session setup delay in 9.6, 19.2, 64 and 128 kbps channels
for SIP over TCP
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(87% in average). For a bandwidth of 128 kbps, more than 12 times higher than
9.6 kbps, the session setup delay reduces by 94% in average.
UDP vs. TCP
Figure 6.6 shows that the session setup delay of SIP over TCP is higher than
the one over UDP at any FER. Figure 6.6 depicts also the session setup delay
of SIP over TCP excluding the TCP connection establishment. We can thus see
that for a high FER, TCP gives a delay up to 30% longer due to the TCP session
setup. However if the SIP session setup is performed using a TCP session that is
already open, the session setup delay of SIP over TCP is almost as long as the one
over UDP.
In these evaluations, we do not take into consideration the congestion of the
network. However, it is important to note that the simulations exposed in [15]
reveal that in heavy traffic load situations the fast retransmit procedure and the
congestion control of TCP make the transport of SIP signalling with TCP more
efficient than the one with UDP.
Table 6.3 shows that independently of the channel bandwidth, for 1% FER,
the session setup delay of SIP over UDP is 15–25% shorter than the one over TCP
(including the TCP connection establishment).
SIP vs. H.323
H.323 protocol is the competitor of SIP for establishing VoIP sessions. In this
section, we compare both protocols over the FER model described previously.
SIP session setup delay UDP vs. TCP for 9.6kbps
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Figure 6.6: Comparison of SIP over UDP vs TCP in a 9.6 kbps channel
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SIP vs. H.323 w/o RLP for 19.2kbps
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Figure 6.7: SIP vs. H.323 for SIP session setup delay in a 19.2 kbps channel

H.323 messages are mainly carried over TCP and IP and that is what we consider
here. The session setup in H.323 for a regular call involves multiple messages
from its underlying protocols like H.225 [31] and H.245 [32]. Figures 3.2 and 3.3
describe the message flows in H.225 and H.245 respectively. Two different TCP
sessions are established for H.225 and H.245 procedures. The size of the H.323
messages needed to compute the session setup delay are taken from [3]. The
evaluations are made for the regular H.323 session setup. The maximum number
of transmissions allowed is 10 for H.323.
In a 19.2 kbps channel, H.323 session setup delay is slightly shorter than SIP
one for a FER between 1% to 4%. But for FER higher than 4%, SIP outperforms
H.323. Moreover the H.323 session setup time grows exponentially faster than
SIP one because a maximum of 10 transmissions are allowed for H.323 while it is
7 transmissions for SIP. This comparison shows the considerable influence of the
number of messages necessary to open a session and of the maximum number of
transmissions allowed on the delay performances of the signalling protocol.

6.5

Evaluation of SIP Session Setup Delay
over Correlated Fading Channels

In this section, we perform the analysis for SIP session setup delay over correlated
fading channels. One can get overly optimistic predictions when ignoring the
time-varying error behavior of the channel in absence of interleaver and fast power
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Figure 6.8: Frame-level two-state Markov model

control. For this analysis, we take the same assumptions as listed in section 6.4.
We use the Glibert-Elliot frame level model shown in Figure 6.8 described in
section 4.3 to characterize the errors in the channel. The model is again illustrated
here as a reminder.
We define (1 − r) and s as the probabilities that the transmission of frame i
is successful given that the transmission of the frame (i − 1) was successful or
unsuccessful respectively.

6.5.1 Transmission Delay for SIP over UDP
SIP Retransmission Timer
The SIP back off timer follows Equation 6.1.
Probability of Retransmission
A retransmission occurs when a packet is erroneous or lost. The packet error rate
(PER) is expressed as in Equation 4.12:
PER(k) =

k−m− j s j )
∑k−m
j=0 1 − ((1 − r)
k−m+1

(6.11)

where j is the index reflecting the position of the burst in the packet; k is the
number of frames in the packet; and m is the burst length which depends on the
degree of correlation and the FER.
The probability of retransmission q is the probability of a transaction having failed: this means that the first packet sent (INVITE request containing k1
frames) is lost or that the first packet is received but the response (183 containing
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k2 frames) is lost. Therefore the probability of having a retransmission of INVITE
during a transaction is as Equation 4.13:
q = PER(k1 ) + PER(k2 )(1 − PER(k1 ))

(6.12)

For each transaction, the value of q changes reflecting the number of frames contained in packets exchanged.
Transmission Delay
i
Let Nm be the maximum number of transmissions allowed. The delay T tUDP
for the successful transmission of the ith UDP datagram follows Equation 4.4
incorporating Equation 6.1:
i
=
T tUDP

1
· [(1 − q)(D + (k − 1)τ)
1 − qNm
+ (1 − q)q(Tr(1) + D + (k − 1)τ)
+ (1 − q)q2 · (3Tr(1) + D + (k − 1)τ) + · · ·

+ (1 − q)qNm−1 · ((2Nm−1 − 1)Tr(1)
+ D + (k − 1)τ)]
= D + (k − 1)τ − Tr(1)
+

(1 − q)(1 − (2q)Nm ))
· Tr(1)
(1 − qNm )(1 − 2q)

(6.13)

The SIP session setup consists of the successful completion of the all transactions. Therefore, the total transmission delay for setting up the session is the
addition of the delays for transmitting all the N messages necessary to set up
a VoIP session using SIP over UDP. The average session setup delay T tUDP is
given as:
N

i
T tUDP = ∑ T tUDP

(6.14)

i=1

6.5.2 Transmission Delay for SIP over TCP
TCP Retransmission Timer
For the connection establishment, the retransmission timer is initialized to 6 s for
a new connection and the successive valuers are 24 and 48 s. After 3 attempts and
75 s after the first transmission, the establishment is aborted.
For SIP signalling, the TCP timer is based on measurements of the round-trip
time of a TCP segment. As mentioned in section 6.4.2, the initial timer is set to
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1–1.5 s [29]. It follows an exponential back-off mechanism, and would therefore
be expressed by Equation 6.1.
Transmission Delay
For TCP, the SIP user agent follows TCP specifications to retransmit messages
until an acknowledgement is received.
The probability of retransmission q is as mentioned in Equation 6.12. The
average delay for transmitting successfully an ith TCP segment is analogous to
the one for UDP expressed in Equation 6.13. The total session setup delay is:
N

i
T tTCP = ∑ T tTCP

(6.15)

i=1

where N is the total number of TCP segments necessary to establish the session.

6.5.3 Queuing Delays
The queuing delays are as determined in section 6.4.3. Therefore the reader can
refer to section 6.4.3 for more information about how the queuing delays are generated.

6.5.4 Session Setup Delay Expressions
The session setup delay is the cumulative delay of the transmission and the queuing delays. It is expressed in Equation 6.10.

6.5.5 Numerical Results
This section presents the results of the average session setup delay for SIP over
different transport protocols. The bit rate considered is 9.6 kbps to give the lower
bound of the session setup delay.
The session setup time depends not only on the average FER but also on the
amount of burstiness in the channel. The session setup delay is therefore computed for different degree of correlation: highly correlated errors ( fD T = 0.02,
see Figure 4.2), weakly correlated errors ( fD T = 0.08), and almost independent
errors ( fD T = 0.2). These results are compared to the session setup delay obtained
with an i.i.d. error process. The session setup delay with an i.i.d. error process
can be generated either by setting fD T = 1 in the exposed analysis or by taking
the results obtained in section 6.4. Both methods generate overlapping session
setup delay which permits to validate to some extent the method developed for
time-varying error channels.
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At 2 GHz, low values of the Doppler frequency (i.e. 1 Hz) are typical for
pedestrian users while high values of the Doppler frequency (i.e. 100 Hz) represent
vehicular users.
The values of the delay D and the inter-frame time τ are set as in [3] respectively 100 and 20 ms. For SIP over TCP and UDP, the maximum number of
transmissions Nm is set to 7.
Concerning the queuing delays, we take the same assumptions as section 6.4.5.

SIP over UDP
Table 6.1 shows the size of the SIP messages carried in UDP datagrams and the
number of frames per datagram. The average session setup delay is shown in Figure 6.9. The average session setup delay is evaluated at various FER between
0–10%.
Figure 6.9 shows that the session setup delay obtained for the different degrees
of correlation are converging for high FERs (8–10%). For low FERs (<3%), the
longest delay is obtained when the errors are highly correlated. The more the
errors are correlated in the channel, the less FER is needed to reach the maximum
session setup delay.

session setup delay for 9.6kbps channel using SIP over UDP
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Figure 6.9: Average session setup delay in a 9.6 kbps channels for SIP over UDP
with different degrees of correlation
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SIP over TCP
Table 8.1 shows the size of the TCP segments and the number of frames per segment. Figure 6.10 illustrates the average session setup delay with different correlation channels.
The highest correlation gives the maximum session setup delay even for quite
low FER (<0.5%). The session setup delay of SIP over TCP follows the same
behavior as the one over UDP, but the session setup delay for TCP is up to 50–75%
higher than that for UDP. Moreover, the slope of session setup delay for TCP is
smoother than the one for UDP.

UDP vs. TCP
In case of i.i.d errors, Figure 6.11 shows that if the FER is less than 1%, the session
setup delay of SIP over TCP is as long as that over UDP. For a FER higher than
1%, TCP gives a delay up to 50% longer due to the TCP connection setup. This
phenomena disappears when the errors are more correlated. Indeed, for weakly
and highly correlated errors, the session setup delay for TCP is about 50–70%
higher than for UDP almost independently of the FER. However, we notice that
the more the errors are correlated, the more the session setup delay for TCP tends
to overpass the one for UDP even at low FERs.

session setup delay for 9.6kbps using SIP over TCP
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Figure 6.10: Average session setup delay in a 9.6 kbps channels for SIP over TCP
with different degrees of correlation

109

Chapter 6. Impact of Signalling
UDP vs. TCP for 9.6kbps
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Figure 6.11: UDP vs TCP for SIP session setup delay in a 9.6 kbps channel with
different degrees of correlation

Protocols

UDP
TCP

Table 6.4: Comparison UDP vs. TCP for FER = 1%
Session setup Session setup Session setup Session setup
delay [s]
delay [s]
delay [s]
delay [s]
fD T = 0.02
fD T = 0.08
fD T = 0.2
fD T = 1
204.4
116
44.7
25.7
345
182.8
52
30.52

Table 6.4 shows that for highly and weakly correlated errors (i.e. fD T = 0.02
and fD T = 0.08) at 1% FER, the session setup delay of SIP over UDP is around
40% shorter than the one over TCP (including the TCP connection establishment).
For almost i.i.d errors and random errors conditions (i.e. fD T = 0.2 and fD T = 1)
at 1% FER, the session setup delay of SIP over UDP is around 15% shorter than
the one over TCP.
SIP vs. H.323
As mentioned in section 6.4, H.323 [33] is the concurrent of SIP for establishing VoIP sessions. The session setup delay in H.323 involves multiple messages
from its underlying protocols like H.225 [31] and H.245 [32] for a regular call.
Figures 3.2 and 3.3 describe the message flows in H.225 and H.245 respectively.
Both the H.225 and H.245 messages are transmitted over a reliable transport protocol TCP. Two different TCP sessions are established for H.225 and H.245 procedures.
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H.323 vs. SIP over TCP for 9.6kbps
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Figure 6.12: SIP vs. H.323 over TCP in a 9.6 kbps channel with different degrees
of correlation
In this section, we compare SIP and H.323 performance against the channel
FER. The size of the H.323 messages needed to compute the session setup delay are taken from [3]. The maximum number of transmissions allowed is 10 for
H.323 [3].
In case of i.i.d errors in a 9.6 kbps channel, SIP outperforms H.323 for a
FER higher than 2%. Moreover the H.323 session setup time grows exponentially
faster than SIP because 10 transmissions are allowed for H.323 instead of 7 transmissions for SIP. Figure 6.12 shows that for weakly correlated errors, H.323 gives
higher session setup delay than SIP at any FER.

6.6

Optimization of SIP Session Setup Delay

To optimize the SIP session setup delay, we consider in this section compressed
SIP messages. As stated in [25], SIP messages should be compressed using mechanisms in [25, 34] when conveyed via low-rate connections.
In this section we propose to minimize further the session setup delay through
the use of an initial adaptive retransmission timer that can be implemented at
the SIP layer when SIP messages are carried by UDP and at the TCP when SIP
messages are carried by TCP.
To optimize further the session setup delay, we study link-layer selective repeat ARQ schemes such as radio link protocols (RLPs). Two RLP schemes (RLP
(1, 2, 3) and RLP (1, 1, 1, 1, 1, 1)) are investigated in order to select the timeefficient one.
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6.6.1 Initial Adaptive Retransmission Timer
Initial Adaptive SIP Retransmission Timer
The SIP retransmission timer for the ith transmission, Tr(i), doubles after each
retransmission. Hence:
(6.16)
Tr(i) = 2i−1 · Tr(1)
Equation 6.16 shows that the initial timer is the critical input parameter in the exponential retransmission mechanisms. It should therefore be considered carefully.
The initial retransmission timer Tr(1) is a crucial parameter that is of direct impact on the session setup delay and should therefore be optimized. It should not
be too short, otherwise the packet is retransmitted while a response is on the way
to be received; and it should not be too long to avoid increasing the session setup
unnecessarily if a loss occurs. Therefore, it has to be proportional to the transmission time of the messages involved in a transaction. It is function of the number
of frames k contained in the packet, of the end-to-end frame propagation delay D
and of the inter-frame time τ, being the time interval between the two consecutive
frame transmissions.
Let us consider a client-side transaction: transmission of the INVITE request
(containing k1 frames), acknowledged by the 183 response (containing k2 frames).
Hence the initial adaptive retransmission timer of this client-side transaction is:
Tr(1) = D + (k1 − 1) · τ + D + (k2 − 1) · τ + DelayQueuing

(6.17)

where queuing delays are expressed in section 6.4.3. For a server-side transaction, the value of Tr(1) changes, reflecting the number of frames contained in for
instance a 200OK (k3 ) and an ACK (k4 ). Applying the same method as for the
client side, we obtain:
Tr(1) = D + (k3 − 1) · τ + D + (k4 − 1) · τ + DelayQueuing

(6.18)

The initial adaptive retransmission timer depends on the end-to-end frame
transmission delay (i.e. propagation + queuing) that can be obtained by for instance averaging the transmission delays experienced in previously performed
exchanged with the same UA. It depends also on the size of the messages exchanged. Theses sizes are easy to obtain for the messages sent by the UA; for
messages to be received by the UA, the latter knows approximately the range for
the sizes of these standardized messages. However, even if SIP messages share a
common format, the sizes of SIP messages can be quite varying depending on the
session description protocol (SDP) data (e.g. number of codecs to be negotiated).
The varying size of SIP messages reinforces the relevance of our adaptive timer
over fixed timers or timers taking into account only packets round-trip-times.
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Initial Adaptive TCP Timer
TCP timer is based on measurements of the round-trip time of a TCP segment.
However, an initial timer is needed for the first TCP connection to be established
and the first signalling packet to be sent. According to [29], the initial timer is set
to 1–1.5 s. In this chapter, we propose to use for the initiation and the signalling
the adaptive timer similar to the one used at the SIP layer:
Tr(1) = 2D + (K1 − 1) · τ + (K2 − 1) · τ + DelayQueuing

(6.19)

where K1 is the number of frames contained in the signalling packet (e.g. INVITE),
and K2 is the number of frames contained in the TCP acknowledgement piggybacked
with the signalling message to be sent by the receiver (e.g. 183 response).

6.6.2 Transmission Delay for SIP over RLP
in Random Error Channels
RLP protocol is explained in section 6.3. We study two types of RLP schemes:
one that increments the number of retransmissions in every trial and another one
that involves one retransmission per trial. We specifically evaluate, in section
6.6.4, RLP (1, 2, 3) and RLP (1, 1, 1, 1, 1, 1). Their total numbers of retransmissions are the same (i.e. six) with the difference that (1, 2, 3) performs six
retransmissions in three rounds while (1, 1, 1, 1, 1, 1) achieves this in six rounds
of NAKs. For RLP (1, 2, 3) for instance, in the first retransmission trial, one NAK
is sent to the endpoint which triggers a retransmission of the missing frame. In
the second trial, two NAKs are sent and each NAK triggers the retransmission of
the missing frame. Finally in the third trial, three NAKs are sent triggering three
consecutive retransmissions of the same missing frame. RLP (1, 1, 1, 1, 1, 1)
performs six retransmission trials and each trial involves one NAK triggering one
retransmission.
For this analysis, we generalize to n rounds. The following terms are defined:
• Xi j = ith retransmission frame at the jth retransmission trial received correctly at the destination.
• Yi j = ith NAK frame at the jth retransmission trial received correctly at the
source.
• Ci j = the first frame received correctly at the destination, being the ith retransmission frame at the jth retransmission trial.
• A j = the missing frame not received correctly at the jth retransmission trial.
• B j = the missing frame not received correctly up to the end of the jth retransmission trial.
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Analysis for RLP (1, 2, 3, ..., n)
Let p be the frame error rate (FER). We assume that the frames are independent
from each other. We assume:
P(Xi j ) = P(Yi j ) = 1 − p

(6.20)

Therefore, if a frame is not received correctly at the jth retransmission trial, all
the retransmissions comprised in the jth trial are lost, then:
P(A j ) = ((2 − p)p) j

(6.21)

If the frame is aborted after the nth retransmission trial, it means that the frame is
not received correctly up to the end of the nth retransmission trial; this is expressed
in the following terms:
P(Bn ) = p((2 − p)p)

n(n+1)
2

(6.22)

And if the first frame received corresponds to the ith retransmitted frame of the
jth trial, it means that the missing frame has been lost up to the ( j − 1)th retransmission trial, and up to the (i − 1)th retransmissions in the jth trial.
P(Ci j ) = p(1 − p)2 ((2 − p)p)

j( j−1)
2 +i−1

(6.23)

Therefore the probability of transmitting a frame successfully over the link layer
is given by
P f = 1 − P(Bn ) = 1 − p((2 − p)p)

n(n+1)
2

(6.24)

The retransmissions at the link layer increase the packet propagation delay from
D + (k − 1)τ to D . If we consider the delay experienced by a packet containing k
frames, and out of these k frames, l frames have been received correctly after the
attempt (i, j), then we obtain D :
  
k
1
n

D =
(1 − p)k−l
∑
k
k
(1 − P(Bn )) l=0
l 
 n j
∑ ∑ P(Ci j ) D + (k − 1)τ
j=1 i=1

 n j
l
+
∑ ∑ P(Ci j )
1 − P(Bn ) j=1
i=1

  

j( j + 1)
(2 j)D +
+i τ
2
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Considering that we are dealing with SIP transactions, the adaptive SIP and TCP
timers also change for each transaction:
Tr(1) = D1 + D2 + DelayQueuing

(6.26)

Where D1 corresponding to the delay for INVITE (k1 frames) and D2 the delay
for 183 response (k2 frames)and where queuing delays are expressed in section
6.4.3. The retransmission probability becomes:
q = 1 − P f k2 +k1

(6.27)

For the server side, the timer is similar. The expressions of T t i and T t remain
unchanged following Equations 6.4 and 6.5 respectively.
Analysis for RLP (1, 1, ...,1)
We assume:
P(Xi j) = P(Yi j) = 1 − p

(6.28)

where p is the FER. The probability that a frame is not received correctly at the
jth retransmission trial is:
P(A j ) = ((2 − p)p)

(6.29)

The probability that a frame is aborted after the nth retransmission trial is expressed in the following terms:
P(Bn ) = p((2 − p)p)n

(6.30)

And if the first frame received corresponds to the retransmitted frame of the jth
trial
P(C j ) = p(1 − p)2 ((2 − p)p)( j−1)

(6.31)

Therefore the probability of transmitting a frame successfully over the RLC layer
is given by
P f = 1 − P(Bn ) = 1 − p((2 − p)p)n
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As for RLP (1, 2, 3, ..., n) the packet propagation delay increases from D+(k −1)τ
to D :
  
k
1
n

(1 − p)k−l
D =
∑
k
k
(1 − P(Bn )) l=0
 n j
l 
∑ ∑ P(C j ) D + (k − 1)τ
j=1 i=1

l
+
1 − P(Bn )



n

j

∑ ∑ P(C j )

j=1 i=1


 
2 jD + 2 jτ

(6.33)

The probability of retransmission q is expressed in Equation 6.27. The expressions of T t i and T t remain unchanged.
This model has been used for RLP performance evaluations in different studies [3, 22, 35] and validated in [3] by taking measurements using wireless link
emulator.

6.6.3 Transmission Delay for SIP over RLP
in Correlated Fading Channels
The Giblert-Elliot model is used here. The transition probabilities are r from the
Good state to the Bad state and s from the Bad state to the Good state. We assume
that the initial channel state is Good.
Analysis for RLP (1, 2, 3, ..., n)
If the ith retransmission frame at the jth retransmission trial is received correctly
at the destination, the ith NAK frame at the jth retransmission trial has been received correctly at the source. The ith retransmitted frame is sent while the channel state is Good:
P(Xi j ) = 1 − r

(6.34)

The ith NAK frame at the jth retransmission trial is received correctly at the
source with probability s since all the previous frame were lost (Bad state of the
channel):
P(Yi j ) = s
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Therefore, if a frame is not received correctly at the jth retransmission trial, all
the retransmissions comprised in the jth trial are lost, then:

j
P(A j ) = P

Xi j

Yi j

= (1 − (1 − r)s) j

(6.36)

i=1

If the frame is aborted after the nth retransmission trial, it means that the frame is
not received correctly up to the end of the nth retransmission trial; this is expressed
in the following terms:
P(Bn ) = r(1 − (1 − r)s)

n(n+1)
2

(6.37)

And if the first frame received correctly corresponds to the ith retransmitted frame
of the jth trial, it means that the missing frame has been lost up to the ( j − 1)th
retransmission trial, and up to the (i − 1)th retransmissions in the jth trial.
P(Ci j ) = s(1 − r)r(1 − (1 − r)s)

j( j−1)
2 +i−1

(6.38)

Therefore the probability of transmitting a frame successfully over the RLC layer
is given by:
(6.39)
P f = 1 − P(Bn )
The retransmissions at the link layer are increasing the packet propagation delay
from D + (k − 1)τ to D . If we consider the delay experienced by a packet containing k frames, and out of these k frames, l frames have been received correctly
after the attempt (i, j), then we obtain D :
  
k
1
n

(1 − r)k−l
D =
∑
k
k
(1 − P(Bn )) l=0
 n j
l 
∑ ∑ P(Ci j ) D + (k − 1)τ
j=1 i=1

 n j
l
+
∑ ∑ P(Ci j )
1 − P(Bn ) j=1
i=1

  

j( j + 1)
(2 j)D +
+i τ
2

(6.40)

Considering that we are dealing with SIP transactions, the SIP timer also
changes for the client side:
(6.41)
Tr(1) = D1 + D2
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Where D1 corresponding to the delay for INVITE (k1 frames) and D2 the delay
for 200OK (k2 frames), and
q = 1 − P f k2 +k1

(6.42)

For the server side, the timer is similar. The expressions of T t i and T t remain
unchanged.
Analysis for RLP (1, 1, 1, 1, 1, ..., 1)
As shown previously we have: P(Xi j) = 1 − r and P(Yi j) = s. The probability
that a frame is not received correctly at the jth retransmission trial is: P(A j ) =
(1 − (1 − r)s). The probability that a frame is aborted after the nth retransmission
trial is expressed in the following terms:
P(Bn ) = r(1 − (1 − r)s)n

(6.43)

And if the first frame received corresponds to the retransmitted frame of the jth
trial:
(6.44)
P(C j ) = s(1 − r)r(1 − (1 − r)s)( j−1)
Therefore the probability of transmitting a frame successfully over the RLC layer
is given by P f = 1 − P(Bn ).
As for RLP (1, 2, 3, ..., n), the frame propagation delay increases from D to D :
  
k
n
1

(1 − r)k−l
D =
∑
k
k
(1 − P(Bn )) l=0
 n j
l 
l
∑ ∑ P(C j ) D + (k − 1)τ + 1 − P(Bn)
j=1 i=1
 n j

 
(6.45)
∑ ∑ P(C j ) 2 jD + 2 jτ
j=1 i=1

The probability of retransmission q is expressed in Equation (6.42). The expressions of T t i and T t remain unchanged.

6.6.4 Numerical Results for Random Error Channels
This section presents the results of the average session setup delay for SIP over
various transport and radio link protocols for a random error channel. The number
and the size of the messages exchanged affect the average session setup delay. The
reduction of these factors leads to a shorter session setup delay.
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Table 6.5: Messages size and number of frames for SIP over UDP session setup
Messages
Payload Message Compressed
# frames # frames
size
size
(bytes)
9.6 kbps 19.2 kbps
(bytes)
(bytes)
SIP INVITE 700
728
465
24
12
SIP 183
835
863
552
28
14
SIP PRACK 558
586
375
19
10
SIP 200OK 545
573
367
19
10
SIP 180
349
377
242
13
10
SIP ACK
300
328
210
11
6
We considered compressed SIP messages. Using basic compression with static
dictionary, the SIP messages for the initiation are reduced by 36% with a decompression memory size of 2,048 bytes,3 resulting in a processing time of 30 ms per
message on a 100 MHz processor [36]. For the evaluation, the approximate sizes
for each compressed SIP message are given in Tables 6.5 and 6.6 with the number
of frames needed in 9.6 and 19.2 kbps channels (worst cases scenario).
The values of the delay D and the inter-frame time τ are set as in section 6.4.5
respectively 100 and 20 ms. For SIP over TCP and UDP, the maximum number
of transmissions Nm is set to 7.
The average session setup delay is evaluated at various FER between 0–10%.
However, the session is established for VoIP and voice services are supported if
the FER is between 1% and 3%. Results for 1% FER are presented in Table 6.7.
Concerning the queuing delays, we take the same assumptions as section 6.4.5.
For the results considering a varying FER, the SIP message arrival rate at the UAC
is assumed to be λM = 50 requests/s. For the results considering a varying λM , the
FER is kept constant at 1% since it is the target FER for VoIP sessions.
SIP over UDP
Table 6.5 shows the size of the compressed SIP messages and the number of
frames per message for both channels. The average session setup delay using the
initial adaptive retransmission timer is computed for both channels and is shown
in Figure 6.13. Figure 6.13 shows that if the bandwidth of the channel doubles,
the session setup delay is reduced by 30–75% (58% in average).
The proportion of the session setup delay that is due to the queuing is relatively
small: 0.6136 s for SIP over UDP and both channels.
Table 6.7 shows that with the initial adaptive timer the SIP session delay for
compressed messages is compliant with ITU-T recommendation [13] if ARQ
3 Which

is the default size in the standard for low-end terminals.
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Figure 6.13: Average session setup delay in 9.6 and 19.2 kbps channels for SIP
over UDP with/without RLP (1, 2, 3)

schemes like RLP are used (as it is the case in CDMA2000 systems) or if the
bandwidth is as high as 19.2 kbps.
RLP improves the delay of the session setup considerably. In Figure 6.13, one
can notice that RLP provides the minimum session setup delay. RLP enables the
configuration of the number of NAK rounds and NAKs sent in a round in order
to optimize the performance of the error recovery. We evaluate the session setup
delay for SIP over UDP with RLP (1, 2, 3) and RLP (1, 1, 1, 1, 1, 1). Figure 6.14
compares both schemes for both channels. RLP (1, 2, 3) outperforms RLP (1,
1, 1, 1, 1, 1) for FERs higher than 4% independently of the channel bandwidth.
The session setup delay is up to 8% longer with (1, 1, 1, 1, 1, 1) scheme due to
the additional recovery time needed to achieve the six rounds. Doubling the bandwidth of the channel reduces the delay of 40%. The use of any RLP retransmission
scheme in conjunction with UDP for setting up SIP sessions reduces considerably
the session setup delay in environments with a FER higher than 1%.
Relevance of Initial Adaptive Timer
The retransmission mechanisms specified for SIP over UDP and for TCP are following an exponential function of the initial timer. The retransmission timer doubles after each retransmission, it is therefore very important to consider a relevant
initial value of the timer. Figure 6.15 shows the comparison of the session setup
delay with a fixed timer of 2 s and the initial adaptive timer. The initial adap120
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session set up delay using SIP over UDP with different RLPs
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Figure 6.14: Average session setup delay in 9.6 and 19.2 kbps channels for SIP
over UDP with different RLPs
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Figure 6.15: Comparison of the average session setup delay in 19.2 kbps channels
for SIP over UDP with fixed timer 2 s and initial adaptive timer

tive timer makes the session setup delay 70–40% shorter (56% in average). The
use of the initial adaptive timer is very relevant to minimize the delay cost of any
transmission in general and of the session setup in particular as the latter affects
directly the user satisfaction.
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SIP over TCP
Table 6.6 shows the size of the TCP segments compressed and the number of
frames per segment for both channels.
Figure 6.16 illustrates the average session setup delay with/wihout RLP (1, 2,
3) for the two channels using the initial adaptive timer. Doubling the bandwidth of
Table 6.6: Messages size and number of frames for SIP over TCP session setup
Messages
Payload Message Compressed #
# frames
size
size
(bytes)
frames
19.2 kbps
9.6 kbps
(bytes)
(bytes)
TCP SYN
74
114
–
6
3
TCP SYN-ACK 74
114
–
6
3
TCP ACK
66
106
–
6
3
SIP INVITE
700
740
473
25
12
SIP 183
835
875
560
28
14
SIP PRACK
558
598
383
20
10
SIP 200OK
545
585
375
19
10
SIP 180
349
389
248
13
7
SIP ACK
300
340
218
11
9
TCP ACK
66
106
–
6
3
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Figure 6.16: Average session setup delay in 9.6 and 19.2 kbps channels for SIP
over TCP with/without RLP
122

Chapter 6. Impact of Signalling
session setup delay using SIP over TCP with different RLPs
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Figure 6.17: Average session setup delay in 9.6 and 19.2 kbps channels for SIP
over TCP with different RLPs.
the channel reduces the session setup delay from 20% to 70% (37% in average).
The proportion of the session setup delay that is due to the queuing is higher than
for UDP: 1.0227 s for both channels. This is due again to the higher number of
messages involved in the session setup with TCP. Figure 6.16 shows also that RLP
reduces significantly the session setup delay for SIP over TCP.
Figure 6.17 compares the different RLP schemes. The difference between the
schemes is the same as for UDP: RLP (1, 2, 3) gives a delay 5% shorter than
(1, 1, 1, 1, 1, 1) for a 4% FER. To choose one scheme or the other does not have
a significant impact on the absolute value of the delay, therefore it does not affect
significantly the user’s satisfaction: the delay difference between the schemes is
in the order of 0.2s maximum. The use of any RLP results in a more optimized
session setup delay than the increase of the bandwidth for a FER higher than 1%.
UDP vs TCP
Figure 6.18 shows that if the FER is less than 2% the session setup delay of SIP
over TCP is slightly equal to the one over UDP. This is due to the use of the initial
adaptive timer because the initial adaptive timer adjusts to the size of the messages involved in the setup, and TCP sends relatively small messages for the TCP
connection setup. In Figure 6.18, for a FER higher than 2%, TCP gives a delay
10% longer due to the TCP session setup since the session setup delay of SIP over
TCP without taking into account the TCP session setup is almost as long as the
one over UDP.
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Table 6.7: Comparison UDP vs. TCP for FER = 1%
Protocols
Session setup delay Session setup delay
[s] for 9.6 kbps
[s] for 19.2 kbps
UDP w/o RLP
8
3.37
UDP with RLP(1, 2, 3)
3.37
2.33
UDP with RLP(1, 1, 1, 1, 1, 1)
3.37
2.33
TCP w/o RLP
10
4.44
TCP with RLP(1, 2, 3)
4.62
3.3
TCP with RLP(1, 1, 1, 1, 1, 1)
4.62
3.3
SIP vs. H.323 w/o RLP for 19.2kbps
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Figure 6.18: SIP vs. H.323 for session setup delay in 19.2 kbps channel with
initial adaptive timer

SIP vs. H.323
In this section, we compare H.323 and SIP protocols using the initial adaptive
retransmission timer. H.323 messages are carried over TCP and IP. The size of the
H.323 messages needed for the regular H.323 session setup to compute the session
setup delay are taken from [3]. The maximum number of transmissions is 10.
For a FER less than 2% H.323 and SIP session setup delay are in the same
range with H.323 setup delay exceeding slightly. But for FER higher than 2%,
SIP outperforms H.323. Such results are due to the initial adaptive timer used
for H.323 session establishment that consists of 19 messages smaller than SIP
ones. Moreover the H.323 session setup time grows exponentially faster than SIP
one because 10 transmissions are allowed for H.323 while 7 transmissions are
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allowed for SIP. This comparison shows the considerable influence of the timer
and of the maximum number of transmissions allowed on the delay performances
of the signalling protocol.
For the fixed timer, only the number of messages necessary to open a session
influences the session setup delay (see Figure 6.7), but with the initial adaptive
timer, the size of the messages is the most significant influencing parameter.
Impact of Higher Load of the Servers
The number simultaneous VoIP users can affect the session setup delay in many
different ways: user admission in a 3G cell and congestion at the SIP servers. In
this section, we focus on the load of the SIP servers related to the SIP message
arrival and service rate. The admission control is out of the scope.
Figures 6.19 and 6.20 show how little the session arrival rate affects the session
setup delay independently of the channel bandwidth. It is in the order of 10 ms
for a SIP message arrival rate increasing from 50 to 150 requests/s.

6.6.5 Numerical Results for Correlated Fading Channel
This section gives the results of the average session setup delay of SIP over different transport and radio link protocols for correlated fading channels. As stated
in [25], SIP messages should be compressed using mechanisms in [25, 34] when
session setup delay for UDP
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Figure 6.19: Average session setup delay for SIP over UDP in a 9.6 kbps channel
at 1% FER vs. SIP request arrival rate
125

Chapter 6. Impact of Signalling
session setup delay for UDP
9

session setup delay in sec

8

7

6

session setup delay for 9.6kbps w/o RLP
session setup delay for 19.2kbps w/o RLP

5

4

3
50

100
SIP session arrival rate (requests/s)

150

Figure 6.20: Average session setup delay for SIP over UDP in 9.6 and 19.2 kbps
channels at 1% FER vs. SIP request arrival rate

conveyed via low-rate connections. The bit rate considered is 9.6 kbps to show
the worst case scenario.
The session setup delay is computed for different degree of correlation: highly
correlated errors ( fD T = 0.02, see Figure 4.2), weakly correlated errors ( fD T =
0.08), and almost independent errors ( fD T = 0.2). These results are compared to
the session setup delay obtained with an i.i.d. error process. The values of the
delay D and the inter-frame time τ are set as in [3] respectively 100 and 20 ms.
For SIP over TCP and UDP, the maximum number of transmissions Nm is set to
7 to comply with the specifications. The average session setup delay is evaluated
at various FER between 0–10%.
SIP over UDP
The average session setup delay for SIP over UDP using the initial adaptive retransmission timer is shown in Figure 6.21.
Figure 6.21 shows that the session setup delay for different degrees of correlation are converging for high FERs (8–10%). For low FERs (<3%), the longest
delay is obtained when the errors are highly correlated.
RLP provides a time-efficient robustness against errors. In Figure 6.21, it
can be observed that SIP over UDP and RLP experiences a low session setup
delay even in high FER conditions. RLP limits also the impact of the error correlation on the session setup delay: even for 10% FER and high correlation, the
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Figure 6.21: Average session setup delay in 9.6 kbps channel for SIP over UDP
with/without RLP (1, 2, 3) and different degrees of correlation

session setup delay for 9.6kbps using SIP over UDP
5.5
fdT=0.02 slow fading
fdT=0.08
fdT=0.2 fast fading
fdT=1 Random error

session setup delay [s]

5

4.5

4

3.5

3

2.5

0

0.02

0.04

0.06
FER

0.08

0.1

0.12

Figure 6.22: Average session setup delay in 9.6 kbps channel for SIP over UDP
with RLP (1, 2, 3) and different degrees of correlation

session setup delay is around 5.25 s as shown in Figure 6.22 (which is a zoom of
the RLP part of Figure 6.21). Also Figure 6.22 shows that the difference in the
performances obtained for weakly correlated ( fD T = 0.08) and for almost independent errors ( fD T = 0.2) is relatively insignificant (100 ms) compared to the
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performance obtained for highly correlated fading. Moreover, there is almost no
difference between results with low correlation ( fD T = 0.2) and random errors
( fD T = 1).
SIP over TCP
Figure 6.23 illustrates the average session setup delay with channels varying differently in time. The highest correlation gives the maximum session setup delay
even for quite low FER (< 0.5%).
The use of RLP results in a reduced session setup delay. As shown in Figure 6.24
(which is a zoom of the RLP part of Figure 6.23), for high FER (10%) and high
correlation ( fD T = 0.02), the session setup delay is around 6.75 s.
The session setup delay of SIP over TCP follows the same behavior as UDP,
but the session setup delay for TCP is around 20–50% higher than that for UDP.
Moreover, the slope of session setup delay for TCP is smoother than the one for
UDP. For fD T > 0.02, the session setup delay over UDP reaches the maximum
level at lower FERs than session setup delay over TCP does.
UDP vs. TCP
In case of i.i.d errors, Figure 6.25 shows that if the FER is less than 2%, the session
setup delay of SIP over TCP is as long as that over UDP. This is due to the use
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session setup delay for 9.6kbps using SIP over UDP
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Figure 6.25: UDP vs.TCP for SIP session setup delay in a 9.6 kbps channel and
different error correlations

of the initial adaptive timer. For a FER higher than 2%, TCP gives a delay 20%
longer due to the TCP session setup. This phenomena disappears when the errors
are more correlated. Indeed, for weakly and highly correlated errors, the session
setup delay for TCP is about 50% higher than for UDP almost independently of
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H.323 vs. SIP over TCP for 9.6kbps
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Figure 6.26: SIP vs. H.323 over TCP in a 9.6 kbps channel with initial adaptive
timer

the FER. However, we notice that the more the errors are correlated, the more the
session setup delay for TCP tends to overpass the one for UDP even at low FERs.
SIP vs. H.323
H.323 [33] is the concurrent of SIP for establishing VoIP sessions. In case of i.i.d
errors as shown in Figure 6.26, SIP outperforms H.323 at a FER higher than 1%.
For weakly correlated errors ( fD T = 0.08), H.323 session setup delay becomes
slightly shorter than SIP one for a FER less than 1%. For a FER higher than 1%,
SIP gives a better performance. Moreover the H.323 session setup time grows
exponentially faster than SIP because 10 transmissions for H.323 are allowed instead of 7 transmissions for SIP. This comparison shows again the considerable
influence of the timer and of the maximum number of transmissions allowed on
the delay performances of the signalling protocol (see Figure 6.12).

6.6.6 Discussion
Traditional error recovery mechanisms use retransmissions with predefined fixed
timer. When a fixed timer is used, the number of messages necessary to open a session is the main influencing factor on the session setup delay. But with the initial
adaptive timer, the size of the messages is also a significant factor. Therefore, to
optimize further the SIP session setup delay, the compression schemes signalling
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compression (SigComp) [25] have been used here. However, this method involves
a trade-off between the processing delay and transmission delay. The compression may shorten the transmission delay but may also lengthen the processing
delay depending on the complexity of the compression scheme.
The maximum number of transmissions allowed could also be optimized
through a dynamic adaptation of its value to the link quality at the link, at the
transport and at the application layers. If sensitivity to the wireless link quality
and the channel correlation is possible, retransmission limits can be set in a way
that can exploit the time diversity of the channel.
Another way of improving further the session setup delay over error-prone
channels is through the implementation of error correcting codes such as the forward error correction (FEC). In FEC, redundancy is added at the transmitter and
is used at the receiver to correctly recover the information even in the presence
of some transmission errors. But such technique improves marginally the performance in case of channel correlation. To overcome this issue, the channel can
be made memoryless through the use of an interleaver. However this introduces
additional processing delay to the system. Hybrid solutions (ARQ + FEC) may
be a good combination to optimize the session setup delay.

6.7

Concluding Remarks

In this chapter, we have evaluated the average SIP session setup delay depending
on the FER and the burstiness of the wireless link using a markov model to capture
the burstiness of the channel and a random error model. The loads of the SIP
servers and source/destination terminals were also considered for analyzing the
queuing delays.
It is important to consider the validity of our models.The analysis performed
for correlated fading channels is validated by the one done for a random error
process: the results obtained under the G/E model for fD T = 1 (i.e. random error)
are identical to those obtained for the independent analysis performed over the
random error model.
We have proposed a novel initial adaptive retransmission timer that is adjustable to the size of signalling packets involved in the session establishment. The
initial adaptive timer can reduce the session setup delay by 56% in average. The
initial adaptive timer is efficient for optimizing the delay performance of any control protocols in general. The performance of SIP using the initial adaptive timer
has been further improved by combining it with SigComp to reduce the size of
the SIP messages. With the initial adaptive timer, SIP gives a shorter delay than
H.323 at a FER higher than 1% and weakly correlated errors.
131

Chapter 6. Impact of Signalling
The choice of UDP or TCP to transport SIP messages influences the session
setup time for FER higher than 2%. Using UDP instead of TCP can make the
session setup 20% shorter at a FER higher than 4% for a random error process
and 30% shorter for weakly and highly correlated errors.
Link layer retransmission mechanisms such as RLP improve considerably the
session setup delay. In environments with high FER, the session setup delay
with RLP remains small (in the order of 7–4 s) even with highly correlated error process. RLP (1, 2, 3) outperforms RLP (1, 1, 1, 1, 1, 1) only for FER higher
than 3–4%.
The sensitivity to the channel correlation via statistical models or others can
permit to predict reasonably the burst lengths and to schedule retransmissions
using further optimized initial adaptive retransmission timers and retransmission
limits at SIP and TCP layer, and link layer retransmission schemes to opportunistically exploit the time diversity of the channel.
Also, error correction mechanisms or hybrid ARQ schemes could improve
the performance of VoIP session setup time by correcting the SIP messages and
avoiding retransmissions on the wireless link.
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Chapter 7
Impact of Mobility on Real-Time
Services: Handover Delay
7.1

Introduction

Guaranteeing host mobility with quality of service is one of the main challenges
in heterogeneous wireless systems. As voice over Internet protocol (VoIP) communications increase and are being extended to mobile networks, it is important
to support user and host mobility with a satisfactory level of quality in the voice
session. Host mobility is essential, because of the strong need to have continuous network connectivity. Moving from one place to another can be modeled as
changing the node’s point of attachment to the network. Such user mobility triggers various procedures: access network relocation procedures at the link layer
(e.g. serving RNS relocation procedures in 3G systems, medium access control protocols in WLAN and WiMax, link layer authentication in WLAN as in
chapter 5), data bearers establishment (e.g. PDP context activation in 3G systems)
and dynamic host control protocol to obtain an IP address in the network for some
systems, network mobility protocols, application layer control protocols (e.g. SIP
in IMS).
Supporting mobility at the network layer is naturally modeled as changing the
routing of datagrams destined for the mobile node (MN) so that they arrive at the
new point of attachment. In this chapter we focus on the mobility at a convergent
layer for heterogeneous networks: network layer with mobile Internet protocols
(MIP).
The goal of mobile IP [1] is to provide a host with the ability to stay connected
to the Internet regardless of its location. In MIPv4, the MN obtains a new IP address from a foreign router (foreign agent (FA)) in the visited network or through
some external assignment mechanism and registers with the FA. To maintain
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continuous connectivity, the MN needs to update its location with its home agent
(HA) whenever it moves to a new sub-network so that the HA can forward it the
packets. But MIP is not the optimal solution to support an increasing number
users and real-time services: it suffers from extra-delays due to the routing of
each packet through the HA (triangular routing), lack of addresses and high signalling load. To overcome theses issues, the internet engineering task force (IETF)
has proposed low-latency handoff schemes for MIPv4 [2], MIPv6 [2], and fast
MIPv6 [4] and Hierarchical MIPv6 (HMIPv6) [5]. Mobile IP services are very
relevant in a wireless heterogeneous networks benefiting for an overlay network
formed by a subset of underlying physical nodes supporting mobility and connectivity to VoIP services across networks. This is particularly applicable for
HMIPv6 where the hierarchy of MAP nodes and HAs can guarantee to the MN
connectivity to VoIP services provided by the overlay network (e.g. the IP multimedia subsystem).
During the handover process of any MIP-based protocol, the mobile node cannot receive IP packets on its new point of attachment until the connection is established. This can result in the disruption of the ongoing media session and the
dissatisfaction of the user. Therefore, it is important to evaluate the disruption
time, also known as handover delay of the mobility protocols. We define disruption time or handover delay as the time interval from when the handover process
starts to when the mobile node can send and receive data packets. The support of
VoIP services in mobile systems requires low handover latency to achieve seamless handovers to avoid perceptual glitches. In this chapter we are primarily interested in quantifying the impact of mobility on the quality of service perceived by
the VoIP user due to the signalling load of MIP-based protocols.
Mobility management is therefore the focus of much research recently.
Through analytical results in [6, 7] and simulations in [8], the seamless mobility
issue is addressed by comparing mobile IPv4 and SIP mobility and by proposing
mechanisms to reduce the disruption time. In [9], SIP handoff delay is evaluated
to be around 6 s for moderate frame error rate (FER) using an analytical model
similar to the one used here. Such a handoff delay is too high to support real-time
sessions. Therefore, we do not investigate SIP mobility in this chapter. Also, an
experimental study on MIPv4 performance has been conducted for wireless local
area network (WLAN) in [10]. Concerning HMIPv6, in [11] a performance study
has been done through simulations with the network simulator-2 and in [12] a
comparison of micro-mobility protocols has been performed based on simulations with Columbia IP micro-mobility software. In [13], the enhancements of
MIPv6 are evaluated in terms of handover latency, packet loss and bandwidth per
node using the network simulator-2.
When providing VoIP in a convergent wireless network, the most viable
concern is the disruption time to process the handover of on-going VoIP ses138
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sions as shown in [17–20]. The emphasis of this chapter is on the following
points:
1. We evaluate the disruption time of the mobile IP-based protocols using two
analytical methods and compare their performance and robustness to channel errors in various conditions. Handover delays are analytically derived
for each scheme in various situations. The first method gives a good orientation towards the crucial factors to be investigated further in the second
method, namely the impact of the wireless link quality (i.e. the FER) on
the handoff delay. The second method involves the reliability mechanism
of each protocol to overcome wireless link losses in a time-efficient way.
2. We propose to use an initial adaptive retransmission timer in order to optimize the handover delay and compare the results obtained using the fixed
timers specified in [1, 2, 4, 5] with our adaptive approach.
Some of the results exposed in this chapter comply with the intention of the
protocols specified, other results reveal factors that do not appear in a first glance
without the analysis we perform. The study in this chapter can help in choosing
the appropriate MIP protocol to support mobile VoIP users.
The rest of the chapter is organized as follows: in sections 7.2 and 7.3 the
mobile IP-based protocols and their respective signalling flows are described
along with their reliability mechanisms. The performance analysis of the different
schemes in terms of handover delay using two analytical models and the adaptive
retransmission timer is given in section 7.4. Then the results are presented in
section 7.5 considering various conditions and the concluding remarks are given
in the last section.

7.2

Network Layer Mobility Protocols

7.2.1 Mobile IPv4
The mobile IP process has three main mechanisms namely agent discovery, registration and tunnelling. HA and FA advertise their presence via agent advertisement messages, so that they become known by the MN. A MN may optionally
solicit an agent advertisement message from any locally attached agent through
an agent solicitation message, and receives the agent advertisements. Then, it
determines whether it is on its home network or on a foreign network.
When a MN detects that it has moved to a foreign network, it obtains a careof-address (CoA) on the foreign network. The CoA can either be determined
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from foreign agent advertisements or by some external assignment mechanism.
The CoA is the endpoint of a tunnel towards a MN to receive the packets forwarded by the HA while it is away from home. Tunnelling is the method used to
forward the message from the HA to the FA and finally to the MN by encapsulating the original message in a new IP packet containing in the header the CoA as
destination address. There are two different types of CoAs: a foreign agent CoA is
the address of the FA with which the MN is registered (the tunnel ends at the FA);
a collocated CoA is an externally obtained address which the MN has associated
with one of its interfaces (the tunnel is established directly from the HA to MN).
After obtaining a CoA, the MN registers its CoA with its HA in order to obtain service. The registration process can be performed directly from the MN,
or relayed by the FA to the HA, depending on whether the CoA is dynamically
assigned or associated with its FA.
This handover process is illustrated in Figure 7.1. Packets sent to the MN’s
home address are intercepted and tunnelled to the MN’s CoA by the HA, received
at the tunnel endpoint (either at the FA or at the MN itself for collocated CoA), and
finally delivered to the MN at its current location. In the reverse direction, datagrams sent by the MN are generally delivered to their destination using standard
IP routing mechanisms. This can result into incremental delays of the packets. To
address this problem called triangular routing, route optimization [14] has been
defined and requires the HA to send to any CN the MN’s current CoA. Therefore
the CNs can send datagrams directly to the mobile node and the delay due to the
triangular routing is minimized.

MN

FA

HA

Agent Solic.

Agent Adv.

Reg. Request

Reg. Request

Reg. Reply

Reg. Reply

Figure 7.1: MIPv4 handover process
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7.2.2 Low-Latency Handover Schemes for Mobile IPv4
Handling mobility using mobile IPv4 can introduce disruption that is critical for
real-time applications such as VoIP. Latency or disruption is introduced when
the MN is unable to send or receive IP packets due to the mobile IP registration
process. Specifically:
• The MN may only begin the registration process after a L2 handoff to a new
FA (nFA) has been completed.
• The registration process, taking a non-zero time to complete, makes the MN
unable to send or receive IP packets.
To address these two problems, the mobile IP working group within IETF has
proposed, in [2], three methods to achieve low-latency mobile IP handovers: preregistration, post-registration and combined methods. The first approach allows
the MN to communicate with the nFA while still connected to the old FA (oFA).
This way, the MN “pre-sets” its registration state on the nFA prior to the L2 handoff. The second approach allows data delivery to the MN at the nFA even before
the formal registration process has completed. The service is uninterrupted during
the progress of the handoff. The third method combines both previous approaches.
The low-latency handover schemes are based on the information on the current status of the L2 handover signalled by L2 triggers. Post-registration and
pre-registration methods need different L2 triggers in their signalling flows. The
L2 trigger could be an early notice of an upcoming change in the L2 point of attachment of the MN to the access network in case of pre-registration or a notice
of the completion of relocation of the MN’s L2 point of attachment to a new L2
access router in case of post-registration.
The MN, the oFA, or the nFA is made aware of the need for a L2 handover,
and the nFA or the MN can optionally also be made aware that a L2 handover
has been completed. A L2 trigger may be categorized according to whether it is
received by the MN (mobile trigger – MT), the oFA (source trigger – ST), or the
nFA (target trigger – TT). Once the L2 trigger is received, the various handover
processes described hereafter are initiated. The three triggers – L2-ST, L2-TT and
L2-MT – are independent of each other and do not occur at the same time since
each one results in a different type of handover behavior. The two triggers L2-LU
(link up) and L2-LD (link down) indicate the status of the radio link respectively
between MN and nFA (link up), and between MN and oFA (link down).
Pre-registration
In the pre-registration handover method, the MN is involved in an anticipated
IP-layer handover. The MN performs a L3 handover before it completes the L2
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handover. The L3 handover consists in performing the MIP registration. It can be
either initiated by the network or by the mobile depending on whether the MN gets
an agent advertisement respectively without or after sending an agent solicitation.
The network-initiated handover can be triggered either at the oFA (ST) or at the
nFA (TT).
The basic MIPv4 process involving solicitations and advertisements followed
by registration is supported. No new messages are needed, except an extension to
the agent solicitation message in the mobile-initiated handover.
The pre-registration process is performed in successive steps illustrated in
Figure 7.3:
1. To perform a pre-registration, the oFA needs to get the information necessary for the registration from the nFA prior to the registration. Therefore,
the oFA solicits cache advertisements from neighboring nFAs (exchange of
router solicitation (Messages 1a) and router (agent) advertisement (Message
1b)) before the pre-registration starts, thus decoupling the timing of this exchange from the rest of the pre-registration handover. When the L3 handover is initiated by a L2 target trigger at nFA (L2-TT), message 1b equals
message 2b and is sent unsolicited directly to the MN (tunnelled by the nFA
to the MN through the oFA).
2. The MN sends proxy router solicitation (Message 2a) to solicit an advertisement from a router (nFA) different from the one receiving this message
(oFA). The handover is mobile-initiated when the MN solicits an advertisement from the oFA. The handover is network-initiated when the MN
receives an advertisement without soliciting it.
3. The MN realizes it has moved when it receives either a solicited or unsolicited router advertisement (message 2b) and it starts the MIP registration process by sending a registration request (message 3) to the nFA via
the oFA.
4. The registration request (RegReq – Messages 4) and the registration reply
(RegRep – message 5) exchanged between nFA and HA complete the standard MIP registration procedure.
5.

• If it is a network-initiated target-triggered handover, the nFA confirms
the registration of the MN by sending a RegRep message to the MN
both through the oFA and directly to the MN; because the MN has
to detach from the oFA due to L2 connection before it receives the
RegRep.
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• If it is a mobile-initiated and network-initiated source-triggered handover, the nFA sends a RegRep message to the MN on-link as soon as
the MN connects to nFA (signalled by L2-LU trigger) .
When the registration is successfully completed, packets for the MN are tunnelled
from the HA to the nFA where the MN has moved to. Figure 7.2 illustrates the
message timing for pre-registration network-initiated handover for source and target triggers, and of mobile-initiated handover respectively.
Post-registration
In the post-registration handover method, the MN still receives and sends messages while it has moved to a new subnet and has not yet registered. To do so, the
oFA and the nFA set up a bi-directional tunnel using L2 triggers so that messages
can be exchanged between the old and the new FA. Packets directed to the MN
are intercepted by the oFA which forwards them to the nFA. This tunnel therefore
allows the MN to continue using its oFA while on the nFA’s subnet. This enables
a rapid establishment of service at the new point of attachment and therefore minimizes the impact on VoIP applications. After the L2 communication with the
nFA is established, the MN must eventually perform a formal MIP registration,
but this can be delayed if required by the MN or the FA. Until the MN performs
registration, the FAs set up and move bidirectional tunnels as required to give the
MN continuous connectivity. Because of its successful MIP registration with the
oFA, the oFA can become the mobility anchor point for the MN called anchor
FA (aFA).
When the MN moves from the oFA to a nFA, it can postpone the L3 handover
and can continue to use the aFA.
There are therefore two different possible scenarios for post-registrations: the
two-party and the three-party post-registration. The two-party post-registration
concerns the establishment of a tunnel between the oFA and the nFA when the
MN moves from one subnet to another. The three-party post-registration happens
if the MN moves to a third nFA before registering. In such situation, the third FA
signals to the aFA to move the end of the bi-directional tunnel from the nFA to it.
Both post-registrations process are described here.
Two-party Post-registration
A two-party post-registration handover occurs when the MN moves from the oFA,
where the last MIP registration was performed, to a nFA. The MN and the nFA
delay the MIP registration but maintain connectivity using a bidirectional tunnel
between the oFA and the nFA.
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Figure 7.2: Pre-registration process timing diagram: network initiated-source trigger, network initiated-target trigger and mobile initiated [2]
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Figure 7.3: Pre-registration process

The progress of the two-party post-registration process illustrated in Figure 7.4
is as follows:
1. The MN moves from the oFA to a nFA, and either the oFA (message 1a) or
the nFA (message 1b) receive the L2 trigger.
2. The FA receiving the trigger (either the oFA or the nFA) sends the handover
request (message 2) respectively to the nFA or the oFA in order to set up the
tunnel in one direction.
3. The FA that receives the handover request sends handover reply (message
3) to the other FA confirming the setup of the tunnel in the other direction.
4. During the L2 handover, the moment when the MN is no longer connected
on a link is signalled by a L2-LD trigger (message 4a) at the oFA and the
MN. The completion of the new link establishment is signalled by a L2-LU
at the nFA (message 4b) and the MN (message 4c).
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Figure 7.4: Post-registration process – two (Top) and three party (Bottom)
a. When the oFA receives the L2-LD trigger signalling that the connection
to the MN is down, it forwards packets destined to the MN through
the tunnel to the nFA.
b. When the nFA receives L2-LU signalling that the connection to the MN
is established, the nFA starts delivering to the MN the tunnelled packets from the oFA, and forwards any packets sent from the MN to the
next hop.
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c. When the MN receives L2-LU, it may initiate the MIP registration. If the
registration is successful, the nFA becomes the anchor point (aFA).
If the MN moves to a third FA before registering with a nFA, the oFA remains the
aFA and it is a three-party post-registration described in the next section.
Three-party Post-registration
A three-party post-registration handover occurs when the MN that has already an
established connection to an aFA and it is receiving tunnelled packets through its
current FA moves to a new FA before performing MIP registration. It is possible
that the MN moves so fast that the MIP registration has not been completed before
the movement of the MN. In this case, the oFA (the second FA) must inform
the nFA (the third FA) to contact the aFA (the first FA) about moving the edge of
the tunnel, by sending to the nFA a handoff to third (HTT) message containing the
aFA’s IP address and by tearing down the tunnel towards the aFA using a handoff
request/handoff reply exchange with lifetime zero.
The progress of the three-party post-registration process illustrated in Figure 7.4
is as follows:
1. The MN moves from the oFA to a nFA, and either the oFA (message 1a) or
the nFA (message 1b) receives the L2 trigger.
2. The FA receiving the trigger (either the oFA or the nFA) sends the handoff
request/HTT respectively to the nFA or the oFA. The HTT message contains
enough information for the nFA to perform a target triggered handover with
aFA. The FA receiving the handoff request/HTT replies sending handoff
reply/HTT.
3. Upon reception of the HTT, the nFA checks if it is already tunnelling data
to the MN. If it is not, the nFA has to exchange HRqst/HRply with the
aFA in order to set up the tunnel. Once the tunnel set up, the aFA can start
tunnelling data to the nFA.
4. a. The L2 disconnection of the MN from the oFA is signalled by an L2-LD
trigger at the oFA and at the MN.
b. When the oFA receives the L2-LD trigger, it cancels the tunnel towards
the aFA by exchanging HRqst/HRply with lifetime zero. Then the tunnelling towards the nFA starts.
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5. When the L2 Handover is complete,
a. When the nFA receives L2-LU signalling that the connection between
the MN and the nFA has been established, the nFA starts delivering the
tunnelled packets from the oFA to the MN, and forwards any packets
sent from the MN to the next hop.
b. When the MN receives a L2-LU, it may initiate the MIP registration. If
the registration is successful, the nFA becomes the aFA.
Combined Method
In the combined method, a pre-registration and a post-registration handover are
running in parallel. If the pre-registration handover can be performed before
the L2 handover has been completed, the combined method reduces to a preregistration handover. However, if the pre-registration handover has not been
completed within an access technology dependent time period, the oFA starts forwarding traffic for the MN to the nFA as specified in the post-registration handover
method. This provides a useful backup mechanism when the completion of a preregistration handover cannot always be guaranteed before the completion of the
L2 handover.
These procedures are all relevant to the problem of supporting VoIP services in
a mobile environment since they address the minimization of the mobility impact
on the quality of service. However, it is better to quantify the improvement in term
of disruption time in order to objectively compare the different procedures.

7.2.3 Mobile IPv6
Mobile IPv6 shares many features with mobile IPv4, but it is integrated into IPv6
and offers many other improvements. IPv6 introduces 16 bytes-length addresses
that are auto-configured at each IPv6 node. Thus, there is no need for any foreign
agents in IPv6 mobility support.
Since new IPv6 options can be defined, a binding update option is defined for
mobility support that combines the functions of the registration request for IPv4,
and the binding update (BU) message for route optimization. Therefore, the MN
entering in a foreign domain updates its location at the HA and at the CN by
exchanging BUs/binding acknowledgments (BA) with both entities.
Also to ensure a secure binding update at the CN, the RFC 3775 [2] has defined
a new method called the return routability procedure. The basic return routability
mechanism consists of two checks, a home address check and a care-of-address
check to guarantee the legitimacy of the MN. This procedure consists in the exchange of four messages with CN, prior to sending the BU messages. The MN
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Figure 7.5: MIPv6 handover process

sends to the CN at the same time two messages: HomeTestInit message via the
HA and Care-ofTestInit message directly. Upon the reception of each messages,
the CN sends back two messages to the MN: HomeTest message via the HA and
CoTest message directly, containing each a different token to be used by the MN
to generate the binding management key. This binding management key is then
used by the MN to send a verifiable BU to the CN.
The handover process is illustrated in Figure 7.5. Moreover, IPv6 has defined
an IPv6-within-IPv6 tunnelling specification. Any packets arriving at the HA can
be tunnelled to the MN at its auto-configured CoA on the currently visited network. Packets from the CN to the MN, on the other hand, are not tunnelled.
Instead, such packets are equipped with a routing header (a source route) that uses
the CoA as one of the specified intermediate hops. Thus, the MN can automatically determine which of its CNs have up-to-date bindings.
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Existing bindings become obsolete each time the MN moves to a new point
of attachment and auto-configures a CoA. When this happens the MN should immediately send out binding updates to all correspondents with which it is actively
communicating. Moreover, bindings have a limited lifetime and can expire, the
MN then must update its bindings with the HA and the CN by sending new BUs
with a new lifetime.

7.2.4 Hierarchical Mobile IPv6
Hierarchical mobile IPv6 is an enhancement of MIPv6 protocol which aims at
reducing the amount of signaling required and improving handover delays for
mobile connections. Although it is not necessary for external hosts to be updated
when a MN moves locally, these updates occur for both local and global movements in MIPv6. To solve this inefficient use of resources, in case of local mobility, HMIPv6 adds another level to MIPv6 architecture, separating local mobility from global mobility. HMIPv6 introduces a new entity called mobile anchor
point (MAP). The MAP replaces the MIPv4 FA and help to decrease handover
latency because a local MAP can be updated about the current location quicker
than a remote HA. The MAP can be located anywhere within the architecture of
routers.
As illustrated in Figure 7.7, a MN entering a MAP domain receives router
advertisements containing information on one or more local MAPs. The MN
can bind its current location (on-link CoA LCoA) with an address on the MAP’s
subnet (regional CoA RCoA). Acting as a local HA, the MAP receives all packets
on behalf of the MN it is serving, encapsulates and forwards them directly to the
MN’s current address (LCoA). If the MN changes its current address within a
local MAP domain (LCoA), it only needs to register the new address with the

MN
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Router Adv.

Binding Update
Binding Ack.

Figure 7.6: HMIPv6 intra-MAP handover process
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Figure 7.7: HMIPv6 inter-MAP handover process
MAP, as shown in Figure 7.6. The regional CoA must be registered with CN
and the HA, only when the MH moves outside a MAP domain, as it is shown in
Figure 7.7.

7.2.5 Fast Mobile IPv6
Fast mobile IPv6 [4] is another enhancement of MIPv6 which aims at reducing
handoff delays for mobile connections by delivering packet in the new point of
attachment at the earliest. There are two modes of operations: predictive and reactive. In both modes, the MN sends a Router Solicitation for proxy advertisement
(RtSolPr) to its current access router. The AR replies with a Proxy Router Advertisement (PrRtAdv) that provides to the MN information about the neighboring
AR so that the MN can formulate a prospective new CoA. Then, the MN sends a
Fast Binding Update (FBU) that allows the previous AR to tunnel packets destined
to the MN from the old CoA to the new CoA. In the predictive mode illustrated
in Figure 7.8, the FBU is sent from the link with the previous AR. The previous
AR checks with the new AR whether the new CoA is acceptable by exchanging
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Figure 7.9: FMIPv6 reactive handover process

Handover Initiate (HI) and Handover Acknowledge (HAck). The MN receives
then a Fast Binding Acknowledgment (FBAck) that informs it that the tunneling
is in progress. The MN should then send immediately after attaching to the new
AR a Fast Neighbor Advertisement (FNA) so that the new AR can start delivering
buffered packets to the MN. In the reactive mode illustrated in Figure 7.9, the MN
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has already moved to the new AR and did not receive a FBAck. It thus sends a
FBU encapsulated in a FNA via the new AR to the previous AR which sends back
a FBAck to the new AR and starts forwarding packets to the new AR if the new
CoA is accepted. Then the new AR delivers them immediately to the MN.

7.3

Reliability Mechanisms for Mobile IP-Based
Protocols

In this section, we describe the retransmission mechanisms needed in MIPv4,
MIPv6 and HMIPv6 handover procedures to overcome losses that are likely to
happen on the wireless link. These retransmission mechanisms are necessary in
Step 2 of the analysis and evaluation that considers the handover delay as function of the FER. The reliability mechanisms for the low-latency MIPv4 handover
schemes are not described here as we do not evaluate these schemes in Step 2.

7.3.1 Mobile IPv4
MIPv4 handoff involves two procedures, namely, agent discovery and registration
procedure. Each procedure has a specific retransmission mechanism. For agent
discovery, the rate at which a MN sends solicitations must be limited. The MN
sends three initial solicitations at a maximum rate of 1/s while searching for an
agent. After sending the three initial solicitations, the rate is reduced so as to limit
the overhead on the local link. Subsequent solicitations are sent using an exponential back-off mechanism, doubling the interval between consecutive solicitations,
up to a maximum interval. This maximum interval is one minute between solicitations [1] which corresponds to 7 transmissions of solicitations.
For the registration procedure, if no registration reply has been received within
a reasonable time, another registration request is transmitted. The maximum time
until a new registration request is sent is not greater than the requested lifetime
of the registration request. If the MN is registering with a FA, the lifetime should
not exceed the value in the registration lifetime field of the agent advertisement
message received from the FA. The minimum value should be large enough to
account for the size of the messages (i.e. twice the round trip time for transmission
to the HA, and at least an additional 100 ms allow for processing the messages
before responding). The round trip time for transmission to the HA is at least as
large as the time required to transmit the messages at the link speed of the MN’s
current point of attachment. The minimum time between registration requests
should not be less than 1 s. Each successive retransmission timeout period is at
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least twice the previous period, as long as it is less than the requested lifetime in
the initial registration request [1].

7.3.2 Mobile IPv6, Hierarchical Mobile IPv6 and Fast Mobile
IPv6
As in MIPv4, router discovery, return routability and registration procedures have
different retransmission mechanisms. For the router discovery, we assume that
the router solicitations retransmission mechanisms are the same as in MIPv4 for
agent solicitations.
For the registration, the MN is responsible for the retransmissions and the
rate limit for the registrations. When the MN sends a binding update for which
it expects a response, the MN has to determine a value for the initial retransmission timer. If the MN sends a binding update without having an existing
binding at the HA, it uses InitialBindackTimeoutFirstReg (1.5 s) as the initial
retransmission timer value. Otherwise, the MN uses the specified value of INITIAL_BINDACK_TIMEOUT (1 s) for the initial retransmission timer. If the MN
fails to receive a valid, matching response within the selected initial retransmission interval, the MN retransmits the message, until a response is received . The
retransmissions follow an exponential back-off process, in which the timeout period is doubled upon each retransmission until either the node receives a response
or the timeout period reaches 32 s [2].
The return routability procedure follows the same mechanism as the registration.

7.4

Analysis and Optimization of Handover Delay
for MIP-Based Protocols

In this section, we analyze the disruption time or handover delay of the original
mobile IPv4, low-latency MIPv4 handover schemes, mobile IPv6, hierarchical
mobile IPv6 and fast mobile IPv6. The handover process consists in general of
the link-layer handover which is specific to the underlying system (results for
link layer authentication are given in chapter 5), the movement detection and the
network layer handover (agent discovery and registration). The mobility process
may also encompass the authentication, authorization and accounting (AAA) procedures. In this chapter, we define the disruption time or the handover delay as the
time interval between the moment when the MN sends an agent solicitation and
the moment when the MN can send and receive IP packets to/from the CN, under
various conditions. We focus thus on network layer handover, we do not consider
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link layer handover1 and movement detection. It important to note that registration can also be caused by expiration of bindings at the HA and at the CNs. BUs
set up a certain lifetime for the bindings, thus even if the MN does not change its
point of attachment, the MN should send BUs to its HA and to the CNs before the
lifetime expires to keep its bindings active.
The analysis consists of two steps:
• The first step is based on a linear model presented in [6] that takes into
account the delay increases between the different entities involved in the
handover.
• The second step, the model for random error process, considers the FER of
the wireless link and the retransmissions strategies of the different protocols
to overcome the losses.

7.4.1 Linear Model
For simplicity, we consider the model illustrated in Figure 7.10.
The following notations are used:
• The delay between the MN and the radio access network (RAN) is tmr ,
which is the time to send a message over the subnet via wireless link.
• The delay between the MN and the access router (AR) is ts ,
th
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Figure 7.10: Simple model for analysis
1 An experimental and analytical evaluation of the link layer handover is performed for 802.11b

systems in chapter 3.
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• The delay between the MN and the FA/MAP is tm f ,
• The delay between the old FA and the new FA is tno ,
• The delay between the MN and its HA is assumed to be th , which is the time
necessary for a message to be delivered to the home network.
• The delay between the MN and the CN is tmc ,
• The delay between the MN’s home network and the CN is thc .
We make the following assumptions:
• The delays are considered symmetric in uplink and downlink.
• ts < th .
• In MIPv4, we use of FACoA instead of CCoA, therefore the MN’s incoming
and outgoing traffic is relayed by the FA (when the MN is in a foreign
network).
• Solicitations are needed to be sent in order to receive Advertisements.
• For each binding update (BU) message sent, binding acknowledge (BA) is
expected to be received. The bit A of the BU message is put to 1 to request
the BA.
• For MIPv6, FMIPv6 and HMIPv6 registration, we do not consider the time
needed by duplicate address detection process.
• The processing and queuing times are not considered here.
MIPv4 Handoff
In Mobile IPv4, the handover is handled as follows. The MN detects the IP subnet
by exchanging agent solicitation and agent advertisement messages which takes
2tm f . Then, the MN sends a MIP registration request to the HA and gets a registration reply, which takes 2th . At this point the MN starts receiving downlink
packets. The MIPv4 handoff takes 2tm f + 2th .
Low Latency Handoff
The pre-registration handoff can be network-initiated (source or target-triggered)
or mobile-initiated.
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Pre-registration network-initiated and source-triggered handoff
Upon reception of the L2-ST source trigger, the oFA sends a ProxyRtAdv to the
MN, which takes tm f . Then, the MN sends a registration request to the nFA via
the oFA which takes (tm f + tno ). The nFA forwards it to the HA which takes
(th − tm f ). The registration reply for the HA is routed through the nFA which
takes th . Therefore the disruption time for the pre-registration network-initiated
and source-triggered handoff is: (tm f + 2th + tno ).

Pre-registration network-initiated and target-triggered handoff
Upon reception of the L2-TT target trigger, the nFA tunnels a ProxyRtAdv to
the MN via the oFA, which takes (tm f + tno ). Then, the MN sends a registration
request to the nFA via the oFA which takes (tm f + tno ). The nFA forwards it to
the HA which takes (th −tm f ). The registration reply for the HA is routed through
the nFA which takes th . fTherefore the disruption time for the pre-registration
network-initiated and target-triggered handoff is: (tm f + 2th + 2tno ).

Pre-registration mobile-initiated handoff
Upon reception of the L2-MT mobile trigger, the MN sends a ProxyRtSol to the
oFA and gets a ProxyRtAdv, which takes (2tm f ). Then, the MN sends a registration request to the nFA via the oFA which takes (tm f +tno ). The nFA forwards it to
the HA which takes (th −tm f ). The registration reply for the HA is routed through
the nFA which takes th . Therefore the disruption time for the mobile-initiated
pre-registration handoff takes: (2tm f + 2th + tno ).
The post-registration process can be two-party (source or target-triggered) or
three-party (source or target-triggered). The handoff disruption varies for twoparty and three-party but it does not change for the source or target-triggered.

Post-registration two-party and source/target-triggered handoff
Upon reception of the L2 trigger, the oFA and the nFA exchange HRqst/HRply
which takes 2tno . Then, when the oFA receives a L2-LD, it forwards the MN-bound
packets to the nFA. Then if the L2-LU trigger is received at the nFA, the nFA
starts delivering packets tunnelled from the oFA to the MN. If the L2-LU trigger
is received at the MN, the MN starts the MIP registration by soliciting an agent
advertisement. It then exchanges RegReq/RegRep via the oFA with the HA which
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takes (2tm f + 2th + tno ). Therefore the disruption time for the post-registration
two-party handoff takes:
• (2tno ) if the L2-LU trigger is received at the nFA or at the oFA.
• (2tm f + 2th + 3tno ) if the L2-LU trigger is received at the MN.
Post-registration three-party and source/target-triggered handoff
Upon reception of the L2 trigger, the oFA and the nFA exchange HTT/HRply
or HRqst/HTT which takes 2tno . Then, the aFA and the nFA need to exchange
HRqst/HRply in order for the aFA to tunnel packets to the nFA, which takes 2tno .
If the L2-LU is received at the nFA, the nFA starts delivering packets tunnelled
from the oFA to the MN.If the L2-LU trigger is received at the MN, the MN starts
the MIP registration by soliciting an agent advertisement, then it exchanges RegReq/RegRep with the HA which takes (2tm f +2th +tno ). Therefore the disruption
time for the post-registration three-party handoff takes:
• (4tno ) if the L2-LU trigger is received at the nFA.
• (2tm f + 2th + 5tno ) if the L2-LU trigger is received at the MN.
MIPv6 Handoff
In Mobile IPv6, the MN detects the IP subnet by exchanging with AR router
solicitation and router advertisement messages which takes 2ts . Then, the MN
sends to the HA a binding update and gets a binding acknowledge, which takes 2th .
Then home and care-of TestInit messages are sent by the MN simultaneously. The
procedure requires very little processing at the CN, and the Home and Care-of Test
messages can be returned quickly, nearly simultaneously [2]. As MN can only
generate a verifiable BU once it received both Test messages, we have to consider
the longest of both exchanges, i.e. the one via the HA. Therefore the delay to
perform the return routability is equal to the exchange of the HomeTestInit and
HomeTest messages, which takes 2th + 2thc . Finally, the MN sends to the CN a
binding update and gets a binding acknowledge, which takes 2tmc . The MIPv6
handoff delay is 2ts + 4th + 2tmc + 2thc .
HMIPv6 Handoff
For HMIPv6, two handover cases have to be distinguished: the inter-MAP handoff
and the intra-MAP handoff. For the intra-MAP handoff, the MN detects the IP
subnet by exchanging with the AR router solicitation and router advertisement
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messages which take 2ts . Then, the MN sends to the MAP a binding update and
gets a binding acknowledge, which takes 2tm f . The intra-MAP handoff delay is
2ts + 2tm f .
For inter-MAP handoff, the procedure starts in the same way as for intraMAP handoff with router solicitation/advertisement and binding update/binding
acknowledge to the MAP, which takes 2ts +2tm f . The MN needs also to update the
binding cache at the HA and at the CN by performing the return routability procedure and by exchanging verifiable binding update/binding acknowledge which
takes 4th + 2tmc + 2thc . The HMIPv6 handoff delay is 2ts + 2tm f + 4th + 2tmc + 2thc
for inter-MAP mobility.
FMIPv6 Handoff
For FMIPv6, two handover cases have to be distinguished: the predictive handoff
and the reactive handoff.
In predictive handoff, the MN obtains a new CoA after exchanging RtSolPr
and PrRtAdv with the previous AR which takes 2ts . The MN sends a FBU to
the previous AR which takes ts . The ARs then exchange HI and HAck which
takes 2tno . The previous AR sends a FBAck to the new AR and to the MN which
takes at most ts . Finally the MN sends a FNA to the new AR which takes ts . The
predictive FMIPv6 handoff takes 5ts + 2tno .
In reactive handoff, the MN obtains a new CoA after exchanging RtSolPr and
PrRtAdv with the previous AR which takes 2ts . The MN sends a FBU encapsulated in a FNA to the previous AR which takes ts + tno . The ARs then exchange
FBU and FBAck which takes 2tno . The reactive FMIPv6 handoff takes 3ts + 3tno .

7.4.2 Model for Random Error Process
In this section, we evaluate the layer 3 (L3) handoff delay or disruption time as a
function of the FER. We do not take into account the low-latency MIPv4 handoff
schemes for this analysis. We assume the following:
• Channel errors are random.
• An agent/router advertisement is sent only if a agent/router solicitation has
been previously received.
• A registration reply/binding acknowledge is sent only if a registration request/binding update has been received previously.
• For MIPv6 and HMIPv6 registration, we do not consider the time needed
by duplicate address detection process.
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• The link layer reliability mechanism is assumed to operate in the transparent
mode where link layer retransmissions are not performed.
• Error correcting codes, processing and queuing times are not considered
here.
Let p be the probability of a frame being erroneous in the air link. Therefore,
considering k frames contained in a packet, the packet loss rate is (1 − (1 − p)k ).
We denote τ as the inter-frame time, being the time interval between the two
consecutive frame transmissions, and D as the frame propagation delay to the
RAN. Therefore the propagation delay from MN to RAN for a MIP message is:
D + (k − 1)τ.
Exponential Back-Off Mechanism
The retransmission timers for all the MIP-based protocols follow an exponential
back-off mechanism. Let Tr(1) be the initial back-off timer. The back-off timer
upon the ith transmission Tr(i) doubles after each retransmission. Hence:
Tr(i) = 2i−1 · Tr(1)

(7.1)

The upper bound for Tr(i) is (2Nm−1 · Tr(1)) where Nm is the maximum number
of transmissions allowed.
Adaptive Retransmission Timer
The initial retransmission timer Tr(1) can be taken from the specification, see
Table 7.1. But the initial retransmission timer Tr(1) is a crucial parameter which
should be optimized since it is of direct impact on the handover delay over errorprone links. It should not be too short, otherwise a packet is retransmitted while
a response is on the way to be received; and it should not be too long to avoid an
unnecessary increase of the handover delay if a loss occurs. Therefore, it has to
be proportional to the transmission time of the messages involved in the handover
transaction. We define a transaction as the exchange of solicitation/advertisement,
or request/reply messages. It is function of the number of frames k contained in
the MIP messages, of the frame RAN propagation delay D, of the inter-frame time
τ, and of the wired link between entities involved in the transaction.
Let us consider the solicitation/advertisement transaction: transmission of the
agent solicitation (containing k1 frames), acknowledged by the agent advertisement (containing k2 frames). Hence the retransmission timer of this transaction is:
Tr(1) = D + (k1 − 1) · τ + D + (k2 − 1) · τ + 2 ∗ tr f
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where tr f is the delay between the RAN and the FA (tr f = tm f − tmr ). The value
of Tr(1) changes to reflect the size of the messages exchanged in the transaction
and the path taken by the messages.
Retransmission Probability
The probability of retransmission q is the probability of a transaction having
failed: this means that the first packet sent (solicitation containing k1 frames)
is lost or that the first packet is received but the response (advertisement containing k2 frames) is lost. Therefore the probability of having a retransmission of
solicitation follows Equation 4.2:
q = (1 − (1 − p)k1 ) + (1 − (1 − p)k2 ) · ((1 − p)k1 )

(7.3)

q = 1 − ((1 − p)k1 +k2 )

(7.4)

The value of q changes to reflect the size of the messages exchanged in the transaction.
Average Handover Delay
Let Nm be the maximum number of transmissions allowed. The average delay T t(i)MIP for the successful transmission of the ith MIP message follows
Equation 4.4:
i
T tMIP
=

1
· [(1 − q)(D + (k − 1)τ)
1 − qNm
+ (1 − q)q(Tr(1) + D + (k − 1)τ)
+ (1 − q)q2 · (3Tr(1) + D + (k − 1)τ) + · · ·

+ (1 − q)qNm−1 · ((2Nm−1 − 1)Tr(1)
+ D + (k − 1)τ)]
= D + (k − 1)τ − Tr(1)
+

(1 − q)(1 − (2q)Nm ))
· Tr(1)
(1 − qNm )(1 − 2q)

(7.5)

The handover transmission delay is the addition of the delays for all the N messages necessary to perform the handover. The average handover transmission delay T tMIP is given as:
N

i
T tMIP = ∑ T tMIP
i=1
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Mobile IPv4
For MIPv4, the average handoff delay is as follows:
T tMIPv4 = T t(AgSol) + T t(AgAdv) + 2tr f
+ T t(RegReq) + T t(RegRep)
+ 2trh

(7.7)

where tr f is the delay between the RAN and the FA (tr f = tm f − tmr ) and trh is the
delay between the RAN and the HA (trh = th − tmr ).
For MIPv4 solicitations, the retransmission mechanism specifies that the three
initial transmissions are sent with 1 s interval, then the transmissions intervals
follow the exponential back-off mechanism. Therefore,
T t(AgSol)MIPv4 =

1
· [(1 − q)(D + (k − 1)τ)
1 − qNm
+ (1 − q)q(Tr(1) + D + (k − 1)τ)
+ (1 − q)q2 · (2Tr(1) + D + (k − 1)τ) + · · ·
+ (1 − q)qNm−1 · (2Nm−1 Tr(1) + D + (k − 1)τ)]

(7.8)

Mobile IPv6
For MIPv6, the average handoff delay is as follows:
T tMIPv6 = T t(RSol) + T t(RAdv) + 2tra
+ 2T t(BU) + 2T t(BA)
+ T t(HoTi) + T t(HoT )
+ 4trh + 2trc + 2thc

(7.9)

where trh is the delay between the RAN and the HA (trh = th − tmr ) and trc is the
delay between the RAN and the CN (trc = tmc − tmr ).
For MIPv6, router solicitations follows the retransmission mechanisms of
MIPv4 agent solicitations expressed in Equation 7.8.
Hierarchical mobile IPv6
For HMIPv6 intra-MAP, the average handoff delay is as follows:
intra
= T t(RSol) + T t(RAdv) + 2tra
T tHMIPv6
+ T t(BU) + T t(BA) + 2trmap
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where tra is the delay between the RAN and the AR (tra = ts −tmr ) and trmap is the
delay between the RAN and the MAP (trmap = tm f − tmr ). T t(RSol) for HMIPv6
follows Equation 7.8.
For HMIPv6 inter-MAP, the average handoff delay is as follows:
inter
= T t(RSol) + T t(RAdv) + 2tra
T tHMIPv6
+ 3T t(BU) + 3T t(BA)
+ T t(HoTi) + T t(HoT )
+ 2trmap + 4trh + 2trc + 2thc

(7.11)

For FMIPv6 in predictive mode, the handoff delay is as follows:
Pred
T tFMIPv6
= T t(RtSolPr) + T t(PrRtAdv)
+ T t(FBU) + T t(FBA)
+ T t(FNA) + 5tra + 2tno

(7.12)

where tno is the delay between the previous AR and the new AR.
For FMIPv6 in reactive mode, the handoff delay is as follows:
React
= T t(RtSolPr) + T t(PrRtAdv)
T tFMIPv6
+ T t(FNA) + 3tra + 2tno

7.5

(7.13)

Results of Handover Delay

In this section, we present results based on the previous analysis. It is important
to note that the maximum disruption time for VoIP should ideally be less than 100
ms (i.e. high and medium classes defined in [15]) and not exceed 300 ms (i.e. in
urban or rural outdoor and indoor environments as stated in [16]. The results from
the two models are given.

7.5.1 Linear Model
To evaluate the disruption time, we set tmr = 10 ms as in [6], considering a relatively low bandwidth in the wireless link. Also, we assume tm f = tmr + 2 = 12 ms
and ts = 11 ms. The delay introduced by the Internet depends on the number of
routers and the type of links in the path of datagram transmission. It is rather
difficult to standardize such heterogeneous transmission paths and compute the
transmission delay. Moreover, tno is assumed to be 5 ms since it is over the wired
network. For this reason we have assumed the one-way Internet delay over the
wired network to be constant, equal to 100 ms. Therefore, we assume th = 112 ms,
tmc = 124 ms and thc = 114 ms.
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Impact of the delay between the MN and its home network
In Figure 7.11, the handoff delay with HMIPv6 protocol (intra-MAP) and with
FMIPv6 are the lowest and independent of the delay increase between the MN
and the home network: as specified in [5], when the MN moves within a MAP
domain, there is no need to update the RCoA with its HA and the CN. On the
other hand, the HA is involved in the registration process for the other protocols
analyzed, resulting in higher handoff delays when the delay between MN and its
home network increases. MIPv6 and HMIPv6 for inter-MAP movements result in
a handover delay unacceptable for VoIP sessions even if the delay between the MN
and its home network is low. This is also due to the return routability procedure.
MIPv4 handover delay is at the borderline for providing an undisturbed session
with 220 ms for 120 ms delay between the MN and its home network
Figure 7.12 shows that the disruption time for all the schemes, except for the
post-registrations network-triggered and for the local HMIPv6 handoffs, varies
linearly with the same slope (factor 2) as a function of the delay between the MN
and its home network. The disruption for network-triggered post-registrations are
the shortest (up to 80% shorter than other handover delays) as the delay between
the MN and its home network increases. The maximum disruption times are obtained for the mobile-triggered post-registrations handoffs (50–60% longer than
MIPv4 handover delay).
disruption time vs delay MN−Home Network
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Figure 7.11: Disruption time vs. delay MN and its home network for MIPv4,
MIPv6, HMIPv6 and FMIPv6
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Figure 7.12: Disruption time vs. delay between MN and its home network for
MIPv4, HMIPv6 intra-MAP and low-latency handoff schemes

Impact of the Delay Between the MN and CN
In Figure 7.13, we can notice that the disruption times for MIPv4, FMIPv6 and
HMIPv6 (intra-MAP) are independent of the delay increase between MN and CN
as expected. However, for MIPv6 and for HMIPv6 (inter-MAP) the disruption
disruption time vs delay MN−CN
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Figure 7.13: Disruption time vs. delay between MN and CN for MIPv4, MIPv6,
HMIPv6 and FMIPv6
165

Chapter 7. Impact of Mobility
disruption time vs delay MN−CN
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Figure 7.14: Disruption time vs. delay between MN and CN for MIPv4, HMIPv6
intra-MAP and low-latency handoff schemes

time gets greater (up to 900 ms) while this delay increases (up to 150 ms). These
results corroborate the intention of the protocols specifications: the MN in a foreign network only registers with its HA (MIPv4), with the ARs (FMIPv6) and with
its MAP (HIMPv6 intra-MAP). On the other hand, for MIPv6 and for HMIPv6
(inter-MAP), the MN registers with its CN involving also extra-messages to perform the return routability procedure. Also, HMIPv6 (intra-MAP) gives the shortest handoff delay because the MN registers only to its MAP which is in the same
foreign network.
All the low-latency handoff schemes for MIPv4, FMIPv6 and HMIPv6 intraMAP do not involve exchanges with the CN. Therefore the handover delay of
these schemes does not vary as a function of the delay between the MN and the CN
as illustrated in Figure 7.14. However two groups can be distinguished: networktriggered post-registrations and HMIPv6 intra show around 75% lower handover
delay than mobile-triggered post-registration, pre-registrations and MIPv4 as the
delay between the MN and its home network increases. But all disruption times
obtained are acceptable for VoIP services.
Impact of the Wireless Link Delay
The results obtained with a varying wireless link delay gives more insight to the
comparisons. Indeed, Figure 7.15 shows that the wireless link delay increase affects the handoff delay for all the protocols analyzed. The HMIPv6 (inter-MAP)
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disruption time vs wireless link delay
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Figure 7.15: Disruption time vs. wireless link delay for MIPv4, MIPv6, HMIPv6
and FMIPv6

case and MIPv6 are the most affected because it involves the highest number of
messages exchanged over the wireless interface. However, when a MN moves
within a MAP domain (HMIPv6 intra-MAP), the handoff delay is the less affected by the wireless link delay increase. HMIPv6 (intra-MAP) and MIPv4 handover delays increase with same slope with respect to the wireless link delay.
FMIPv6 handover delays give the lowest slopes and the lowest values. In this
case, FMIPv6 and HMIPv6 (intra-MAP) appear to be the most suitable for VoIP
communications.
Concerning the low-latency MIPv4 handoff schemes, Figure 7.16 shows that
the disruption for ST pre-registration, for the network initiated post-registrations
are shorter than that of MIPv4, as wireless link delay increases. The disruption times obtained the network initiated post-registrations are generally acceptable for media streams as they are independent of the wireless link quality. In
Figure 7.16, one can also see that the disruption time for mobile initiated post and
pre-registrations exhibit the same slope (with a factor of 2) as MIPv4, HMIPv6
intra-MAP handover delays when the wireless link increases while the networkinitiated pre-registrations delays increase with a factor of 1.
Four first conclusions can be drawn from linear model:
• The essential factors impacting on the handoff delay are the number of exchanged messages necessary to perform the handover and the entities involved in the process (i.e. HA, CN, MAP, FA, AR).
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disruption time vs wireless link delay
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Figure 7.16: Disruption time vs. wireless link delay for MIPv4, HMIPv6 intraMAP and low-latency handoff schemes
• Local mobility management and fast handoff with network initiated postregistrations seem to give lower handover delay than the other MIP-based
protocols analyzed. In case of global handovers, the hierarchical management gives a higher handoff delay than for non-hierarchical protocols.
However note that the MN is expected to move more often within the MAP
domain than between two different MAPs, especially during a VoIP session.
• In general, local mobility management and low-latency handoffs outperform the traditional Mobile IPv4. Moreover, the network-initiated lowlatency handoffs perform better than the mobile-initiated ones where the
MN has to solicit an advertisement from the FA. Therefore, for real-time applications, network-initiated post-registrations handoffs are suitable when
the MN is far away from its home network, or under high latency wireless
links, or when the MN is far away from the CN or in situations covering all
these conditions.
• The wireless link delay has an important influence in the handoff delay and
is investigated further in model with the FER.

7.5.2 Model for Random Error Process
For the evaluation, the size of each message and the values of the fixed backoff timers are obtained from [1, 2, 4, 5] (see Tables 7.1 and 7.2) and those for
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Table 7.1: Back-off timers and maximum timers specified in [1, 2, 4, 5]
Back-off timer Max back-off timer
[s]
[s]
MIPv4
Ag. Solic.
1
60
Reg. Req.
1
–
MIPv6
Rt. Solic.
1
32
Home/Co Test Init
1
32
BU
1.5
32
inter-MAP HMIPv6
Rt. Solic.
1
32
Home/Co Test Init
1
32
BU
1.5
32
intra-MAP HMIPv6
Rt. Solic.
1
32
BU
1.5
32
FMIPv6
RtSolPr.
1
32
FBU
1.5
32
FNA
1
32

initial adaptive timer are obtained from the transmission delay of the different
transactions using Equation (7.2).
We consider a 128 kbps channel. The values of the delay D and the interframe time τ are set respectively to 10 ms as in [6] and to 20 ms. The number
of maximum transmissions allowed Nm is 6 for BUs , it is 7 for agent or router
solicitations. The average handoff delay is evaluated at various FER between
0–10%. Results for the maximum FER for VoIP which is 3% are presented in
Table 7.3 using adaptive and fixed timers (cf. Table 7.1).
Comparing the results with linear model, one can see that the protocols which
show high delays are the same: HMIPv6 inter-MAP and MIPv6 because of the
high number of exchanged messages over the wireless link. But in contrast with
the linear model, if fixed timers are used, MIPv4 shows the lowest delay for FER
>8% because another important parameter enters into account: the backoff timer
(1 s), which is the lowest for registration request among all protocols. As Table 7.1
shows, MIPv6, FMIPv6 and HMIPv6 have their BU timers set to 1.5 s. For FER
<8%, FMIPv6 reactive handoff gives the lowest delay.
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Table 7.2: Messages sizes
Messages
Length
(bytes)
MIPv4
Ag. Solic.
67
Ag. Adv.
28
Reg. Req.
60
Reg. Rep.
56
MIPv6
Home/Co Test Init
64
Home/Co Test
74
Rt. Solic.
52
Rt. Adv.
92
BU (HA)
56
BU (CN)
66
BA (HA)
56
BA (CN)
66
HMIPv6
Rt. Solic.
52
Rt. Adv.
80
Home/Co Test Init
64
Home/Co Test
74
BU (MAP)
56
BU (HA)
56
BU (CN)
66
BA (HA)
56
BA (CN)
66
FMIPv6
Rt. Solic.
52
Rt. Adv.
80
FBU
56
FBA
56
FNA
52
If initial adaptive timers are used as in Figures 7.18 and 7.19, the ranking of the
different protocols is as in the linear model (i.e. from best to worst performance:
HMIPv6 intra-MAP, reactive FMIPv6, predictive FMIPv6, MIPv4, MIPv6 and
finally HMIPv6 inter-MAP). Local mobility management is thus still an important enhancement. However, the handover delay is significantly reduced: up to
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Figure 7.17: Disruption time vs. FER with the fixed specified timers

Table 7.3: Comparison handoff delay with and without the initial adaptive timer
for FER = 3% in a 128 kbps channel
Protocols
Handoff delay
Handoff delay
with fixed timer (s) with initial adaptive timer (s)
MIPv4
0.37
0.26
MIPv6
1.27
1
HMIPv6 intra-MAP
0.21
0.05
HMIPv6 inter-MAP
1.83
1.45
FMIPv6 predictive
0.34
0.075
FMIPv6 reactive
0.22
0.051

55% shorter for HIMIPv6 (inter-MAP), up to 50% shorter for MIPv6, up to 99%
shorter for FMIPv6 and HMIPv6 (intra-MAP) and up to 50% shorter for MIPv4.
Also, the difference between MIPv6 and HMIPv6 inter-MAP is in proportion
bigger: HMIPv6 inter-MAP handover delay is around 40% higher than that of
MIPv6. The initial adaptive timer brings down the disruption times at 3% FER
for MIPv4 and HMIPv6 (intra-MAP) to a value that is acceptable for voice communications.
Another parameter influences the results, the value of k, the number of frames
contained in one packet sent over the air link which depends a lot on the data rate
considered. The greater this number is, the higher is the probability of a packet
loss and the longer is the initial adaptive timer. The initial adaptive timer therefore
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Figure 7.18: Disruption time vs. FER with the proposed initial adaptive timers
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Figure 7.19: Disruption time vs. FER with the proposed initial adaptive timers

permits the intrinsic characteristics of each protocols and their robustness mechanisms to be reflected on the handover delay.
As intuitively predicted, local handover management as in FMIPv6 and
HMIPv6 seems to be appropriate for mid-session mobility or mid-session periodic location update. Even if the local mobility management implies that global
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management may happen during inter domains handovers and this provides
extra-delays than the classical management (i.e. in MIPv4 and MIPv6), most of
mid-session handovers or periodic updates take place within a MAP domain. In
fact, the updates of the binding caches at the CN, at the MAP and at the HA, and
the setup of the tunnels MN-HA and MN-MAP are necessary during MIP-based
handovers, but they lengthen the handovers to various degrees for the three protocols. Although this hierarchical management of mobility has the drawback of
a greater disruption time, it has the advantage of avoiding the extra-delay introduced by the triangular routing and the extra-overhead to the end-to-end VoIP
messages due to the necessary encapsulation.

7.6

Concluding Remarks

In this chapter we have focused on mobility management issues in heterogeneous
networks. We first described briefly mobile IP-based protocols and compared their
performances in terms of disruption time.
In order to support real-time services, the disruption time should be minimized
(less than 200 ms). Our analysis led to the following conclusions. For the fast
MIPv4 handoff schemes, the disruptions for network-initiated post-registrations
with two or three parties are shorter than that of the original Mobile IP in most
situations. If the combined method is to be used, the network-initiated sourcetriggered pre-registration should be combined with network-initiated three-party
post-registration. This implies that the network is sensitive to variations in the
link layer connection to the MN. The three-party post-registration presented in
this chapter is meant to avoid “anchor chaining” but situations where the mobile
nodes move at such a speed among different subnets are rare.
Future mobile networks migrates from IPv4 to IPv6. In an IPv6 environment,
the disruption time is higher than in mobile IPv4, because of the larger size of the
IPv6 messages and of the MIPv6 registration process, which involves updates of
the MN’s current point of attachment at the correspondent node. However, for the
fast MIPv6 handoff the relative comparison between the different procedures will
most likely lead to the same conclusions presented above.
The comparison between the nature of MIPv4, MIPv6 and HMIPv6 showed
that the different management between local and global movements seemed to
perform better. Although for global mobility management, the disruption time
is higher than for classical handover management, the MN is expected to move
more often within the MAP domain than between two different MAPs during a
VoIP session and can benefit from shorter end-to-end VoIP packet delivery time.
To optimize the handover delays, we have proposed to use an adaptive retransmission timer, proportional to the size of the messages involved in the transactions
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of the handover process. With the adaptive retransmission timer the disruption
times decrease by up to 50% compared to the results obtained using the specified
timers. Also hierarchical mobility management appears again as the most suitable
method to handle network layer mobility for VoIP.
We have also identified four crucial parameters that affect the handover performances of the protocols depending on the frame error rate in the air link. These
are the number of messages exchanged over the air link and their sizes, the entities involved in the process, and the retransmission strategies (maximum number
of transmissions allowed, back-off mechanism and back-off timer). Reducing the
back-off timer to an appropriate value via the adaptive back-off timer proposed
in the previous chapter leads to a drastic decrease of the disruption time for all
protocols.
In the future more investigations can be done on the impact of correlated errors on the disruption time, as well as the consideration of error correction mechanisms, processing and queuing delays.
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Chapter 8
Coupling Mobility and Security
8.1

Introduction

Coupling host mobility and quality of service with security is one of the main
issues to be addressed in the next generation wireless systems. The next generation wireless systems evolve towards Internet protocol (IP)-based wireless heterogeneous systems where host mobility and voice over Internet protocol (VoIP)
communications become fundamental. There is nowadays a strong need to have
continuous network connectivity to voice services.
In wireless heterogeneous networks, mobility management should be provided
at a convergent layer. This book focuses on the network layer as the convergent
layer to provide mobility. At the network layer, mobility is therefore naturally
modelled as changing the routing of datagrams destined for the mobile node (MN)
so that they arrive at the new point of attachment. This is the goal of mobile IP [1]:
providing a host with the ability to stay connected to the Internet and its services
regardless of its location. In this chapter, we focus on mobile IPv6 (MIPv6) [2]
and its security features.
In MIPv6 the MN obtains a new IP address in the visited network. As seen in
the previous chapter the mobility of a node can disrupt or even intermittently disconnect an ongoing VoIP session, because a secure handover must be performed
to ensure continuous connectivity. The duration of the such interruptions is called
disruption time or handover delay and can heavily affect the user satisfaction. The
handover procedure needs to be protected in terms of integrity and confidentiality
– otherwise the packets may be rerouted to a malicious node and the legitimate
handover may not be performed. The security procedure to ensure this should also
not lengthen significantly the handover to provide good quality real-time services.
Therefore, it is important to evaluate the disruption time or handover delay susceptible to disturb a VoIP session. We define disruption time or handover delay as the
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time interval from when the handover process starts to when the first data packet
can be delivered to the mobile node. Note that disruption of on-going sessions
may also happen due to update of expiring bindings at the mobility agents. The
challenge in supporting real-time services in wireless systems resides in guaranteeing secure MIPv6 registration process with minimal additional delay during the
handover.
Mobility and security management has therefore received a lot of attention
in the internet engineering task force (IETF). MIP (version 4) defined earlier by
the IETF suffers from extra-delays due to the routing of each packet through the
HA (triangular routing), from the lack of addresses and from a high signalling
load resulting in unappropriate support of the VoIP sessions. To overcome theses
issues and face the upcoming deployment of IPv6, IETF has recently elaborated
the RFC 3775 [2] specifying among other procedures the security mechanisms
involved in mobile IPv6. Additionally, an Internet draft [3] has appeared dealing
specifically with the solution to some security threats of the route optimization
implemented in MIPv6. One security hole mentioned but not addressed in [2]
is the vulnerability against attackers which are located on the paths between the
home network and the corresponding node and between the mobile node and the
corresponding node.
Another general problem faced in wireless networks that is also a fundamental
security issue is the leakage of stored secrets from the portable device. Leakage of
secret-keys or private-keys causes a serious flaw in the system, and unfortunately
the potential of such risk is not negligible due to computer viruses, bugs in programs or mis-configuration of the system. Cryptographic authentication relies on
the possession of a key by the party to be authenticated. Such keys are often stored
using special devices such as tamper-resistant cryptographic servers or in smart
card. However there are situations where this is inconvenient or expensive. Therefore, there is a need for secure communication relying on a short secret than can be
remembered by humans to achieve authentication and key establishment. This is
the motivation behind password-based authenticated key establishment protocols
in general, and of leakage resilient-authenticated key establishment (LR-AKE) [5]
exposed in this chapter for the Mobile IPv6 environment.
In this chapter, we show a novel security architecture to support MIPv6 and to
solve the problem of on-path attacks and additionally the issue of leakage of stored
secrets from the nodes. To address these issues and to realize mutual authentication between home agents (HAs) (that might not know each other in advance) as
in [6], we propose the use of LR-AKE between the MN and the HA and of public key infrastructure (PKI) [7] between HAs. Then we customize PKI so that
LR-AKE can enhance its resilience to the leakage of private-keys in HAs, without using tamper resistant modules (TRM). The additional motivation for such
combination is that LR-AKE uses RSA, which is a cryptographic primitive, in
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our architecture to shorten the potential extra-delay it can cause thanks to precomputations. To assess the performance of the exposed architecture we evaluate
the handover delay as a function of the frame error rate (FER) and the MIP messages arrival rate at the HA. The evaluation is made using the probabilistic delay
model presented in section 4.2 for transmission delays based on a random error
process, queuing delays and encryption delays. The handover delay is analytically
derived in various situations. The method used involves queuing theory and the
reliability mechanism of MIPv6 to overcome losses due to the wireless link. We
give the proportion of the handover delay due to the transmission of messages
involved in the security procedure and in the MIPv6 procedure, due to the encryption and to the queuing in order to identify the dominant factors. These are the
transmission delays which are affected by the parameters defining the reliability
mechanism: retransmission timer, retransmission strategy and maximum number
of transmissions allowed.
The rest of the chapter is organized as follows: in section 8.2 mobile IPv6
security, its security threats and the solutions proposed to address them in the RFC
[2] are described. Section 8.3 introduces the LR-AKE protocol. In section 8.4 we
propose a new security architecture for MIPv6. The performance analysis of the
proposed architecture in terms of handover delay using analytical models is given
in section 8.5. The security analysis of the proposed architecture is elaborated
in section 8.6. Then the results are presented in section 8.7 considering various
conditions, and the concluding remarks are given in the last section.

8.2

Mobile IPv6 Security

The handover process for MIPv6 is described in section 7.2. The node mobility
provided by MIPv6 raises a number of security issues that are described in this
section.

8.2.1 Security Goal
The MIPv6 design and security design aimed at following the end-to-end principle, to duly notice the differences in trust relationships between nodes, and not to
make the security any worse than IPv4 today as mentioned in [2].

8.2.2 Threats Model
This section describes the major threats against MIPv6. The goal of an attacker
is to corrupt the handover procedure involving the exchange of messages with
the HA and the CN, especially the binding update (BU)/binding acknowledgment
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(BA) exchange. Unauthenticated and malicious BUs open the door for many types
of attacks that are described in [2–4] and summarized here:
The Address Stealing
The address stealing consists in an attacker illegitimately claiming to be a given
node at a given address.
• Basic address stealing: Considering there is no authentication process involved in the binding update, a possible attack could be to create and send
fake or forged BUs from any host in the network in order to steal an IP
address. It is impossible to identify which addresses belong to MNs that
really could send BUs and which addresses belong to stationary nodes, so
potentially any node (including “static” nodes) is vulnerable to this attack.
• Predicted address stealing: If an attacker knows an address that a node is
likely to choose in the future, it can launch a “anticipated” address stealing
attack. The attacker creates a binding cache entry using the home address
that it anticipates the target node will use.
• Attacks against confidentiality and integrity: By spoofing BUs, an attacker
could redirect all packets between two IP nodes to itself. By sending a
spoofed BU to node A, the attacker could intercept the data intended to
node B. The attacker could also send spoofed BUs to both nodes A and B
and put itself in the middle of all connections between them (resulting in a
man-in-the-middle attack). Thus, the attacker would be able to disclose and
modify the packets sent between nodes A and B, and therefore attack the
confidentiality and integrity of legitimate messages.
• Basic denial of service (DoS) attacks: The attacker could send forged BUs,
and redirect all packets sent between two IP nodes to a different address.
This results in stopping or disrupting communications between the two legitimate nodes. This attack can be targeted to any Internet node, and can
be empowered if targeted to fixed functional servers belonging to the infrastructure (e.g. SIP servers).
• Replaying and blocking BUs: An attacker could resend or replay recent authenticated BUs to the correspondent resulting in redirecting packets to the
MN’s previous location. Like spoofed BUs, this can result in interception
and DoS attacks.
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Attacks Against Other Nodes and Networks
This flooding attack consists in redirecting possibly a huge amount of data to a
victim node by sending spoofed BUs.
• Basic flooding: This attack consists basically in flooding a victim node with
a huge amount of data that the victim has not requested. Considering that
the attacker knows that there is a heavy data stream from node A to B, the
attack consists in redirecting this flow to the target address of the victim
node C. However, node A would soon stop sending the data because it is
not receiving acknowledgments from node B.
• Return-to-home flooding: It consists into taking the target of the flooding
as the home address/home network instead of the care-of-address/visited
network.
Attacks Against BU
These attacks consist of the attacker using the security protocol that successfully
protects the confidentiality and the integrity of data to amplify the resource exhaustion attack towards the MN or the CN. This results in a denial-of-service
attack which renders the normal use or management of network systems difficult/vain by issuing malicious commands.

8.2.3 Security Mechanisms
The main mechanisms specified in [2, 4] to address most of the issues described
above are based on IPSec [8], and a procedure called return routability (RR).
IPSec is used to protect the BU/BA exchange with the HA, and RR protects the
exchanges with the CN. This section describes both procedures:
IPSec
The MN and the HA use an IPsec security association to protect the integrity and
authenticity of the BU and the BA. The encryption is done by the encapsulating
security payload (ESP) [9] header in transport mode with a non-NULL payload
authentication algorithm to provide data origin authentication, connectionless integrity and optional anti-replay protection. The concept of a “security association”
is fundamental to IPsec. A security association is a simplex “connection” that
affords security services to the traffic carried by it. The establishment and maintenance of a security association is performed by Internet key exchange (IKE)
protocol [10]. A security association is uniquely identified by a triple consisting
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of a security parameter index (SPI), an IP destination address, and a security protocol (ESP) identifier. There are two nominal databases in IPSec: the security
policy database and the security association database. The former specifies the
policies (requirements and security protocols to achieve them) that determine the
disposition of all IP traffic inbound or outbound from a node. The latter database
contains parameters that are associated with each (active) security association.
The security association ensures that no MN can send a BU on behalf of another MN using the same HA because the HA checks that the given home address
has been used with the right security association using the security policy and
association databases entries identified with the given home address. In order to
make this possible, it is necessary to the home address of the MN visible in the
BU and the BA in the source or destination address, or in the home address destination option or the type 2 routing header. All IPsec security associations are
manually configured. The used shared secrets are random and unique for different MNs, and are distributed off-line, for instance when the MN subscribes to the
home network.

Return Routability
This procedure ensures that the CN establishes communication with a legitimate
MN and vice versa. The protection of BUs sent to CN does not require the configuration of a security association or the existence of an authentication infrastructure between the MN and the CN to avoid scalability issues. Instead, the return
routability method is a distributed infrastructure-less procedure to assure that the
right MN is sending the message. The basic return routability mechanism consist
of two checks, a home address check and a care-of-address check. The procedure
is depicted in Figure 8.1.
The return routability checks are performed in pairs < HomeTest, BU > and
< Care − o f Test, BU >. The HomeTestInit (HoTI) and Care-ofTestInit (CoTI)
messages are only needed to convey the home and care-of addresses and cookies
used to generate the response test messages (HomeTest (HoT) and Care-ofTest
(CoT)). The BU is a combined routability response to both tests.
• The home address check: It consists of exchanging a HoT message and a
BU with the CN via the Home Agent. The HoT is assumed to be tunneled
by the HA to the MN. The HoT contains a cryptographically generated token, home_keygen_token, which is formed by calculating the hash function
SHA1 [11] over the concatenation of a secret key Kcn known only by the
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Figure 8.1: Return routability procedure
CN, the source address of the HoTI message received by the CN, and a
nonce. The expression for this token generation is the following:
home− keygen−token = First(64, HMAC− SHA1
(Kcn , (Home− address||nonce||0)))

(8.1)

where || denotes concatenation and the final 0 is a single zero byte used
to distinguish home and care-of cookies from each other. An index to the
nonce is also included in the HoT packet, allowing the CN to find the appropriate nonce easily. In most cases the HoT packet is forwarded over two
different segments of the Internet. It first traverses from the CN to the HA.
On this trip, it is not protected and any eavesdropper on the path can learn
its contents. The HA then forwards the packet to the MN. This path is taken
inside the IPsec ESP protected tunnel, making it impossible for the outsiders
to learn the contents of the packet.
• Care-of-address check: It consists of exchanging a CoT message and a BU
directly with the CN. Furthermore, the token is created in a similar way but
taking the CoA instead of the home address:
co− keygen−token = First(64, HMAC− SHA1
(Kcn , (co− address||nonce||1)))

(8.2)

where 1 is a single one byte used to distinguish home and care-of cookies
from each other. The CoT message goes directly from the CN to the MN.
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It remains unprotected all along the way, making it vulnerable to eavesdroppers near the CN, on the path from the CN to the MN, or near the MN.
• Forming the first BU: Upon receiving the HoT and CoT messages, MN
creates a binding key Kbm by taking the hash function SHA1 over the concatenation of the tokens received:
Kbm = SHA1(home− keygen−token||co− keygen−token)

(8.3)

This key is used to protect all binding updates for this session, as long as
the key remains valid. Note that the key is available to anyone that is able to
receive both the CoT and HoT messages. So if the eavesdropper is near the
CN these messages necessary to derive the binding management key can be
captured. This is the on-path attack.
• Creating state safely: The CN remain stateless until the reception the first
BU in order to prevent DoS attacks on its memory.
• Quick expiration of bindings: The binding cache should embed lifetime
values for each biding in order to prevent time shifting attacks.
To summarize this section, the pillars of the security design were the employment
of the return routability idea in the HoT, CoT and BU messages, the ability to
remain stateless until a valid BU is received, and the limiting of the life times to a
few minutes.

8.2.4 Remaining Vulnerabilities
These mechanisms do not protect against attackers who are at the path between
the home network and the CN, and at the path between MN and CN [2] (a.k.a
on-path attackers). However, attackers off these paths are capable of performing
the DoS attacks even without mobile IPv6.
The only known difference between IPv4 baseline security and the presented
MIPv6 security is a possibility of restricted time shifting attacks. The lifetime of
bindings tries to address time shifting attacks. An attacker that is able to create a
false binding is able to reap the benefits of the binding as long as the binding lasts.
This is a difference from IPv4, where an attacker may continue an attack only as
long as it is on the path between the two hosts. Since the binding lifetimes are
short at the cost of a significant overhead, the ability to do a time shifting attack
is restricted but not eliminated. In this chapter, we address this issue as well as
the on-path attacks and the potential leakage problem commonly known in mobile
systems with the lowest overhead possible.
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8.3

Leakage-Resilient Authenticated Key
Establishment Protocol Based on RSA

In this section, we give an overview of LR-AKE protocol to be used in our proposed architecture. The first LR-AKE protocol has been proposed in [5] but it was
an authenticated key establishment (AKE) protocol based Diffie-Hellman which is
not appropriate for mobile devices with limited computing power.1 In this chapter,
the LR-AKE protocol used is based on RSA that can be regarded as the appropriate solution for wireless networks with computing power difference between the
MN and the servers. The MN has a limited computing power while the server benefits from a relatively enormous one. Furthermore, RSA encryption (or signature
verification) is more lightweight than Diffie-Hellman encryption. The LR-AKE
protocol is based on a two-party (client and server) model.

8.3.1 Security Goal
The security goal of an AKE protocol is to establish secure channels between two
parties, authenticating each other, and sharing a common session key, to be used
for confidentiality or data integrity or both, at the completion of the protocol. In
addition to mutual authentication and session keys generation, leakage-resilient
AKE (LR-AKE) protocols provide additional security features that protect a
party’s short secret (e.g. password) against leakage from the both parties of
secrets stored in the devices.

8.3.2 Preliminaries
Here we provide a definition of the standard RSA function, which is the basis for
the security of the LR-AKE protocol along with some notations.
Definition 4. A RSA public and private key pair ((e, N), (d, N)) is computed as
follows:
• N = pq such that p, q are distinct and odd primes.
• e, d ∈ Zϕ(N) are integers satisfying ed ≡ 1 mod ϕ(N). We call N a RSA
modulus.
• The RSA encryption (or, signature verification) function is RSAN,e is defined
by:
(8.4)
RSAN,e (x) ≡ xe modN.
1 In

general, a modular exponentiation over 1,024-bit modulus as used in Diffie-Hellman requires heavy computing power.
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• The RSA decryption (or, signature generation) function RSAN,d is
RSAN,d (y) ≡ yd modN.

(8.5)

Thus, the RSA function is simply an exponentiation with exponent f (i.e., e or d)
belonging to the group ZN , whose order is ϕ(N) = (p − 1)(q − 1). For any x ∈ ZN ,
the following holds modulo N:
RSAN,d (RSAN,e (x)) ≡ (xe )d ≡ xed

mod ϕ(N)

≡ x1 ≡ x

(8.6)

The basic security property of the RSA functions is one-wayness, meaning given
N, e, y it is computationally-hard to compute RSA−1
N,e (y) = RSAN,d (y).
Let k denote the security parameter for hash functions and temporal random
values (which are 160 bits long). Let {0, 1} denote the set of finite binary strings
and {0, 1}k the set of binary strings of length k. Let “||” denote the concatenation
of bit strings in {0, 1} .
Let us define secure one-way hash functions as follows: while H denotes a
full-domain hash function from {0, 1} to ZN \{1}, hash functions from {0, 1} to
{0, 1}k are denoted H j , for j = 0, 1, 2, 3. Here we will assume that H and H j are
distinct random functions from one another. Let C and S be the identities of client
and server, which will in later section be home and permanent IP addresses.

8.3.3 The LR-AKE Protocol Based on RSA
The Relevant Context
The relevant situations to benefit from LR-AKE features are wireless networks
that include heterogeneous devices (i.e. with different computational capabilities):
for instance, such network enables communications between a user (so-called
client) which has insecure devices, such as mobile phones or PDAs, with limited computing power but some memory and a server that has enough (enormous)
computing power to generate a pair of (public and private) keys of RSA and to
perform the RSA decryption function when e is a small prime number. Note that
we do not assume the server to be completely secure.
In order to speed-up the computation of RSAN,e (for the client efficiency),
e can be chosen to be a small prime with a small number of 1’s in its binary
representation (e.g., e = 3). Choosing “e” as a small prime does not incur any
security problem known so far. Of course, it is the case if the modulus “N” is
a composite of two prime numbers with each size equal (following the RSA key
generation procedure shown in preliminaries in section 8.3.2). The actual security
of the RSA function is not in the public key (i.e. encryption key), but in factoring
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the composite “N” for the decryption. Since the RSA key that includes “N” is
generated in the initialization phase of the RSA-based LR-AKE protocol, there is
no possible attack on “e” even if “e” is a small prime. In addition, neither tamper
resistant module (TRM) nor PKI is needed to support LR-AKE.
Here we propose a RSA-based LR-AKE protocol that guarantees both
leakage-resilience of stored secrets and forward secrecy. Forward secrecy guarantees that the compromise of long-term keys does not result in the compromise
of previously established session keys.
The Process
The RSA-based LR-AKE protocol consists of three phases: initialization, publickey verification and session-key generation.
In the initialization phase, a client C registers the verification data to a server
S . In the public-key verification phase, the client C and the server S verifies the
server’s RSA key via a challenge-response protocol (refer to section 5.3 for definition of challenge-response). In the session-key generation phase, the client C
and the server S authenticate each other, and then they share a session key. The
whole process is illustrated in Figure 8.2.
• Initialization: During the initialization, a client C generates the verification
data with secret values and his password:
p0 = α0 ⊕ pw , q = β ⊕ pw .

(8.7)

The client registers the verification data p0 and q securely to the server S .
This can be done only once, offline manually, when the client subscribes
to the server. Then, the client just stores the secrets α0 and β on insecure
devices (e.g., mobile devices with low-power computing) and remembers
his password pw.
• Public-key verification: The public-key verification protocol runs between
the client C and the server S as follows. At first, they both exchange random
numbers rA , rB chosen from {0, 1}k . Along with rB the server sends its RSA
public key (e, N) and {s j }1≤ j≤n to the client if the received number rA is in
the right range. The RSA key pair (e, N), (d, N) is generated by server S and
{s j }1≤ j≤n are calculated with {m j }1≤ j≤n under the private key (d, N). Each
of m j is a divided hash value of H0 (n||e||N||C ||S ||rA ||rB ) (see Figure 8.2).
Upon reception of all these values, the client C checks the validity of rB
and {s j }1≤ j≤n with its public key (e, N). The first two flows illustrated in
Figure 8.2 are used in order to thwart so-called e-residue attacks [12].
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Client C

Server S

[The initialization protocol]
p0 = α0 ⊕ pw,
q = β ⊕ pw

p0 , q

-

p0 , q
[The public-key verification protocol]
R
rA
rA ← {0, 1}k

- (e,N), (d, N)

If rA ∈
/ {0, 1}k then reject,
R
Else rB ← {0, 1}k ,
(m1 , · · · , mn ) ← H0
(n||e||N||C ||S ||rA ||rB )
d
(e,
 N), rB , {s j }1≤ j≤n and {s j ≡ m j mod N}1≤ j≤n

If rB ∈
/ {0, 1}k or

se1 , · · · , sen mod N = H0 (n|| e||N ||C ||S ||rA ||rB )
then reject,
[The session-key generation protocol]
R
p0 = α0 ⊕ pw, t1 ← ZN
W ← H (p0 ||C ||S ),
MM:z and z ≡ t1e ·W mod N


If VS = H1 (t1 ||C ||S )
then reject,
Else VC ← H2 (t1 ||C ||S )
SKC ← H3 (t1 ||C ||S ),
α1 ← α0 ⊕ t1 , and accept.

SA:VS

CA:VC -

W ← H (p0 ||C ||S )
t1 ≡ (z/W )d mod N
VS ← H1 (t1 ||C ||S )

If VC = H2 (t1 ||C ||S )
then reject,
Else SKS ← H3 (t1 ||C ||S ),
p1 ← p0 ⊕ t1 , and accept.

Figure 8.2: The whole process of RSA-based LR-AKE where the enclosed values
in rectangle represent stored secrets of the client and the server, respectively
• Session-key generation: The client C computes p0 using the secret value α0
and the password pw. Then the client calculates z using a mask generation
function as the product of the encryption of a random value t1 under the
public key (e, N) with a full-domain hash of p0 and other values, before
sending it in a masked message (MM) to server S . The server can divide the
received encrypted value by a hash value obtained from its secret value p0
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registered by the client and other values, and it can then decrypt the resultant
value under its private key (d, N) so as to obtain t1 that is used to compute
its authenticator VS carried in a server authenticator message (SA) and the
session key. Upon reception of VS from the server, the client C computes his
authenticator VC and the session key SKC , if the authenticator VS is valid,
and it sends VC to the server S in a client authenticator message (CA). If
the authenticator VC is valid, the server actually computes the session key
SKS which is used for their subsequent cryptographic algorithms. At the
end of the protocol, the client C stores a new secret value α1 , after updating
the secret value α0 as follows: α1 = α0 ⊕ t1 . In the same way, the server S
stores a new secret value p1 , after updating the secret value p0 as follows:
p1 = p0 ⊕ t1 .

8.3.4 The Security of LR-AKE
We consider an attacker who has capability to control fully the communications
between the parties. For the full security proof and several secure features, please
refer to [12]. Some ways for the attacker to break the LR-AKE protocol are:
• To guess a password and make an on-line trial with C and S respectively.
The LR-AKE protocol is secure against on-line attacks by having the server
take an appropriate policy.
• To use a RSA function that is not a permutation. With the view of ẑ, the
attacker tries all the passwords, and only a strict fraction lead to z in the
image of RSAn,e . But for that, the attacker has to forge a proof of validity
for RSAn,e .
• To use the authenticator VS or VC to check the correct password. But this
requires the ability to solve one-wayness of the RSA function.
• To send a correct authenticator VS or VC , but this requires being lucky.
Also the initialization phase is very crucial for the overall security of LRAKE. A man-in-the-middle attack at this stage could comprise the protocol. This
is why the initialization step is performed only once securely off-line when the
user subscribes to the service.

8.3.5 Efficiency
Concerning computation costs, the client C needs to compute one modular exponentiation τexp with the exponent e and one modular multiplication τmul . When e is
189

Chapter 8. Coupling Mobility and Security
a small prime, the computation costs may be relatively small (i.e., τexp ≈ 2 · τmul
in case of e = 3). In particular, the remaining costs after pre-computation is one
modular multiplication and additional operations for modular additions and hash
functions. As for communication costs, it requires a bandwidth of |N| + 2|Hi | bits
approximately.

8.4

Leakage-Resilient Security Architecture
Proposal for MIPv6

In this chapter we propose a security architecture to support MIPv6 against onpath attackers and leakage. We propose the use of LR-AKE between the MN
and the HA, and of a leakage-resilient PKI infrastructure supporting security between HAs. As the CN may also be a MIPv6-enabled node, it communicates
with its HA. Therefore it should also have a LR-AKE-based secure exchange with
its HA. Communications between MN’s HA and CN’s HA are secured by the use
of leakage-resilient PKI. Note that all the BU encryptions performed using this
architecture are based on AES used in counter mode.

8.4.1 The Handover Process
The handover process including all security and mobility procedures is illustrated
in Figure 8.3. The MN needs first to realize that it is in a foreign network through
the exchange of router solicitations and router advertisements. Once the change
of network is detected, the MN and the CN need to generate the session keys to be
used for encrypting the messages exchanged on the path MN-CN direct and via
their respective HAs:
• The path between the MN and its HA is secured using LR-AKE that establishes a session key with a three-way handshake: MN (playing the role of
client in LR-AKE) sends to the HA (playing the role of server) a masked
message (MM) as described in the previous section. Then, the HA authenticates the MN via a server authenticator (SA). Finally, upon reception of the
SA, the MN computes the session key and sends back a client authenticator
(CA) that permits the HA to compute the session key k1 to be used to encrypt the BUs and messages sent to HA. The path between CN and its HA
is secured in the exact same way using encryption with the session key k2
established using LR-AKE. Both MN-initiated and CN-initiated procedures
do not have to be simultaneous but the CN must have established k2 with its
HA prior to MN’s handover.
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Figure 8.3: Handover procedure with proposed security architecture. k1,2,3,4 are
session keys and r1,2,3,4 are random numbers used to generate the keys

• The path between the CN’s HA and the MN’s HA is secured by the use
of leakage-resilient PKI. Both HAs need to protect their secret keys and
the symmetric key k3 (to be used to secure exchanges between HAs) with
the secret value q introduced in section 8.3. This key is never transmitted,
instead random numbers r1 and r2 generated by CN’s HA and MN’s HA respectively are exchanged only once using the HAs’ public keys as illustrated
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in Figure 8.3. Once this step is achieved, k3 used for all the following exchanges between the given HAs is computed by both HAs in the following way:
k3 = H5 (r1 ||r2 ||IP− address− HAMN ||IP− address− HACN )

(8.8)

This is done to ensure a lower computational cost as the public key
crypto-system is generally known for being 1,000 times more time and
computation-consuming that the use of a symmetric key k3 (128 bits random number). Therefore all the following exchanges between both given
HAs happen much faster. Also as HAs are less numerous than MNs and
CNs, we avoid the problem of scalability commonly encountered when PKI
is used.
• The MN and the CN can communicate directly and in a secure way to exchange BUs/BAs. This is ensured by the establishment of a symmetric session key k4 (128 bits random number) that is generated at each endpoint
via the exchanges of random numbers on the safe path: MN − HAMN −
HACN − CN. From the MN to its HA, the random number r3 is encrypted
using the key k1 generated by LR-AKE. Between both HAs, r3 is encrypted
by k3 . Between the CN and its HA, r3 is encrypted by k2 generated by LRAKE. CN sends back to MN a random number r4 on the same safe path.
Finally, MN and CN can generate the session key k4 to be used to protect
their exchanges:
k4 = H6 (r3 ||r4 ||home− address− MN||home− address−CN)

(8.9)

The BUs to the HA can be sent in a secure manner thanks to LR-AKE using the
session key k1 , and the BUs sent directly to the CN are secured by the symmetric
key k4 . Also the MN’s HA establishes only once session key k3 with the CN’s
HA. Moreover, all the MNs linked to the same HA communicating with CNs
belonging to the same HA can use the same symmetric key for performing interHA communications during handovers.

8.4.2 LR-AKE and LR-PKI Considerations
Considering the LR-AKE establishment between the MN or the CN and their
respective HAs, the initialization phase and the public-key verification phase are
only executed once for all when the MN subscribes to its home network. They
are not performed at every handover and therefore decoupled from the handover
delay. The phase triggered at every handover is the session key generation phase
(i.e. three-way handshake).
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The server’s private key for PKI and the subsequent session key k3 between
HAs are encrypted with q as its key: Encq (private_key, k3 , pub_in f o) where
private_key is the decryption key for PKI, k3 is the session key between HAs
and pub_in f o represents some public information. Then the value q is deleted on
HAs’ sides. This protects the PKI private key against leakage of stored secrets
from both the MN and its HA. The delay to perform protection against leakage
is negligible as the HA has high computational power and needs to be done only
once and possibly off-line.

8.5

Analysis of Handover Delay for Proposed
Architecture

In this section, we analyze the handover delay in the proposed architecture. We
evaluate the time interval between the moment when the MN sends an router
solicitation and the moment when the MN can send and receive IP packets, under
various conditions. The analysis consists of four steps:
• The first step consists in the evaluation of the transmission delay of MIPv6
messages. It considers the FER of the wireless link.
• The second step is similar to the first step but considers the security procedure based on LR-AKE and leakage-resilient PKI message exchanges necessary to send verifiable BUs.
• The third step deals with the queuing delays experienced by the different
messages on the communication path.
• The fourth step considers the en/decryption delay induced by the LR-AKE
cryptographic functions.

8.5.1 Transmission Delay for Mobile IPv6
In this section, we assume:
• A random error process.
• A router advertisement is sent only if a router solicitation has been previously received.
• A binding acknowledge is sent only if a binding update has been received
previously.
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Table 8.1: Messages size and number of frames
Messages Length # frames
(bytes) (9.6 kbps)
Rt. Solic.
52
3
Rt. Adv.
92
5
BU (HA)
56
3
BU (CN)
66
4
BA (HA)
56
3
BA (CN)
66
4
MM
128
8
SA
20
2
CA
20
2
enc(r1)
128
8
enc(r2)
128
8
enc(r3)
10
1
enc(r4)
10
1
• Error correcting codes are not considered here.
• The link layer reliability mechanism is assumed to operate in the transparent
mode where link layer retransmissions are not performed.
Let p be the probability of a frame being erroneous in the air link. Therefore,
considering k frames contained in a packet, the packet loss rate is (1 − (1 − p)k ).
We denote τ as the inter-frame time, being the time interval between the transmissions of two consecutive frames, and D as the frame propagation delay through
the radio access network (RAN). Therefore the propagation delay from MN to
RAN for a MIP message is: D + (k − 1)τ.
Retransmission Timer
The retransmission timers for MIPv6 follow the exponential back-off mechanism.
Let Tr(1) be the initial back-off timer. The back-off timer upon the ith transmission Tr(i) doubles after each retransmission. Hence:
Tr(i) = 2i−1 · Tr(1)

(8.10)

The initial retransmission timer Tr(1) can be taken from the specification, see
Table 8.2.
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Table 8.2: Back-off timer intervals for LR-AKE and for MIPv6 [2]
Back-off timer Max back-off timer
interval(s)
interval(s)
Rt. Solic.
1
32
BU
1.5
32
MM
0.36
12
SA
0.24
8
Enc(r3)
0.12
4
Retransmission Probability
The probability of retransmission r is the probability of a transaction having failed:
this means that the first packet sent (solicitation containing k1 frames) is lost
or that the first packet is received but the response (advertisement containing k2
frames) is lost. Therefore the probability of having a retransmission of solicitation
follows Equation 4.3 where q is replaced by r:
r = 1 − ((1 − p)k1 +k2 )

(8.11)

The value of r changes to reflect the size of the messages exchanged in the transaction.
Average Transmission Delay
Let Nm be the maximum number of transmissions. The average delay T t(i)MIP
for the successful transmission of the ith MIP message to the RAN follows
Equation 4.4:
i
=
T tMIP

1
· [(1 − r)(D + (k − 1)τ)
1 − rNm
+ (1 − r)r(Tr(1) + D + (k − 1)τ)
+ (1 − r)r2 · (3Tr(1) + D + (k − 1)τ) + · · ·

+ (1 − r)rNm−1 · ((2Nm−1 − 1)Tr(1)
+ D + (k − 1)τ)]
= D + (k − 1)τ − Tr(1)
+

(1 − r)(1 − (2r)Nm ))
· Tr(1)
(1 − rNm )(1 − 2r)

(8.12)

The handover transmission delay is the addition of the delays for all the N messages
necessary to transmit for completing the handover. The average transmission delay
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to the RAN T tMIPv6 is given as:
T tMIPv6 = T t(RSol) + T t(RAdv) + 2trh
+ 2trc + 2T t(BU) + 2T t(BA)

(8.13)

where trh is the delay between the RAN and the HA and trc is the delay between
the RAN and the CN.

8.5.2 Transmission Delay for Security
The transmission delay for security consists of the delay to perform LR-AKE and
the one to establish session keys between the HAs and MN-CN.
To evaluate LR-AKE security delay, the same reasoning as MIPv6 delay described in the previous section is used. We assume that the reception of MM
messages triggers the transmission of SA messages and SA’s reception triggers
transmission of CA messages. We do not consider error-correction codes. The
link layer reliability mechanism is assumed to operate in the transparent mode.
The probability of retransmission r is as mentioned in Equation 8.11. The
average delay for transmitting successfully an ith LR-AKE packet is analogous
to the one for MIP expressed in Equation 8.12. The total LR-AKE transmission
delay is:
N

i
T tL− RAKE = ∑ T tLR
− AKE

(8.14)

i=1

where N is the total number of LR-AKE messages necessary to establish the session key.
Equation 8.14 is valid for all the exchanges considered to perform LR-AKE.
Once LR-AKE performed, the paths between HAs and the direct path MN-CN are
secured with the establishment of session keys k3 and k4 . The key establishment
between HAs takes Tk3 which corresponds to the round-trip time between both
HAs. The key establishment between MN-CN takes Tk4 which is the addition
of the transmission delay of each necessary messages similar to Equation 8.12
and 2trc .
The total security delay is:
T tsecurity = T tLR− AKE + Tk3 + Tk4

(8.15)

8.5.3 Queuing Delay
In this section, we determine the queuing delays of a MIP message at the MN,
the HA, and the CN. We consider an M/M/1 queuing model at the MN and at the
HA; and an M/G/1 model for the CN because while the MN and the HA perform
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dedicated tasks, the CN may be serving a variety of non-MIP related tasks with
a general service distribution time. We assume that multiple MNs are served by
the HA. So, the MIP message arrival rate at the MN, λM , is a fraction of the MIP
message arrival rate at the HA, λ: λM ≤ λ.
Using results from the queuing theory [13], the average queuing delay at the
MN T qMN is the following:
T qMN =

1
µ − λM

(8.16)

where µ is service rate of the MIP message at the MN. The average queuing delays
at the HA follow the same expression:
T qHA =

ρs
λ(1 − ρs )

(8.17)

where ρs is the CN and the HA’s load. Finally, the queuing delay at the CN is
obtained using the result of a non-preemptive priority-based M/G/1 queue [13].
We want to evaluate the MIP message queuing delay, therefore we only consider
the messages having higher priority than MIP ones and ignore the lower priority
messages. The queuing delay at the CN is the following:
T qCN =

1
µs (1 − ρ0 − ρs ) + R

(1 − ρ0 ) + (1 − ρ0 − ρs )

(8.18)

where ρ0 is the load at the destination for non-MIP messages, µs is the service rate
of MIP messages at the CN. The value R equals λ0 X̄12 + λs X̄s2 /2 where X̄s2 and X̄12
are the second moments of µs and of the service rate of non-MIP messages at the
CN µ0 , respectively.
The overall average queuing delay is the following:
TQueuing = N · T qMN + NCN · T qCN + NHA · T qHA

(8.19)

where N is the total number of necessary messages to perform the handover
(i.e. number of messages necessary for MIPv6, for LR-AKE and for the key establishment), NHA is the number of messages handled by HA and NCN is the number
of messages sent to CN.

8.5.4 En/Decryption Delay
To evaluate the en/decryption delay, we use measurements achieved with OpenSSL
running on windows XP platform of a hand-held device VAIO type U 1 GHz. RSA
encryption used in LR-AKE needs to perform 16 squarings and one multiplication.
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As a squaring can be considered a multiplication, RSA encryption involves thus 17
multiplications which take 0.0004 s on our test terminal. Due to the pre-computation
involved of LR-AKE, only one multiplication needs to be performed during the
handover which takes 23.5 µs. RSA is used to encrypt the random numbers r1 and
r2 needed to generate key k3 used between HAs, but also to encrypt the random
numbers r3 and r4 needed to generate the session key k4 used between MN and CN.
RSA decryption is computationally heavier than the encryption. HAs must
decrypt RSA keys in LR-AKE and in PKI. We assume here that the computational
power of the mobile nodes (MN and CN) is much smaller than that of the HAs.
This makes the en/decryption delay on HAs negligible. We consider that this is
a reasonable assumption since HAs are usually servers, and not hand-held PCs,
benefiting then from a higher computational power.
Advanced encryption standard (AES) in counter mode is used to encrypt the
BUs. On the test terminal, we obtain for AES in cipher block chaining (CBC)2
mode 0.04 µs per byte. We multiply this by the amount of data (in bytes) to be
encrypted, and we obtain the encryption delay for BU/BAs which is 39.04 µs.

8.5.5 Handover Delay Expressions
The handover delay is the cumulative delay due to the transmission3 of MIPv6
and security messages, the queuing, and the en/decryption. Therefore, the average
handover delay is as follows:

Thandover = TQueuing + T tMIPv6 + T tsecurity
+TEncryption

8.6

(8.20)

Security Analysis

The proposed security architecture protects the integrity and confidentiality of the
exchanges between MN, CNs, and HAs, but it also prevents leakage of secret
stored in equipment which may be even more important. Cryptographic protocols
used for encryption to ensure integrity and confidentiality are useless if the stored
secrets can leak out due to accidents such as bugs or mis-configurations of the
system. In such situation, the source creating the leakage is usually fixed after
a certain time, but the user still use the same stored secret information like a
password.
2 As counter mode is not yet available in OpenSSL, we used the results obtained with CBC
mode which is almost the same or a bit slower than the counter mode.
3 The Internet delay is included in the transmission delay.
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Secure BUs exchanges are based on the secrecy of the session key. Therefore,
as long as there is no leakage, MIPv6 procedure can be performed securely avoiding any information disclosed to on-path attackers. LR-AKE protocol depends
heavily on the secrecy of the password (and the stored secret value). It is therefore important to mention its secrecy against both on-line and off-line dictionary
attacks. In off-line dictionary attacks, an adversary who records the transcripts of
one or more sessions tries to eliminate a significant amount of possible passwords
in order to impersonate the client or the server. LR-AKE is, however, designed
so that it can be as hard as breaking decision Diffie-Hellman problem. In online dictionary attacks, an adversary abuses the protocol by eliminating possible
passwords at the rate of at least one password eliminated per protocol run. While
on-line dictionary attacks can be applied to any protocols relying only on passwords, they are not so threatening since they can be detected by the servers and
prevented by limiting the number of trials within a certain period. Moreover online attacks cannot be applied to LR-AKE until the stored secret value is leaked
out. (And then even if leaked out, on-line attacks are not so threatening with the
same reason as the other password based protocols.) In conclusion, LR-AKE is
robust against both on-line and off-line attacks.
Concerning the leakage resilience of PKI at the HAs, the HA server’s private
key for PKI and the subsequent session key k3 between HAs are encrypted with q
as encryption key: Encq (private_key, k3 , pub_info) where private_key is the encryption key for PKI, k3 is the session key between HAs and pub_info represents
some public information. And then the value q is deleted on HAs sides. This
protects the private key against leakage of stored secrets from both MN and HA.

8.7

Results for Handover Delay

In this section, we present results based on the previous analysis. This section
presents the results of the average handover delay for MIPv6 in the proposed
architecture. For the evaluation, the approximate size for each MIP message is
obtained from [2] as given in Table 8.1. We take into consideration a channel with
9.6 kbps. The values of the delay D and the inter-frame time τ are set respectively
10 and 20 ms. For MIPv6, the maximum number of transmissions Nm is set to 6
and the values of the fixed back-off timers are obtained from [2].
Concerning the queuing delay, we assume that the MIP message arrival rate
(λ) and the service rate at the HA and the CN are the same (i.e. µs = µ). Also
we assume λM = 0.1λ. The computation of the CN queuing delay involves the
second moment of the CN service rate. We assume the standard deviation σ of
these service rates is 5% of the mean. Now X̄12 = E[X1 ]2 and X̄s2 = E[Xs ]2 , also
E[X1 ]2 = σ21 + (E[X1 ])2 and E[Xs ]2 = σ2s + (E[Xs ])2 . Substituting µs and µ0 , for the
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E[X1 ] and E[Xs ] leads to R = 0.501[ρ20 + ρ2s ]. For the results considering a varying
FER, the MIP message arrival rate at the MN is assumed to be λM = 50 requests/s.
For the results considering a varying arrival rate λM , the FER is kept constant at
1% since it is the target FER for VoIP sessions. The other system parameters
values are the following:
µ = 4 ∗ 10−4 s
λ
ρs =
µ
ρ0 = 0.7
The handover delay evaluated on a 9.6 kbps channel is too high to support
acceptable VoIP services.
The proportion of handover delay that is due to the queuing and encryption
is relatively small compared to the transmission delays: 0.2 s for encryption and
0.0105 s for queuing. But even if these are the smallest contributors, their delays
are too high to support VoIP services.
A shown in Figure 8.4, the main contributors in the handover delay are the
transmission delays of MIPv6, key establishment and LR-AKE messages to perform the handover securely. The delay due to LR-AKE and LR-PKI represents
29% (in average) of the handover delay. MIPv6 procedure is having the highest
delay cost due to the size and the number of the messages exchanged.
To encompass the scenario with higher HA load, we compute the handover
delay as a function of the MIP messages arrival rate. Figure 8.5 shows how little
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Figure 8.5: Disruption time vs. MIP messages arrival rates at 1% FER

the arrival rate affects the handover delay. It is in the order of 10 ms for a message
arrival rate increasing from 50 to 250 requests/s. So the queuing delays are not
the most dominant factors.
The crucial parameters to optimize the handover delay are the retransmission
timers that are too generous in the specifications of MIPv6, the retransmission
mechanisms and the number and size of messages exchanged.

8.8

Concluding Remarks

In this chapter we have proposed and evaluated a new security architecture for
MIPv6 in wireless heterogeneous systems. The architecture proposed is based
on LR-PKI and LR-AKE and prevents classical attacks (Man-in-the-middle attack, impersonation, flooding) from on-path attackers and advanced attacks such
as leakage of stored secrets. We evaluated the handover delay depending on the
FER in the channel and the HA’s load. The delay evaluated in a 9.6 kbps channel is
far too high to support real-time service without a noticeable disruption. The main
contributors to the handover delay have been considered: transmission, queuing
and encryption processes. The heaviest contributor is the transmission delay due
to exchanges of MIPv6 messages and security messages through the wireless link,
which can be highly erroneous.
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Future improvement could be considered such as the optimization of the reliability procedure specified for MIPv6 with the use of appropriate timers and
automatic repeat request (ARQ) schemes.
Moreover, to improve the analytical model used here one could evaluate the
handover delay using more complex model to express time varying nature of the
wireless channel.
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Chapter 9
Towards Quality of Experience
and Future Perspectives
9.1

Towards Quality of Experience

The provisioning of real-time multimedia services is now possible in IP-based
wireless heterogeneous networks, specifically for voice over Internet protocol
(VoIP) via IP-based multimedia sub-system. Throughout the book, the impact
of the “control” mechanisms that support VoIP sessions without directly interacting with the speech has been investigated. The mechanisms considered affect
the users’ perception and satisfaction to a certain extent. Mainly three aspects
have been the center of attention in this book: security, signalling and mobility.
The focus was on assessing and minimizing delays introduced by theses procedures: the link layer authentication delay, the session setup delay, and the network
layer handover delay.
The analysis was oriented towards the robustness of these three “control” procedures against frame errors in the wireless channel. The models presented in
this book allow us to abstract for the lower layers and extract only the relevant
information for higher layer processing and analysis, specifically the frame error
rate experienced at the link layer and its correlation degree. This type of approach
permits to obtain an analysis that abstracts from the specifications provided by
the physical layer (modulation and coding schemes, signal processing and so on).
The analysis could thus be easily performed for heterogeneous wireless networks
by selecting the appropriate data rate used on control plane, the inter-frame time
or time-to-transmit interval, the FER range, the fading margin, the level of correlation in the error process, the link layer retransmission protocols that reflect and
capture the channel behavior of the wireless networks of interests (i.e. WLAN,
WiMax, GPRS, UMTS, CDMA2000). This book therefore give a comprehensive
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approach and analytical tools for evaluating the link layer authentication delay,
the session setup delay and the handover delay, as functions of the FER in the
channel modeled as a random and/or a correlated error process.
General conclusions can be drawn concerning the performance of cross-layer
“control” procedures supporting VoIP over error-prone wireless links. The crucial
parameters identified as affecting the performance in situations with high FER are
not only the protocols specifications (the number of messages exchanged over the
air link, the entities involved in the process, the sizes of the messages in the various
protocols and the retransmission strategies) but also the knowledge on the channel
state (degree of error correlation, and so on). One can now tune these parameters
to achieve a certain targeted performance.
The reliability mechanisms of the different protocols have been optimized using an initial adaptive retransmission timer. Traditional error recovery mechanisms use retransmissions with predefined fixed initial timers. This results in an
unnecessary increase of the delays. The initial adaptive timer proposed in this
book is proportional to the initial transaction messages involved and therefore
changes at each transaction during the initial session. When a fixed timer is used,
the number of messages necessary to perform the procedure is the main influencing factor on the delay. With the initial adaptive timer, the transmission rate and
the channel state are more significant factors than the number of messages. This
initial adaptive timer has been used to minimize the SIP session setup delay and
the network layer handover delay for Mobile IP-based protocols.
This book investigated the optimization across layers: link layer retransmissions with selective-repeat automatic repeat request (ARQ) protocol were studied
to minimize the control delays and especially the session setup delay.
Future directions for the optimization of cross-layer “control” procedures delays could be the consideration of error correction mechanisms or hybrid ARQ
schemes to improve the performance by correcting the messages at the receiver
and avoiding retransmissions on the wireless link. Furthermore, the retransmission strategies at various layers could also be optimized through a dynamic adaption of its value to the link quality (exploiting e.g. channel state information) and
the delays experienced at the link, the transport and the application layers.
The results presented in this book are obtained in the specific scenario of VoIP.
However the conclusions drawn on the impact of control protocols on delay are
applicable to other real-time multimedia services (i.e. video call, conference call,
gaming).
In the following sections we present the conclusions and future perspectives
that are more specific to the security, signalling and mobility aspects investigated
in this book.
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9.1.1 Link Layer Security
The security protocols to achieve confidentiality, integrity protection and authentication have an impact on the performance of the network and the services:
end-to-end latency and throughput. Security can especially affect the qualityof-experience for VoIP user. To assess the overhead introduced by security, we
examined the delay introduced by the link layer authentication process in WLAN
802.11b. The link layer authentication delay is of direct impact on the user satisfaction before and during the VoIP session as the user has to wait for the authentication to proceed in order to be granted access to the network. The authentication
delay contributes to all the factors that may disrupt also the ongoing session during
a handover.
The link layer authentication delay depends on the type of authentication protocol implemented. We have performed measurements for the different configurations available in the CISCO WLAN security suite along with the security analysis
of these configurations. These configurations have been ranked according to their
security levels with a method taking into the account the potential attacks and the
risks they involve. The link layer authentication delay as a function of the FER
has also been derived using an analytical model based on random FER. The results obtained from this analytical model were compared with the authentication
delays obtained from measurements performed in WLAN 802.11b. The security
ranking is coupled with the link layer authentication delay obtained analytically
and experimentally to draw tradeoffs between security and delay with respect to
the Quality of Experience. The method presented in this books gives a comprehensive evaluation of security properties and delay that can be used for any other
security protocol in wireless heterogeneous networks.
Furthermore, the major contributor to the link layer authentication delay was
the scanning time needed to detect the surrounding AP, which is independent of
the security protocol in place. This has to be improved further to achieve acceptable waiting time for users and seamless handovers. Such enhancement can be
done by having a more context or environment aware and statistical channel probing. For this, the MAC layer probing procedure needs to be redesigned which
makes an interesting topic for future research.
The analysis performed provided a way to tradeoff security and delay, hence
offering a further element of flexibility in the system design, that will be more and
more exploited in the future.
The interesting future perspectives on link layer security and delay are the
following:
• The probing process in 802.11b systems can be optimized by adaptively
setting the number of channels to scan and the Min/MaxChannelTime in
respect to the number of surrounding APs, the round trip times and the
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quality of the wireless link (e.g. FER).
• The investigations performed with only one user logged on the AP would
be interesting to conduct with an increasing number of user to assess the
impact of the number of users logged on the AP on the authentication delay
and especially on the scanning delay. The delays is likely to increase, but
the interesting aspect is to obtain the relating function. A fading emulator
could be used also to experimentally capture the behavior of the link layer
delays with respect to FER.
• This study can be extended to the authentication protocols specified in the
802.11i standard to overcome the vulnerabilities of the 802.11b standard.

9.1.2 Application Layer Signalling
The signalling that supports VoIP services over wireless systems has received
high attention within this book. The book considered the session initiation protocol (SIP) and its implementation in the IP-based multimedia subsystem (IMS)
adopted by 3GPP since UMTS Release 5 and by 3GPP2 for CDMA2000. We
focused on the SIP session setup delay and how it is affected by the FER in the
channel.
The average SIP session setup delay was evaluated depending on the FER and
the burstiness of the wireless link using analytical models model. The loads of the
servers and source/destination terminals were also taken into account to derive
queueing delays.
We have used a novel initial adaptive retransmission timer that is adjustable
to the size of the signalling packets involved in the session establishment and the
estimated round-trip time. The initial adaptive timer can reduce the session setup
delay by 56% in average. The performance of SIP using the initial adaptive timer
has been further improved by using compression with SigComp to reduce the
size of the SIP messages. In comparison to its competitor, even with the initial
adaptive timer, SIP gave a shorter delay than H.323 for a FER higher than 1% and
correlated errors.
The choice of the underlying protocols allowed for cross-layer delay optimization. The use of UDP or TCP to transport SIP messages together with link layer
ARQs influences the session setup time for FER higher than 2%. Using UDP instead of TCP has made the session setup 20% shorter for FERs higher than 4%
with a random error process and 30% shorter with correlated errors. Link layer
retransmission mechanisms such as radio link protocol (RLP) have improved considerably the session setup delay. In environments with high FER, the session
setup delay with RLP remains small (in the order of 7–4 s) even with a highly
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correlated error process. The consideration of different retransmission strategies
for RLP provided insight into further optimization. It was shown that RLP (1, 2,
3) that increments the number of retransmissions in every trial outperformed RLP
(1, 1, 1, 1, 1, 1) that has one retransmission per trial only for FER higher than
3–4%. Such a cross-layer investigation is essential to allow for a comprehensive
and relevant optimization of the protocols’ specifications and implementations.
The derived delay analysis for such cross-layer optimization can be further used
for evaluating any other protocol over wireless heterogeneous networks.
There are several possible extensions to SIP delay optimization:
• Admission control, fault-tolerance of the SIP servers, and their availability
were out of the scope of this study. The consideration of these aspects would
give a more accurate evaluation of the session setup delay.
• The Internet delays were assumed to be fixed. A more realistic assumption
could be to consider them as random variables with certain distributions.
The tools presented in this book provide building blocks towards this end.
• The first hop only was considered wireless. The analytical model can be
extended by considering the last hop to the receiver to be wireless as well.
The tools presented in this book can easily be used towards this end.
• SIP message sizes were considered fixed. More realistic scenarios would
assume SIP messages with variable sizes.
• Correlated errors were modeled using a two-states Markov model. More
complex Markov models can be used to exhibit intermediary error regimes
and some were briefly introduced in section 4.3.2. However attention should
be put on limiting the complexity of the Markov model to ensure flexibility
and portability of the model.
• The sensitivity of the protocol execution to the channel correlation was not
considered. However if this is possible via statistical models, adaptive retransmission timers and retransmission limits at SIP and TCP layer, and link
layer retransmission schemes can be set in a way that can exploit the time
diversity of the channel.

9.1.3 Network Layer Mobility
In wireless heterogeneous networks, mobility management should be provided
at a convergent layer to allow cross-network mobility for offering the best QoS
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available at the lowest cost. The book focused on the network layer as the convergent layer to provide mobility, and specifically on Mobile IP-based protocols
to support VoIP services.
User mobility triggers various procedures: access network relocation procedures at the link layer (e.g. serving RNS relocation procedures in 3G systems,
medium access control protocols in WLAN and WiMax, link layer authentication
in WLAN as in chapter 5), data bearers establishment (e.g. PDP context activation
in 3G systems) and dynamic host control protocol to obtain an IP address in the
network for some systems, network mobility protocols, application layer control
protocols (e.g. SIP in IMS). The support of VoIP services in mobile systems requires low handover latency to achieve seamless handovers. Such handover can
be achieved if the optimization is again performed across layers considering all
procedures involved in the handover.
The handover process at the network layer results in the mobile node (MN)
not receiving IP packets on its new point of attachment until the handover ends
successfully. This can create further disruption of the ongoing speech session and
the dissatisfaction of the user. Therefore, it is important to evaluate and minimize
the disruption time or handover delay due to mobility protocols.
In order to support real-time services the handover delay should be minimized
to avoid a noticeable disruption in a VoIP session. The evaluation and comparison of the disruption times performed is this book considered the following
mobile IP-based protocols: mobile IPv4, low-latency MIPv4 handoff schemes,
mobile IPv6, fast mobile IPv6 and hierarchical mobile IPv6. Our analysis led
to the following conclusion: for the fast handoff schemes, the network-initiated
post-registrations with two or three parties provided shorter than those of the
original Mobile IP in most situations. If the combined method is to be used,
the network-initiated source-triggered pre-registration should be combined with
network-initiated three-party post-registration. This implies that the network
should be sensitive to variations in the link layer connection to the mobile node
and trigger the handover. The three-party post-registration is meant to avoid “anchor chaining”, but situations where the mobile nodes move at such speed among
different subnets are rare. Note that with the initial adaptive retransmission timer,
the handover delay is reduced significantly for all protocols as it was for the
signalling delay too.
Future mobile networks migrate from IPv4 to IPv6. In an IPv6 environment
the disruption time is higher than in mobile IPv4, because of the size of the IPv6
messages and of the MIPv6 registration process, which involves updates of the
mobile node’s current point of attachment at the correspondent node. The comparison among MIPv4, MIPv6, HMIPv6 showed that the different management
between local and global movements seemed to perform better, as intuitively
predicted.
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The future directions for this mobility management are the following. The
link layer handoff, the handover detection, and the authentication authorization
accounting procedure are also part of the overall handover delay. It is important
to clarify the most prominent contributors. Optimization techniques using context
information and opportunistic behavior could lead to significant improvement of
handover performance. Raising context awareness can become a true asset of fast
mobility management.

9.1.4 Security and Mobility
From another perspective, a handover procedure needs to be protected regarding
authentication, integrity and confidentiality to avoid the re-routing of packets to
malicious nodes and to guarantee a legitimate handover. The security procedure to
ensure this should not lengthen significantly the handover delay to provide good
quality real-time services. One security hole in mobile IPv6 mentioned, but not
addressed in the RFC is the vulnerability against attackers, who are on the path
between the home network and the corresponding node and between the mobile
node and the corresponding node.
Another security problem generally encountered in mobile systems is leakage
of stored secrets. Leakage of secret-keys or private-keys is a serious flaw in the
system, and unfortunately this risk is not negligible in reality. Leakage can happen
after lost or stolen devices but also due to misconfigurations and bugs. To achieve
secure handovers for VoIP and other services, a security architecture that prevents
on-path attacks and leakage of stored secrets needs to be designed.
This book proposed and evaluated a new security architecture for MIPv6 in
wireless systems that achieved these goals. The architecture proposed is based
on a public-key infrastructure and a leakage-resilient authenticated key establishment (LR-AKE) protocol; it prevents classical attacks (denial-of-service, man-inthe-middle attack, impersonation, replay attacks, flooding) from on-path attackers
and advanced attacks that are exploited after leakage. The handover delay was
evaluated as a function of the FER and the server’s load. The main contributors to the handover delay were considered: transmission, queuing and encryption
processes. The heaviest contributor was the transmission delay due to the exchanges of MIPv6 messages and LR-AKE messages through the wireless link.
The future directions for secure handovers could be the consideration of
authentication, authorization and accounting (AAA) procedures with LR-AKE
message and MIP message sequence for achieving time-efficient secure handovers.
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9.2

Future Perspectives

9.2.1 Exploiting Cognition in Wireless Heterogeneous
Networks
Cognition in wireless networks has been the center of a lot of attention the last
years. It shows more and more relevance as the wireless environment becomes increasingly heterogeneous in the systems supported and their heavy use. However,
as the term “cognitive radio” seems to evolve through the years, it is important
to spend some time defining it in order to grasp its relevance in heterogenous
networks.
The etymology of the word “cognition” goes back to the latin verb “cognoscere”
which means “to know”. In the human environment, this can be translated into
the capacity to (i) observe and sense, (ii) analyze and learn, (iii) decide, plan and
act. In the wireless environment, one can understand cognition or cognitive radio
as the radio systems that sense, learn from and adapt their operations to their local
environment in order to achieve performance objectives. These objectives can be
reliable communication, efficient use of the resources given, and so on.
Regulatory bodies have elaborated their own definitions of cognitive radios,
as cognitive radios have an impact of spectrum management performed under the
authority of these bodies. The federal communication commission (FCC) in the
United States of America defines cognitive radio as “a radio that can change its
transmitter parameters based on the interaction with the environment in which
it operates. This interaction may involve active negotiation or communications
with other spectrum users and/or passive sensing and decision making within
the radio” [1]. The National Telecommunications and Information Administration (United States Department of Commerce) recommends to the FCC to adopt
the following definition “Cognitive radio: A radio or system that senses its operational electromagnetic environment and can dynamically and autonomously
adjust its radio operating parameters to modify system operation, such as maximize throughput, mitigate interference, facilitate inter-operability, access secondary markets” [2].
In the academic publication, cognitive radio has first be coined by J. Mitola
in his Ph.D. work in the following way: “The term cognitive radio identifies
the point at which wireless personal digital assistants (PDAs) and the related
networks are sufficiently computationally intelligent about radio resources and
related computer-to-computer communications to detect user communications
needs as a function of use context, and to provide radio resources and wireless
services most appropriate to those needs” [3]. This definition relates more to the
application of advanced software techniques to radio processing. In the wireless
communications community, the definition of S. Haykin gives further insight and
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methodologies to investigate the cognitive aspects to be developed in wireless
communications. The definition given in [4] is that “Cognitive radio is an intelligent wireless communication system that is aware of its surrounding environment
and uses the methodology of understanding-by-building to learn from the environment and adapt its internal states to statistical variations in the incoming RF
stimuli by making changes in certain operating parameters in real-time with two
objectives in mind:
• Highly reliable communications whenever and wherever needed;
• Efficient utilization of the radio spectrum.”
This study created a lot of enthusiasm for cognitive radios that generated a
lot of related concepts such as cognitive radio networks, cognitive radio systems,
cognitive wireless networks, cognitive radio as an evolution of software defined
radio, agile radio. In this forest of intertwined concepts and technology, there is a
definite need for clarification.
In wireless networks, efforts are put in order to optimize the use of three main
resources: spectrum resources, network resources, energy resources. In the perspective of these three pillars, we will try provide clarity. Cognitive wireless or
radio networks encompass specific terms used to describe existing radio technology as supported in [5].
First, handovers are always base on a context aware radio that tries to identify
the most appropriate base station or access point of a given air-interface based
on measurement results, to serve an ongoing session. This is one of the fundamental novelty of mobile systems and it does require cognition of the radio environment. It can be further exploited for handovers permitting to switch between
different bands such as in GSM900/1800/1900 and between different standards
GSM/GPRS/UMTS/CDMA200/WLAN/Wimax (i.e. vertical handovers). Another
way to benefit from cognition is to allow a device to connect to different standards
at the same time and therefore perform softer vertical handovers. Second, another
existing radio technology based on cognition is reconfigurable radios. They involve hardware defined radio (in-box radios for each air interface, operating one
radio at a time) and software-defined radio (adjusting transmission/protocol parameters to application/user needs.) [5]. Last, cognition is essential in frequencyhopping systems (e.g WLAN with carrier-sensing collision avoidance, Bluetooth
[6]), as in unlicensed ISM band, to permit coexistence and spectrum sharing between various systems.
Cognitive radio should be approach in a multi-disciplinary way as it involves:
• Spectrum policy: regulations, legal aspects, economic aspects.
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• The design of a novel system and technology: spectrum servers, CogNet
Managers, Cognition and Processing (interference sensing, interference
cancellation/mitigation, predictive channel modeling, power control), Coexistence (Primary and Secondary Users in Licensed Bands and in Unlicensed band), Software Defined Radio Platforms, Cooperation (exploitation
of space-time diversity and discovered user collocation).
• Theory and algorithms: Information and Coding Theory, Game Theory.
• Industry and markets: TV Broadcast, WiFi, WiMax, Consumer Electronics,
Smart Home, Vehicular Communications and In-car Sensing.
• Security: prevention of jamming attacks amplified by exploiting cognitive
radio and jamming across multiple channels simultaneously, of DoS attack,
of empowered side-channel attacks; Exploiting the cognition (the internal
state of HW, the temporary channel information, the antenna beamforming,
the array antenna systems, to establish session keys) for achieving security
properties; Exploiting the interference level to protect legitimate communication against eavesdroppers; Real-time Spectrum management with opportunistic license allowing dynamic authentication and authorization of
frequency band usage (GRANT or DENIAL signal) and the use a universal
ID in electronic labeling.
Cognitive radio opens the door to two emerging behaviors as stated in [4]: a
positive one that allows efficient use of resources (spectrum, network, energy) and
a negative one that creates chaos, jams in spectrum, disorder in operations. The
response the negative one lies in security that can protect cognitive radio users or
prevent abuse.
Cognitive radio is relevant in the current context of technology in general. It
fits in the open trend: Open source software, Open OS, Open Spectrum. It exploits context-awareness that permit the development of location-based services,
opportunistic scheduling and processing. It replicates human behaviors that were
covered in cooperation, selfishness, fairness, competition, agility and now offer in
cognition to some extent. The relevant question now is what other human behaviors can we mimic in wireless communications.

9.2.2 Exploiting Context-Awareness
With the growing heterogeneity of available networks and the plethora of services
at hand, there is a need for an intelligent navigation through these that takes into
account the user context in order to satisfy the immediate demand. The context
can be defined as any information that can be used to characterize the situation of
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an entity; an entity is a person, place, or object that is considered relevant to the
interaction between a user and an application, including the user and application
themselves [7].
Context as defined above can exploited to access opportunistically in time
and space the desired service. This requires a significant effort on the network
for managing this context information that provides the basis for decision of the
service offered. This entails to devise solutions for gathering context information,
for distributing the dynamic context elements to concerned entities, for deriving
context elements, and for keeping an up-to-date status of the context elements.
At the application level, the system providing such intelligence seamlessly
can allow targeted advertisement that become useful information to the end user,
location based services, convergence and selections in the best means of communications based on context information, filtering in data synchronization between
the different user environments (home, office, car, public spaces, nomadic areas
of visit like hotels, and so on), triggering or exploiting cooperations amongst individuals and devices.
At a lower level, such system permits a full adaptivity of the system parameters and mechanisms to the channel conditions. The context awareness can be performed at the transport, network, link and physical layer resulting in a better use
of the resources to combat the time-varying nature of the wireless link and provide
good quality of service to the application. This allows for opportunistic scheduling and relaying, for powerful link adaptation, for opportunistic retransmission
strategies, for context-based adaptive antenna arrays, for code design based on
cooperative communication and so on.

9.2.3 Rising Privacy and Security Concerns
In industrial countries, information systems are essential for companies, organizations, governments and also in people’s daily life and communications. Databases
gathering customers and citizens’ profiles and context information are widely used
in advanced services required by companies, by organizations and by a wide range
of users from businessman to teenagers or elderly people.
The information explosion drew development towards a more transparent society – a society in which people can find out many things about each other.
However in a transparent society, security is still needed and should be handled
carefully by the industry, the organizations and the service providers to guarantee
privacy and robustness against any type of impersonation and misuse of private
information and to realize a viable and long lasting secure and trustworthy information society where users can enjoy highly advanced services without worrying
about their private information being compromised.
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Significant effort should be put in designing secure file storage systems, thus
providing high security to users’ critical private data stored e.g. in governmental institutions databases, organizations databases and companies customers databases. Such systems require providing privacy of stored data against the server
itself which is a demanding requirement.
Another pillar concept is privacy enhanced membership authentication where
users’ membership can be verified without revealing identities or identifying the
source. This is useful for anonymous oriented services such as net counseling,
social networks, whistle-blowing from the inside. Privacy and anonymity should
always be provided in the perspective of not facilitating abuse of anonymity for
illegal activities. A purpose-restricted anonymity is possible through privacy enhanced membership authentication, more specifically anonymous authentication.
With increasing corporate interest in profiling users or groups of users, it
becomes crucial to provide privacy enhanced search systems in which both search
words and contents can be kept in secret from each other unless they match with
each other. Such system is very useful for matching services where high privacy
is required even against the service providers such as industrial patent searching.
If such privacy enhanced search systems are not supported, industrial espionage
can easily be performed.
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